Volume 5, Issue 8, August — 2020

International Journal of Innovative Science and Research Technology

ISSN No:-2456-2165

Survey on Software Defined
Network based Botnet Attacks

Rajni Samta’, Pooja Rani®
1 2Department of Computer Science, Himachal Pradesh University, Shimla, India

Abstract:-  Software Defined Network has been a
solution to those problems which have emerged with the
advancement of social interconnection through internet,
cloud computing and internet of things. Along with the
speed and efficiency of any network, there are certain
other parameters which are of great importance for an
organization. These organizations are demanding more
flexible networks which are dynamic enough to change
or mould the network according to their needs.
Software Defined Network breaks the barriers of
traditional way of networking, where as it is cost
efficient as it simplifies hardware and software
management, any change in the software defined
networks are easily adopted. This paper has discussed
about a major security threat that has emerged in past
few years called botnets and also has discussed related
work regarding Software Defined Network based
botnets.
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l. INTRODUCTION

BOTNET: Malicious software or malware can harm
our computers in variety of ways, in sometimes the affects
are not known until it’s too late and in worse scenario our
computers can become one of many infected malware
creating botnet. Botnet is a term that is short for robot and
network [1]. Cyber Criminals use special malware usually a
Trogon horse to breach the security of several computers
and take control of each computer and organize these
infected machines into a network of bots. Which is then
used as a tool that a cyber criminal can remotely manage,
the infected system may completely act normal with no
warning signs [2, 3, and 4]. A bot can be a MAC, Personal
Computer or even a Smartphone. Often time cyber criminal
seek to involve and control thousands, ten thousands and
even millions of computers, so that they can be a master of
large Zombie network. These Botnets are capable of
delivering several types of cyber crimes such as DDoS
attacks, Spreading malware, online fraud and phishing
campaign. Figure 1 [5], shows the illustration of Botnet
attack.
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TYPES OF BOTNETS: The three basic types of
botnet are Command and Control (C&C) technologies: IRC
(Internet Relay Chat) based, HTTP (or Web) based and P2P
(Peer-to-peer) based.

» COMMAND AND CONTROL (C&C): As we know
various compromised computers compose a network
that is used by a Botmaster for malicious purpose.
Hence there is a need of some kind of communication
between Bots and Botmaster, which is command and
control (C&C) [6]. For example, A Bot reports its status
to Botmaster or a Bot could receive instructions for
spam, phishing or DDoS etc. whereas a Bot can be
directed to some site to download a malware. Therefore
without (C&C) a Botnet is not a network. Hence (C&C)
is very important aspect of Botnet, without it a
Botmaster cannot utilize the individual computational
powers of the infected machines fully [7].

» (P2P) BOTNET: A (P2P) network sometimes refers to
as a Peer to Peer network. It is more complicated Botnet
because each infected machine works as its own (C&C)
and it does not contain any central point of command
and central point of failure which is very hard to take
down as an investigator [8]. Commands are propagated
across the network and it might take a long time for
single command to go through entire network hence it
increases latency [9]. So, different machines may act
differently by getting a specific role to perform, such as
some might become proxy machines to hide the actual
Botmaster, some might act as spam instructor nodes
where as some might become the critical components of
the Bot network so that the investigators will not be
able to crack the network pattern [10].

» (IRC) BOTNET: Internet Relay Chat is the most
commonly talked about botnet types. This type of
botnet attack uses TCP protocol and these IRC Bots can
be customized using different scripting languages [10,
11]. These were initially created to promote automated
commands and for the automation of the channel, but
this feature of IRC were turned into a malicious
automated attack [12].

» HTTP BOTNET: Hypertext transfer protocol is a
commonly used network protocol and thus http botnet is
an easily implemented botnet than P2P, as it is also a
web based botnet, and all the commands are sent
through http protocol. Because of http header all
malicious code is masked under http protocol
packets[12, 13].
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Fig 1:- Hlustration of Botnet Attack [5].

1. REVIEW OF LITERATURE

Silva, S. S. C. et al. [1] one of the serious threats that
are formed by various compromised machines also known
as Botnets have been indulging in various scams that are
sometimes minor or sometimes large scale activities. Every
year some illegal Botnet activity keeps this treat a fresh
topic now days for research purpose and has increased
number of publications for this topic in past few years.
Through this paper Silva, S. S. C. and other authors have
tried to discuss various problems regarding botnet and has
discussed some existing studies and some recent work
concluding some suggestions and solutions.

Zhu, Z. et al. [2] keeping in mind the number of
infected malicious machines the botnet has been a major
threat, the numbers are around 40-45 % of the total
computers systems connected to the internet. This paper has
tried to classify the problems regarding the Botnet, the
main classifications they have proposed are: Understanding
the Botnets, giving the brief idea about what botnets are.
Second classification is detecting and tracking botnets and
lastly defending the Botnets. This paper is giving a clear
view of various future topics for research in botnets.

Feily, M. et al. [3] have discussed how botnets can be
a major threat to the network society as it is capable of
providing a platform for various dangerous threats like
distributed  denial of service attacks, malware
dissemination, and phishing and click fraud. This survey
has given a clear classification of botnet detection
techniques. The classes of Botnet Detection technique that
has been discussed are Mining based, DNS Based,
Anomaly based and Signature based.

Chen, J. Cheng, X. et al. [4] in this paper, they have
discussed the computation complexities of botnet.
Moreover they have also proposed lightweight real time
botnet detection technique.
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1. CONCLUSION

Network data security should be a high priority when
considering a network setup due to the growing threat of
hackers trying to infect as many computers possible. For
corporations, security is important to prevent industry
sabotage and espionage. Imagine what can happen if there
is a network integrity breach at a bank, stock exchange, or
other financial database. Likewise DDoS based botnet
attacks are major threat to internet as they are capable of
doing various possible damages to a network, as it can
invade any computer connected to network. Social
engineering can be a key factor in propagation of this
malicious software and turning the computer as a bot.
According to various reports and survey, one out of four
computers has been compromised major examples in real
world in past years are ZEUS, CUTWAIL, BREDOLAB,
WALEDAC. Such attacks and bots must be detected and
should be mitigated. The software defined network being a
flexible and it easily adopts any changes made to the
network is a good option for network security. As software
defined networks have their own ways of detecting and also
mitigating such kinds of security threats to the networks.
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