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Abstract:- The improvement of cloud computing, with 

intense advancement of disorganized records, storage of 

data in cloud receives greater interest and higher 

improvement. The cloud companies does now no longer 

have recommendations concerning the user documents and 

cloud records saved and preserved globally in cloud  

everywhere. Several defensive techniques in the factor to 

predict data in cloud are present. Our solution is a triple 

layer surveillance model for cloud. The framework will 

utilize the benefit of cloud garage, defend confidentiality. 

By chance if data is lost, we have the chances to misplace 

the entire project. In this framework we have taken the 

approach to apply though algorithms, then safety and 

efficiency will be displayed.  
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I. INTRODUCTION 

 

With the fast improvement of community bandwidth, the 

Volume of consumer’s records is growing geometrically. User 

pre-requisite can't be glad via means of the ability of local 

gadgets any more. Therefore, humans attempt to locate new 
techniques to keep their documents. For extra effective 

preserving ability, a developing range of customers choose 

cloud storage. Cloud storage is a cloud computing option 

which provides information handling and administration 

assistance. With a cluster of applications, network utility and 

distributed document filing, cloud storage makes a huge range 

of different devices perform collectively and co-coordinately. 

Nowadays there are lot of organizations presenting a whole lot 

of cloud storage offerings, including Drop box etc. These 

organizations offer huge ability of repositories and diverse 

options associated with variety of prominent applications. 

However, cloud storage functions nevertheless exist with quite 
a few protection problems. The hassle of privacy is especially 

significant amongst the ones with protection issues. 

Consumers now no longer have physical access to the 

storehouse and their records, which ends with the separation of 

management and control of data. The CSP may enter into the 

data documents stored in their repositories and can look for 

potential leads. Concurrently, the hackers or the outside-

attackers can also invade the servers to get the data-owner’s 

information. These scenarios put users in dangers of data loss 

and record theft. 
 

Conventional privacy solutions for cloud related 

problems frequently target access restrictions or information 

encryption. These solutions can help in getting rid of most of 

the complications faced by above scenarios of attacks. But, 

they cannot permanently find a proper result especially in the 

inside attack case, no matter how good the algorithm is. On the 

other hand, the function of Hash-Solomon code can transform 

information into small unnecessary chunks of data which 

benefit in non-retrieval of original information. Also, they help 

in decryption process. Rising number of redundant sections of 

data can also expand the authenticity of the storing process, 
also occupies more space in storehouse. Feasible allotment of 

data ensures our model can actually safeguard the data privacy 

of user. Hash-Solomon algorithm is provided by 

Computational Intelligence [CI]. The patterns of CI are in 

synch with blooming progress, to solve a variety of trials, like 

WSN field challenges. CI assists flexible techniques that 

displays intelligent performance in exceptional and vitalizing 

environments like Wireless Detector Networks. Hence, our 

paper, we make best out of CI to calculate processing elements 

for fog layer. With respect to previous methodologies, our 

model can facilitate a newer level data safety, protection and 
privacy from inside layers of cloud, prominently from CSP’s 

 

II. LITERATURE SURVEY 
 

Customers facts is positioned away via CSP, irrespective 

of whether or not CSP is dependable, aggressors can now even 

get customers facts at the off risk that they manipulate the 

cloud stockpilling they executives hub. tp preserve a stratergic 

distance from the issue, they suggest an encrypted document 

shape depending on a lopsided check response verification 

system. 

 

III. METHODS AND TECHNIQUES 

 

3.1 ADVANCED ENCRYPTION STANDARD 

Reinstatement of DES is essential as its key size is very 

minimal. With rising computing capacity, we consider it as 

highly liable against extensive and upgraded search drives. 
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3.2 OPERATION 

AES is a monotonous scheme. It has its foundational 
concepts from “substituted-permutation network’. It consists 

of sequels of combined operations, a figure that depicts 

substitutions intake by definite outputs (substitutions) and 

incorporate shuffling of bits (permutations). At a glance, AES 

performs every computing operation on bytes instead of bits. It 

utilizes 12 rounds for 192 bit keys and 14 rounds for 256 bit 

keys. Each round is unique as it implements a different 128 bit 

round key, which is obtained from the initial key- AES. 

 

 
Fig 1. Advanced Encryption Standard Mechanism 

 

3.3 Triple Data Encryption Standards 

User primarily creates and distributes a 3TDES key K, 

which contains 3 unique keys: K1, K2, K3. 

 

 
Fig 2:Encryption mechanism- triple layer 

 

The ciphering-deciphering process is given below: 

Encryption of plaintext blocks by single DES key K1 

Decryption of output of step 1, using single DES key K2 
Encryption of resulting output of step 2, using single DES key 

K3 

The final output of step 3 is the cipher text 

 

The decryption process of this cipher text implements 

reverse mechanism. User deciphers using K3, then encrypts 

with K2 and lastly decrypts with K1. 

 

Because of this design of 3TDES as an encrypt-decrypt-

encrypt process, it is feasible to use a 3TDES (hardware) 
application for single DES by equating K1, K2 and K3 to be 

same value. This provides backward congruity with DES. 

Triple DES systems are positively safer than single DES. 

 

3.4 MD5 

The MD5 hashing technique can be one directional 

system that welcomes a message of any width as intake value 

and outputs a solid length result desirable for authenticating 

primary messages. MD5 is depreciated since operations of 

non-cryptographic validation to authenticate data integrity and 

look forward for unforeseen information corruption 

 

 
Fig 3: MD5 Algorithm Implementation 

 

Despite the fact that it was designed as an analytic 

message verification code rule to be utilized for web handling, 

MD5 hashing is no longer perceived as stable authentication 

tool by virtue of researchers having indisputable mechanisms 

capable of generating MD5 encounters on advanced new age 

computers. The technique takes as an input of unpredictable 
length of message and generates an output of a 128-bit 

‘fingerprint’ of input.  

 

3.5 SECURITY 

Aim of any fingerprint operation is to give out results 

that are random in general. To be secure cryptographically, the 

hash operation should meet 2 conditions: 

 

It’s not possible for any attacker (inside/outside) to get 

the message match of a definite hash value. 

 

It’s not possible for any attacker to generate 2 messages 
that come out or result in similar hash value. 

 

3.6 APPLICATIONS 

SHA-2 hash values are enormously utilized in the field 

of security and protocol development such as SSL, TSL, PGP, 

S/MIME, SSH and IPsec. SHA-256 is applied in DKIM 
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message signing regulation and verifying Debian software 

packages. SHA-512 was implemented in authenticating a 
video from International Criminal Tribunal of the Rwandan 

genocide.  SHA-256 and SHA-512 are highly proposed to be 

used in DNSSEC and are also made use in generating secure 

password. 

 

3.7 METHODOLOGY 

Fog computing is an extensive computing work-model 

with foundations on cloud computing which is comprised of a 

huge figure of fog nodes. These nodes have a finite storage 

capability and processing capacity. In our functioning model, 

we divide user’s information into three blocks and separately 

store them in three different places.  
 

 
Fig 4:Fog Computing Method 

 

IV. FUTURE SCOPE 

 

The future scope this project relies on further 

technological advancements and introducing new features into 

our system. We can develop our existing software for higher 

end applications, big data technologies and sophisticated work 

flows by following ways, implementing multiple hashing, 

crypto algorithms and functions, application of multiple layers 
of Fog servers, adoption of higher level programming 

software, efficient databases in developing the security 

systems, constantly reinventing testing methods to assure the 

privacy of data and avoiding data breaches. Security, Privacy 

and Integrity of Data is the main focus of our project and we 

envision more sophistication and further research into the 

functioning and expansion of the system 

 

V. CONCLUSION 

 

The advancement in improving cloud computing 

provides us advantages. It is also important to note that it 
causes a sequence of data protection problems. While making 

use of cloud repositories, users will not have physical control 

over the storing locations of data and its end result will lead to 

the separation of owning and managing of information. To 

solve the subject of privacy protection problems in cloud, we 

are providing the architecture of three layer privacy protective 

surveillance cloud repository methodology backed by fog 

computing design. We will assure the privacy of records in 

every server through elaborate implementation. Breaking the 

encryption matrix is a very complex procedure which is far 

from reality. Also, utilizing hashing functions will completely 
safeguard and protect the fractional blocks of data. Through 

this experimentation theme, the process of complete 

encryption and encoding takes place easily and efficiently 

without modifying the cloud repository capacity 
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