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Abstract:- The adoption of Software as a Service (SaaS) is
becoming prevalent. With its ease of use and cost savings
in time and management, many customers are shifting to
usage of third- party applications to help them streamline
and manage their business processes efficiently and
effectively. SaaS providers must ensure that customer data
is secure. To effectively manage the risks surrounding
SaaS provider’s IT infrastructure, a risk management
framework was developed to identify, mitigate and
evaluate potential impact of risks. This framework
provided visibility into infrastructure security risks. It
mapped the infrastructure of SaaS provider in compliance
with 1SO 31000:2018 and NIST Cyber security
Framework. The risk management framework helped the
SaaS provider better understand the security risks
surrounding its SaaS solution. It also helped in the secure
deployment of SaaS projects to drive improved user
experience and high customer satisfaction. The gap
assessment showed the areas where improvement must be
made. Additional scenarios and continuous monitoring are
needed to avoid a false sense of security.
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I. INTRODUCTION

Software as a Service is the service provided by the
software vendor to the customers where the software may
reside in the provider’s on-premise server or on the cloud
provided by a third-party vendor. This service model is cost-
efficient for the customer because SaaS pricing model is
flexible. SaaS customers pay on subscription variations to suit
their needs. SaaS providers may give a free trial period to
allow customers to explore the application before deciding to
subscribe.

The customer may choose to upgrade or downgrade the
subscription depending on a number of factors. This may
include business expansion, reduction in number of branches,
increase or decrease of number of users and the need for
advanced features. The customers achieve greater productivity
while spending less.

Managing the customer data, the Software as a Service
provider must identify security risks in its IT infrastructure and
mitigate them to ensure that the data is secure.

Software companies can choose to build their
applications on their own on-premise server or on the cloud to
leverage their resources and produce high-yield opportunities.
SaaS multi tenancy architecture allows the use of single
database to be shared among tenants (SaaS customers). This
reduces the cost of handling multiple databases. Multi tenancy
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scales to accommodate multiple customers without having to
modify the database configuration. The customers are
abstracted from accessing each other’s data. A customer can
only access the data relevant to him. SaaS providers use
templates to enable reuse of configuration components to be
deployed across multiple customers. SaaS providers perform
the updates for all the customers simultaneously. This ensures
that all customers are working on the latest version of the SaaS
solution.

SaaS applications provide access to data anytime and
anywhere to its customers through the internet unlike the
traditional on-premise applications that limit accessibility.
Customers shift to SaaS to reduce the overall cost of providing
and maintaining their on-premise applications. There is no
need for installation and software updates on the customer
side. Hardware components like servers are not needed on the
customer side, therefore eliminating the cost of maintenance
and the need for internal IT personnel.

Security and privacy issues arise with the use of SaaS
model. The security challenges are the confidentiality,
integrity, and availability of customer data, network security,
and application security.

This paper focuses on the development of a risk
management framework and monitoring solution. Using 1SO
31000:2018 Risk Management Framework and National
Institute of Standards and Technology Cybersecurity
Framework, the risks are identified for on-premise IT
infrastructure design of SaaS provider, risk mitigation strategy
is developed and recommended solutions to the security
challenges are provided.

The customer does not know how the SaaS provider
secure his data. The customer depends on the provider for the
confidentiality, integrity, and availability of his data.
Therefore, the SaaS provider should be proactive in managing
the security risks surrounding its own IT infrastructure.

According to Gartner (2018), SaaS will grow to 17.8% in
revenue in 2019 amounting to $85.1 billion. SaaS providers
seek to help customers manage their information and business
processes in a reliable and secure manner. SaaS providers
should ensure that their customers’ data is secured while being
processed, transmitted and stored. It is expected that the SaaS
provider ensures the confidentiality, integrity and availability
of their customers’ data.

The challenge with SaaS is that IT infrastructure security
risks are inevitable. Vulnerabilities may be present in the
hardware, network and software of the SaaS provider. The
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vulnerabilities can be exploited by attackers to compromise
the IT infrastructure.

With the increasing number of customers integrating
SaaS applications into their existing systems, SaaS providers
must adopt a proactive approach in finding and mitigating
security risks in order to prevent data breach, business
disruption and loss of customer confidence. SaaS providers
must gain a wide visibility into the expanding threat landscape
that could bring adverse effects to their organization.

If security risks are ignored, SaaS providers will have to
add resources to handle security incidents. It could also result
to penalties in service level agreement with the customers if
the systems are down for extended periods, or worst, customer
attrition. Regulatory compliance issues may also arise
resulting to fines depending on the severity of the security
incident.

The objectives in this study are: (1) To be able to develop
a risk management framework for the SaaS provider, (2) To be
able to recommend controls, show the residual risks, and treat
the residual risks, (3) To be able to show the gaps between the
current and target state in the IT infrastructure design of the
SaaS provider, (4) To be able to determine the cyber security
posture of the SaaS provider based on ISO 31000:2018 and
NIST Cyber security Framework.

1. METHODOLOGY

This capstone project used both qualitative and
quantitative research methodology. According to the article
written by Dr. Stump fegger, qualitative research focuses on
the data collected through interviews which will provide more
insight into the subject matter being discussed while a
quantitative research uses numbers to analyze and conclude on
a specific research subject.

Research questions were given to the SaaS provider to
gain a holistic view on their risk management practices.
Research questions were about the SaaS infrastructure security
risks, how they managed the risks, and the platform that they
used for managing infrastructure security risks, if any. The
SaaS provider answered the gap assessment to determine the
current and target state of their hardware, software and
network.

The conceptual risk management framework was used as
a guide performing risk management and assessing the current
cybersecurity posture of the SaaS provider. Risk assessment
was performed for hardware, software and network. At the end
of the risk assessment process, the SaaS provider was given
the risk treatment option to treat the risk.

The current and target state was mapped to determine the
gaps that were needed to fill to secure the IT infrastructure of
the SaasS provider. The framework determined the controls that
were not implemented that contributed to the system being
unsecure.

The IT infrastructure was divided into 3 categories to

easily identify where most risks came from. The categories
used were hardware, software and network. The controls in
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each category were assessed by the SaaS provider. The result
of the gap assessment could be low, medium or high which
indicated the cybersecurity posture of the SaaS provider. The
metrics are explained in the research instruments part.

The risk management and mitigation process were based
on ISO 31000:2018 and NIST Cybersecurity Framework. The
likelihood and impact of the risk scenarios were determined to
be able to know the inherent risks on the SaaS provider’s
hardware, software and network infrastructure components.
Controls were recommended to mitigate the inherent risks.
The residual risk for the risk scenario was calculated after
applying the recommended controls. The risk treatment
options were provided to treat the residual risks.

The gap assessment showed the SaaS provider’s current
and target state in cyber security posture. It showed the
controls that were implemented and the controls that were
recommended to implement to further secure the SaaS
provider’s infrastructure.

1. RESULTS
A. Framework

Risk management is an iterative process that can be
applied to the use of technology to be able to secure the IT
infrastructure effectively. The risk management framework
was developed based on the need to assess and mitigate the
hardware, software and network risks. The components of the
framework are ldentify Risk, Assess Risk, Control Risk and
Review Risk. The identification and assessment of risk were
based on ISO 31000:2018. During the risk identification
process, the risk scenarios related to hardware, software and
network were identified. After establishing the risk scenarios,
the risks were assessed based on their likelihood to happen and
the impact to the organization if they happen. The control and
review of risk components were based on NIST Cyber security
Framework. The controls were established to minimize the
risks. The risks were reviewed in order to determine if the
controls were enough to minimize the risks or additional
controls should be added.

The risk management process is the application of the
framework. It describes how to perform risk identification,
assessment, control and review. The components of the risk
management process are Establish Context, Risk Category,
Risk Identification, Risk Measurement, Risk Mitigation and
Risk Treatment. The study utilized this process to be able to
determine the risks, minimize the negative impact to the SaaS
provider and keep the risks under control.

B. Risk Assessment

Establish Context

To be able to oversee cyber security risks, an
understanding on the way the organization works must be
developed. By understanding the context in which the business
operates, the resources and the related risks allow the
organization to prioritize its efforts in aligning risk
management with the business needs. IT infrastructure and
business environment of the SaaS provider are identified.
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e Risk Category
Risk category is the grouping of risks. The risk categories
in this research project are hardware, software and network.

e Risk Identification
Risks are identified based on the establishment of context
and risk category. The risk scenarios are established for
hardware, software and network of the SaaS provider.

e Risk Measurement
Risks are measured based on the likelihood that a threat
will exploit avulnerability in the hardware, software and
network of the SaaS provider. The impact of such likelihood is
determined to be able to calculate the inherent risk.

To determine what the likelihood is for a certain risk
scenario, the user was guided by the likelihood definition and
rating for better assessment. The risk scenario has a likelihood
of ‘rare’ with ‘1’ as rating when the scenario happens under
exceptional condition. The risk scenario has a likelihood of
‘unlikely’ with ‘2’ as rating when the scenario is not likely to
happen in common condition. The risk scenario has a
likelihood of ‘possible’ with ‘3’ as rating when the scenario is
possible to happen under any condition. The risk scenario has
a likelihood of ‘likely’ with ‘4’ as rating when the scenario is
likely to happen in most conditions. The risk scenario has a
likelihood of ‘almost certain’ with ‘5’ as rating when the
scenario is expected to happen in most conditions.

To determine what the impact is for a certain risk
scenario, the user was guided by the impact definition to better
assess the risk. The risk scenario has an impact of
‘insignificant’” with ‘1’ as rating when the negative impact has
no effect to the business. The risk scenario has an impact of
‘minor’ with ‘2’ as rating when it has a slight negative impact
to the business but without disruption. The risk scenario has an
impact of ‘moderate’ with ‘3’ as rating when it has a moderate
negative impact and cost increase to the business. The risk
scenario has an impact of ‘major’ with ‘4’ as rating when it
causes major damage and significant cost to the business. The
risk scenario has an impact of ‘catastrophic’ with ‘5’ as rating
when there is a complete system failure and loss.

The inherent risk was determined given the likelihood
and impact that were selected for a risk scenario. The inherent
risk was calculated by multiplying the likelihood that a threat
will exploit a vulnerability and the potential negative impact to
the SaaS provider if the vulnerability is exploited successfully.
The formula is Inherent Risk = Probability x Impact.

The risk score table shows the rating for the score
obtained after calculating the inherent risk for a risk scenario.
The score is converted to percentage. For minimum risk, the
current controls are maintained. For low risks, the current
controls are improved. For medium and high risks, additional
controls are applied. For extreme risk, the activity is
discontinued until the risk is reduced.

e Risk Mitigation

Recommended controls were provided to mitigate the
inherent risks. The recommended controls were rated based on
its effectivity to reduce the inherent risk. The control is not
effective if the inherent risk is not reduced. The control is
weak if the inherent risk is reduced by 30%. The control is

IJISRT21INOV694

International Journal of Innovative Science and Research Technology

ISSN No:-2456-2165

moderate if the inherent risk is reduced by 50%. The control is
strong if the inherent risk is reduced by 90%.

¢ Risk Treatment
Residual risk is the remaining risk after a control is applied
to inherent risk. The residual risk is calculated by inherent risk
value minus the control, Residual Risk = Inherent risk -
Control.

The risk assessment result summary demonstrated that
the SaaS provider had a residual risk of 13% for hardware,
62% for software and 25% for network. Residual risks are
treated by avoidance, acceptance, transfer and reduction. Risk
Avoidance is when the activity that has a high risk is avoided
and discontinued. Risk Acceptance is when the activity that
has a low risk or the risk is easy to manage is accepted and no
further action is required. Risk Transfer is when the risk of an
activity is transferred to a third party like insurance company.
Risk Reduction is when the risk of an activity is reduced by
adding controls. The SaaS provider accepted risk scenarios
that had a residual risk of 20% that cannot be further reduced
by recommended controls. The SaaS provider didn’t transfer
nor avoided risks.

The hardware residual risks were reduced by 82% after
applying the recommended controls. The remaining residual
risk of 18% was accepted.

The software residual risks were reduced by 50% after
applying the recommended controls. The remaining residual
risk of 50% was accepted.

The network residual risks were reduced by 88% after
applying the recommended controls. The remaining residual
risk of 12% was accepted.

C. Gap Assessment

The gap assessment determined the gaps between the
current and the target state of the SaaS provider. The gap
assessment is divided into three categories namely: hardware,
software, and network.

The SaaS provider had security controls in place for 9
activities related to hardware. The target was to have security
controls for all 11 hardware activities that were specified in
the risk scenario. Hardware had a gap of 18%. The first gap
was the use of removable media is not controlled on
information system components. The second gap was the use
of portable storage devices that have no identifiable owner are
not prohibited. Recommended controls were provided to
address the gaps in hardware. To address the first gap which
was "the use of removable media is not controlled on
information system components”, the control was to "prohibit
the use of portable storage devices in information systems
when such devices have no identifiable owner ". To address
the second gap which was "the use of portable storage devices
that have no identifiable owner are not prohibited”, three
controls were recommended. The controls were "block all
USB media except the ones you purchased", label keys before
issuance™, and "track issued keys in your inventory".

The SaaS provider had security controls in place for 11
activities related to software. The target was to have security
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controls for all 12 software activities that were specified in the
risk scenario. The software had a gap of 8%. The gap was that
the user-installed software was not controlled and monitored.
The recommended control was provided to address the gap in
software. To address the gap which was "User-installed
software is not controlled and monitored”, the control was
"user controls will be in place to prohibit the installation of
unauthorized software. All software for information systems
must be approved".

The SaaS provider had security controls in place for 31
activities related to network. The target was to have security
controls for all 32 network activities that were specified in the
risk scenario. The network had a gap of 3%. The gap was that
the connection of mobile devices to the network is not
controlled. Recommended control was provided to address the
gap in network. To address the gap which was the "connection
of mobile devices to the network is not controlled.”, three
controls were recommended. The controls were "The
organization establishes usage restrictions, configuration
requirements, connection requirements, Implement guidance
for organization-controlled mobile devices and Authorize the
connection of mobile devices to the information system".

D. Cyber security Posture

Likert scale was used to evaluate the gaps. Yes is given
the value of 1 and No is given the value of 0. The value of yes
was calculated to get the mean. If the mean is low, which is
between 1 to 6, it has a high risk and needs improvement to
protect IT infrastructure. If the mean is medium, which is
between 7 to 12, it has average risk and needs further
improvement. If the mean is high, which is between 13 to 18,
it has a high defense against known threats to risk scenarios
but continuous monitoring and assessment is needed.

The mean of the scores is 17 and based on the likert scale
for cyber security posture in this context, the SaaS provider
had a high defense against known threats to risk scenarios but
continuous monitoring and assessment is needed since the list
of risk scenarios is not exhaustive.

V. CONCLUSION

The adoption of Software as a Service is growing
because of its fast deployment and ease of use. The customer
can spend more time focusing on their business and less time
building the infrastructure. To gain customer confidence, the
SaaS provider must ensure that their infrastructure and the
customer data are secure. The development of risk
management framework helped the SaaS provider better
manage the risks surrounding their infrastructure.

This research developed a risk management framework
for the SaaS provider to be able to show the inherent risks,
recommend controls to mitigate the risks and treat the residual
risks. Risk scenarios for hardware, software and network were
identified to be able to analyze and assess the risks properly.
The current state was compared to the target state to be able to
identify the gaps. This comparison showed the state the SaaS
provider was in and the desired state where the SaaS provider
would want to be. Controls were recommended to minimize
the gap.
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The framework simplified the process of assessing and
mitigating risks. Keep in mind that the list of risk scenarios
was not exhaustive and that updating it will provide a full
coverage of the risk scenarios related to the IT infrastructure
of the SaasS provider.
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