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Abstract:- Counterfeiting, the act of producing fake
versions of authentic currency, poses a significant threat
to the integrity of a nation's economy. The Indian
government, steadfast in its commitment to maintaining
the sanctity of its currency, strictly prohibits counterfeit
money. The Reserve Bank of India (RBI) holds exclusive
authority over the production of currency, ensuring its
legitimacy. Nevertheless, counterfeit banknotes infiltrate
the market annually, necessitating vigilant measures by
the RBI. Technological advancements in printing and
scanning  have, unfortunately, exacerbated the
counterfeiting predicament, further underscoring the
urgency to address this issue.

This study delves into the adverse impact of
counterfeit currency on India's economy and the erosion
of real money's value. The imperative to identify and
thwart fraudulent currency becomes paramount in this
context. While prior approaches have leaned on
hardware and image processing techniques, their
effectiveness has waned, demanding a more robust
solution.

To address this pressing concern, we propose the
utilization of the Xception Architecture for the
Identification of Fake Indian Currency. Our
methodology leverages this deep learning architecture to
analyze currency images, enabling the identification of
counterfeit money. The model is trained on extensive
datasets comprising 2000- and 500-rupee notes,
facilitating the learning of distinctive features associated
with authentic currency. Once trained, the model
exhibits real-time capabilities to identify counterfeit
notes, a critical advancement over existing methods.

The results of our proposed technique are
promising. Our model achieved a commendable training
accuracy of 93.34% and a validation accuracy of
97.00%. This achievement underscores the efficacy of
our approach in detecting forgeries of both the 2000- and
500-rupee  denominations.  Counterfeit currency's
detrimental effects on the economy are undeniable,
magnifying the urgency to identify fraudulent notes
accurately.
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The evolution of color printing technology has
exponentially amplified the prevalence of counterfeit
banknotes. While digital transactions are on the rise, the
use of paper currency persists due to its reliability and
ease of wuse. Regrettably, the advent of modern
technology has also enabled malicious actors to produce
counterfeit notes with alarming precision. Consequently,
the proliferation of counterfeit currency undermines
financial stability and poses a challenge to nations like
India, grappling with issues of corruption and illicit
funds.

In response to this growing concern, our research
advocates a deep learning-based framework to discern
genuine Indian currency from counterfeit counterparts.
Leveraging tools like the Spyder platform, our approach
contributes to the fight against counterfeit currency by
accurately classifying notes as real or fake. By presenting
an innovative strategy that amalgamates advanced
technology and deep learning, we aim to fortify India's
efforts to safeguard its currency's integrity and preserve
its economic stability.

Keywords:- Counterfeit Currency, Currency recognition,
Financial security, Convolutional Neural Networks (CNN),
Xception architecture, Generative Adversarial Networks
(GAN).

l. INTRODUCTION

The issue of counterfeit currency poses a significant
challenge on a global scale, exerting substantial influence on
the economic stability and security of numerous nations. The
proliferation of fake currency undermines the value and
integrity of legitimate monetary systems, leading to
detrimental consequences for both governments and citizens
alike. As a result, governments worldwide are compelled to
adopt stringent measures to combat counterfeit currency
production and circulation. Notably, the Indian context
presents a compelling case study in this regard, where the
Reserve Bank of India (RBI) stands as the sole entity
authorized to oversee the legitimate production of currency.
This paper seeks to address the pressing concern of
counterfeit currency in India, particularly focusing on the
challenges posed by fake currency to various sectors of the
population, the technological advancements enabling
counterfeiting, and the promising role of deep learning
techniques in mitigating this issue.
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A. Backdrop of Counterfeit Currency:

Counterfeit currency is an international menace that
threatens the very foundation of economic systems. Fake
currency, often characterized by its deceptive resemblance to
genuine banknotes, remains unauthorized and illegal,
tarnishing the integrity of monetary transactions. The
repercussions of counterfeit currency permeate various
economic segments, hindering financial transactions and
eroding public trust in monetary systems. In India, where a
substantial portion of the population relies on cash
transactions for their daily livelihoods, the prevalence of
counterfeit currency has far-reaching implications.

B. Government Stance and RBI's Role:

Governments across the globe, including India,
vehemently oppose counterfeit currency due to its adverse
impact on economic stability. The Indian government has
taken proactive measures to prevent counterfeiting by
delegating the exclusive authority to print currency to the
RBI. This pivotal role played by the RBI in currency
production underscores the gravity of counterfeit currency
and the significance of its deterrence. However, despite
these efforts, the proliferation of counterfeit banknotes
remains a recurrent issue.

C. Implications for Different Socioeconomic Strata:

Counterfeit currency detrimentally affects various
sections of society, with profound consequences for
workers, farmers, and less educated individuals who are
often at the forefront of cash transactions. Such segments,
already grappling with economic challenges, suffer further
due to counterfeit currency. The inability to differentiate
between genuine and counterfeit notes exacerbates their
struggles, leading to financial losses and compromised trust
in the currency they handle. This underscores the urgency of
implementing robust and accessible counterfeit detection
mechanisms.

D. Image Processing and Counterfeit Detection:

The evolution of image processing technology has
spawned a range of methods for counterfeit currency
detection, striving to alleviate the challenges posed by fake
currency.  These  techniques  encompass  diverse
functionalities, such as recognition, denomination
identification,  counterfeit  detection, and currency
classification. Such methods find application in automatic
counting machines, vending machines, and various forms of
automated transactions. However, among these, counterfeit
detection and classification pose particularly intricate
challenges.

E. Challenges in Conventional Approaches:

Traditional counterfeit detection methods primarily rely
on attributes such as color, size, texture, and shape to
differentiate between genuine and fake currency. Techniques
like edge detection, watermarking, feature extraction, and
segmentation have been employed to discern counterfeit
notes from authentic ones. The process involves creating a
database of a specific country's currency, converting RGB
images to grayscale, segmenting critical components like
logos, currency values, numbers, and governor signatures.
Despite their utility, conventional approaches face
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challenges in achieving high accuracy rates, particularly in
the domain of feature extraction.

F. Role of Deep Learning:

Deep learning, an advanced subfield of artificial
intelligence, has emerged as a powerful tool in addressing
counterfeit currency detection challenges. Specifically,
Convolutional Neural Networks (CNNs) have garnered
attention for their ability to recognize intricate patterns and
features within images. The Xception network, a type of
CNN, has demonstrated remarkable potential in tackling
counterfeit currency detection. This study explores the
integration of four prominent network architectures—
AlexNet, ResNet50, Darknet53, and GoogleNet—to discern
fake Indian currency.

G. The Imperative for Comprehensive Databases:

A key requirement for the development and training of
effective counterfeit currency detection models is access to
comprehensive databases containing diverse samples of
genuine and counterfeit currency. These databases must
encompass various denominations, angles, and illumination
conditions, reflecting the complex environments in which
currency is transacted.

1. LITERATURE SURVEY

“A survey on bank note recognition methods by
various sensors” by J. Lee, H. Hong, K. Kim, and K. Park
[1], Amidst electronic transaction growth, tangible money
transactions remain vital globally. Handling notes manually
persists, while ATMs and banknote counters enable large-
scale secure transactions. This study comprehensively
reviews four research areas: banknote recognition,
counterfeit detection, serial number recognition, and fitness
classification. Covering sensor-driven automated systems, it
evaluates method pros and cons. A unique contribution, this
paper aggregates all four aspects, recognizing denomination,
serial numbers, authenticity, and physical condition using
image or sensor data. The study underscores challenges in
banknote recognition techniques, paving the way for future
advancements.

The surge of counterfeit currency in India underscores
the urgency of effective fake note recognition. Standard
currency identification systems must ensure high accuracy in
detecting forged notes. “A Survey on Fake Indian Paper
Currency Identification System” by P. Julia Grace, A.
Sheema [2] This process involves key steps like edge
detection, feature extraction, segmentation, and image
comparison. In this literature review, diverse counterfeit
currency identification techniques are explored, emphasizing
the need for efficient preprocessing and feature extraction.
The paper proposes a review of techniques for Fake Indian
Currency detection to counter malpractices. It concludes that
implementing advanced preprocessing and feature extraction
can enhance the accuracy of currency identification systems.

“Employing multiple-Kernel support vector machines
for counterfeit Banknote recognition” by Yeh, Chi-Yuan and
Su, Wen-P in and Lee [3] Efficient counterfeit banknote
detection is crucial for business transactions. This study
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introduces a novel method employing multiple-kernel
support vector machines (SVMs) for improved recognition.
An SVM is designed to minimize false rates, where each
banknote partition's luminance histograms serve as inputs.
Individual kernels are associated with partitions, combining
through linear weighted combination into a matrix. Semi-
definite programming (SDP) learning derives optimal
weights for kernel matrices, enhanced by strategies
considering non-negativity and unity sum of weights.
Experiments with Taiwanese banknotes showcase the
superiority of this approach over single-kernel SVMs,
standard SVMs with SDP, and multiple-SVM classifiers.

“Recognition system for euro and Mexican banknotes
based on deep learning with real scene images” by D.
Galeana P érez and E. B. Corrochano [4]. This study
introduces a robust system for recognizing euro and
Mexican banknotes using neural networks and deep
learning. The approach achieves high recognition rates using
real scene images under various lighting conditions.
Convolutional neural networks process raw images without
manual feature extraction. The analysis encompasses
watermark, portrait, value, and overall banknote features.
Notably, color information and specific regions of
banknotes, combined with denomination in words and
numbers, contribute to optimal recognition rates. The
approach demonstrates robustness against rotation and
translation, offering significant improvements over existing
methods for both Mexican and euro banknotes. This work
showcases efficient real-world recognition and classification
capabilities.
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“Forensic investigation of counterfeit coins” by M.
Hida, T. Mitsui, and Y. Minami [5] Investigating counterfeit
coins, X-ray fluorescence (XRF) quantitatively analyzed
them without pretreatment. A metallic microscope observed
their microstructures. XRF detected elements including
copper, nickel, iron, zinc, manganese, chromium, cobalt, and
lead. Cluster analysis classified coins based on major
elements (Cu, Ni, Fe, Zn, Mn, Cr). Analytical outcomes
categorized eighty-nine coins into three groups, linked to
iron, chromium, and zinc content. Microscopic observation
post-chemical etching revealed bent micro-structures around
letters, figures, and edges. This study employs XRF and
microscopy to uncover counterfeit coin characteristics,
advancing detection methods and aiding classification.

1. METHODOLOGY

The primary aim of this research is to establish a
robust system for counterfeit currency detection, addressing
the pressing need for financial security. Traditional methods
reliant on hardware and image processing exhibit
shortcomings in terms of effectiveness and efficiency. The
project's objective is to introduce an innovative technique
utilizing machine learning, particularly the Xception
Architecture, to discern counterfeit Indian currency. The
study targets various currency denominations, analyzing
their images to identify distinctive features separating
authentic and fake notes. Extensive training on Indian
currency datasets, particularly focusing on 2000- and 500-
rupee notes, will enable the system to recognize
denomination-specific attributes. The overarching goal is to
attain exceptional accuracy in real-time fake note detection,
ensuring secure financial transactions. By offering a reliable,
cost-efficient solution, this project contributes to upholding
the integrity of the nation's financial framework.
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Fig. 1: Features of Indian Currency

The project's scope encompasses the creation of a real-
time counterfeit Indian currency detection system employing
the Xception Architecture. The system's training will
involve genuine and counterfeit 2000- and 500-rupee note
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datasets, aiming for exceptional accuracy in forgery
detection. Its application extends to banks, ATMs, and
financial establishments, presenting a viable solution to
counter the counterfeit currency challenge in India.
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Fig. 2: Features of Indian Currency (New)

. Existing System:

In the contemporary global context, paper currency
possesses economic significance, deriving its worth from
its nominal value exceeding its intrinsic value. It offers
elasticity, stability, swift counting, portability, and
secure storage. Consequently, the identification of
counterfeit currency has emerged as a critical necessity.
Human visual assessment fails to discern fake notes,
leading to a pressing issue due to evolving counterfeit
techniques. Present methods for authenticating notes are
intricate and hardware-based, often inaccessible to the
general populace. This underscores the necessity for a
more accessible and user-friendly solution in our
proposed methodology.

Currently, there is a lack of user-friendly tools or devices
enabling the straightforward identification of counterfeit
currencies by the general public. Our project is driven by
the objective to introduce an innovative method for
Indian paper currency identification, employing
Generative Adversarial Networks (GANs) as a novel
approach. The system's foundation involves the
extraction of Indian currency note attributes, primarily
utilizing Convolutional Neural Networks (CNNs). This
innovative methodology addresses the deficiency in

accessible and efficient fake currency detection tools for
everyday individuals.

. Convolutional Neural Networks (CNN)

This project leverages four pre-defined convolutional
neural networks to extract distinguishing features from
genuine and counterfeit Indian currency images. Each of
these networks encompasses core elements like
convolutional layers, pooling layers, ReLU layers, fully
connected layers, and SoftMax layers.

The integration of Generative Adversarial Networks
(GANs) has proven remarkably effective in image
generation. When comparing GAN-generated results
with those of the CNN model, the GAN discriminator
emerges as a significant contender in the classification
domain. Successful classification hinges on effectively
training the discriminator model with ample real
currency and generator-generated images. Consequently,
GAN outperforms existing systems, showcasing superior
performance. Notably, the generator produces images
closely resembling authentic ones within a limited
number of training epochs.
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Fig. 3: A CNN-GAN Model
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C. Existing System Disadvantages:

e They fail to encode the position and orientation of
objects.

e It tends to be much slower because of operations like
maxpool.

D. Proposed System:

o Traditional technique relies on attributes like color, size,
texture, and shape to identify counterfeit currency.
Approaches such as edge detection, watermarking,
feature extraction, and segmentation have been employed
for detection. The identification and recognition process
involve database creation, RGB to grayscale image
conversion, and segmentation of logos, currency values,
numbers, and governor signatures. However, feature
extraction in conventional methods presents challenges,
resulting in lower accuracy. To surmount this limitation,
the proposed system integrates deep learning, specifically
utilizing the Xception network. This advanced approach
addresses the shortcomings of feature extraction,
enhancing accuracy in counterfeit currency detection.

e The implementation of the Xception Architecture for
detecting counterfeit Indian currency attains a
commendable predictive success rate, surpassing the
performance of previous methodologies.  This
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achievement reflects the efficacy of our proposed
approach in enhancing the accuracy of fake currency
identification.

E. Xception Architecture:

e The Xception architecture is a profound convolutional

neural network design encompassing Depth wise
Separable Convolutions. This architecture was developed
by researchers at Google. Google introduced an
interpretation of Inception modules within convolutional
neural networks, positioning them as an intermediary
phase between conventional convolution and the depth
wise separable convolution process (consisting of a depth
wise convolution followed by pointwise convolution).

e Under this perspective, a depth wise separable

convolution can be visualized as an Inception module
with an extensive array of towers. This observation
guides the proposition of an innovative deep
convolutional neural network architecture inspired by the
Inception concept.
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Fig. 4: Xception Architecture overview

F. Proposed System Advantages:

e It vastly outperforms it on a larger image classification
dataset.

e It has the same number of model parameters as
Inception, implying a greater computational efficiency.

e It slightly outperforms Inception v3 on the ImageNet
dataset.

To implement this project, we have designed
following modules.

» Dataset Acquisition:

The initial phase involves assembling the input dataset
required for training and testing. The dataset, housed within
the model folder, comprises 232 Indian currency images
encompassing both authentic and counterfeit samples for
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training and testing purposes. Access to the dataset is
provided via the provided link.

» Library Integration:

Subsequently, the process entails incorporating
essential libraries for the detection of counterfeit Indian
currency. Python serves as the programming language for
this endeavor. We initiate by importing crucial libraries
encompassing Kera’s, instrumental for constructing the
primary model, sk-learn for partitioning training and testing
data, PIL for image-to-array conversion, alongside
supplementary tools like pandas, NumPy, matplotlib, and
Tensor Flow. These libraries are pivotal in facilitating the
implementation of our methodology.
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» Image Retrieval and Preprocessing:
The subsequent step involves fetching the images and
their corresponding labels. Following this, we will

uniformly resize all images to dimensions (224,224) to
ensure uniformity for recognition purposes. Subsequently,
the images will be transformed into NumPy arrays. This
preprocessing procedure readies the data for subsequent
stages of analysis.

» Dataset Division:

The dataset will be partitioned into distinct training and
testing subsets. This partitioning follows an 80-20 split,
where 80% of the data is designated for training purposes
and the remaining 20% for testing the model's performance.
This division ensures an appropriate balance between
training and evaluation for robust results.

» Model Construction:

Convolutional Neural Networks (CNNs) have proven
highly effective for image recognition. A pivotal aspect that
sets CNNs apart from traditional neural networks is the
convolution operation. When an image is fed into a CNN,
it's repeatedly scanned for specific features. The convolution
process involves parameters like stride and padding type,
affecting scanning precision. The outcome is a set of frames,
each capturing a distinct feature's presence in the image.
These frames highlight strong feature presence with higher
values and weaker presence with lower values. The process
is iterated over obtained frames, progressively searching for
higher-level features. In this project, a classic Xception
model was chosen, featuring two convolution layers. The

G. System Architecture:
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latter layer detects more intricate features akin to human
perception. The CNN applies pooling operations to diminish
frame dimensions between convolutions. Post-convolution,
a ReLU (Rectified Linear Unit) function introduces non-
linearity to the model.

» Model Application and Performance Visualization:

The model will be compiled and executed utilizing the
fit function with a batch size of 1. Following execution,
accuracy and loss graphs will be generated for visualization.
The achieved Training Accuracy was 93.34%, reflecting the
model's proficiency in capturing the nuances of the dataset
during training.

» Test Set Performance:

On evaluating the model's performance using the test
set, an accuracy of 97.00% was achieved. This outcome
underscores the model's efficacy in accurately classifying
and distinguishing between genuine and counterfeit
currency notes.

» Model Preservation for Deployment:

When ready to transition the trained and validated
model into a production-ready context, the initial measure
involves preservation in a .h5 or .pkl file. Utilizing a library
such as pickle is recommended for this task. It's imperative
to confirm the availability of pickle within the environment.
Subsequently, the module is imported, and the model is
stored within a .h5 file, a vital step preceding model
deployment.
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H. Output Snapshots:
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PERFORMANCE ANALYSIS
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Fig. 11: Performance Analysis
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V. CONCLUSION

The escalation of counterfeit currency in circulation is
a concerning trend. Ongoing efforts have introduced diverse
technologies to discern the authenticity of banknotes. This
study adopts the Xception Architecture to combat
counterfeit Indian currency. The findings affirm the robust
performance of the Xception Architecture, delivering
noteworthy results with a Training Accuracy of 93.34% and
a Validation Accuracy of 97.00%. This substantiates the
architecture's  effectiveness in  enhancing counterfeit
detection measures and contributes significantly to
addressing the burgeoning issue of fake currency.

V. FUTURE ENHANCEMENT

In this proposed system, the utilization of the Xception
Architecture has showcased its prowess in detecting
counterfeit currency. The architecture's layered learning
approach yields exceptional detection accuracy, delving into
the intricacies of currency features. Our current focus
encompasses the entire currency image. In the future, our
intention is to encompass all currency security attributes by
deploying adept structural designs and comprehensive
training datasets. Moreover, addressing captured image
noise through pre-processing is a priority. We foresee
potential in extending recognition and counterfeit detection
by integrating currency surface patterns as distinguishing
features, thereby elevating detection accuracy. These
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advancements will undoubtedly fortify our system's
capabilities and contribute to a more secure financial
environment.
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