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Abstract:- This study investigates the integration of 1SO
26262 with Vehicle-to-Everything (V2X) communication
technologies. Emphasize the necessity of expanding this
safety standard to include vehicle-to-infrastructure
integration and addressing additional safety measures to
accommodate current vehicles’ complex and rapidly
evolving networks. The study uses an extensive review
approach, which considers existing safety pro-tocols and a
qualitative literature synthesis to evaluate current
standards and anticipate future requirements from them.
It also looks at developments in V2X communication
technology while identifying gaps within the present scope
of 1SO 26262 concerning autonomous and connected cars.
The findings indicate a significant improvement in road
safety plus efficiency in traffic management by integrating
ISO 26262 with V2X communication. Further, the
research points out areas such as security lapses, real-time
data processing deficiencies, interoperability hitches, and
scalability limits. These findings call for amendments to
current safety standards so that they can take care of
those problems. Failure to include V2X into 1SO 26262
may com-promise reliability altogether, hence posing a
grave danger to future intelligent transportation systems
(ITS)’s dependability. The research concludes that
integrating them will help lower risks brought about by
the dynamic nature of vehicles’ environment, thereby
facilitating the establishment of globally solid and safe
systems for communicating between vehicles.
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Infrastructure, Functional Safety, Intelligent Transport
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I INTRODUCTION

EHICLE-to-Everything (V2X) communication is a
Vbreak through technology that enables automobiles to
interact with each other and the surrounding infrastructure.
Integrating 1SO 26262 with V2X communication, a functional
safety standard for automotive systems, aims to improve the
dependability and safety of such complex vehicular networks.
This section gives an overview of what V2X communica-tion
means and its components within the context of next-
generation transportation systems.
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A. Definition and Components of V2X Communication

» Definition:

V2X communication represents a set of technologies
through which vehicles can share information with different
entities in the transport system, including other vehicles,
pedestrians, infrastructure, and networks [1]. This can

Manuscript received August 01, 2024; revised August
21, 2024. happen via cellular networks (C-V2X), dedicated
short-range communications (DSRC), or upcoming 5G
technologies.

» Components:

e Vehicle-to-Vehicle (V2V): This refers to direct data ex-
change between vehicles to enhance safety by sharing
things like speed, location, and heading that help prevent
collisions while improving traffic flow [2].

¢ Vehicle-to-Infrastructure (V21): This involves exchanging
data between cars and road infrastructure, such as traffic
lights, signs, or control systems; this integration enables
effective traffic management by providing real-time traffic
information together with warnings for better road safety
[3].

e Vehicle-to-Network (V2N): Vehicles are connected to
cellular networks under V2N communication so that they
can access internet services for navigation purposes,
infotainment among other emergency services, may also
be supported; it is through this connectivity that advanced
telematics as well cloud-based applications become pos-
sible [4].

e Vehicle-to-Pedestrian(V2P): It enhances pedestrian safety
by allowing cars to detect them and communicate; drivers
can be alerted about potential hazards while pedestrians
are also notified, thereby minimizing accidents involving
these two parties [5].

¢ Vehicle-to-Cloud(V2C): Under V2C, data is transmitted
between vehicles and cloud servers, which supports big
data analytics, real-time traffic updates, and remote di-
agnostics necessary for innovative city development and
autonomous driving technologies [6].
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» Integration with 1SO 26262:

ISO 26262 is an inter-national standard for the
functional safety of electrical and electronic systems in road
vehicles, ensuring that they operate reliably and safely.
Integrating V2X communication with ISO 26262 involves
extending safety protocols to cater to the dynamic nature of
V2X environments. This step enhances the dependability of
such systems where all conditions must be met for proper
functioning so that no accidents occur while driving on any
road [7].

V2X communication is a significant milestone in vehicle
technology that benefits road safety, traffic efficiency, and
environmental sustainability. By incorporating these systems
into ISO 26262 standards, the automotive industry would
ensure higher reliability and safety levels, thus opening up
possibilities for intelligent transport systems in the future.

B. ISO 26262 Current Scope

ISO 26262 is a standard for functional safety regarding
elec-trical and electronic systems in passenger cars. The
standard was first released in 2011 and is based on the
broader IEC 61508 standard, modified for use in automotive
systems. It gives guidance on how to ensure that automobile
components work safely under every condition they might
encounter. Some of the highlights of the current scope are:

» System Development Phases:

e Concept Phase: ldentify hazards associated with vehicle
functions and assess their risks; safety goals and func-
tional safety requirements must be defined at this stage
based on an initial architectural description [8].

e Product Development: This phase covers system-level
development, hardware and software design, detailed im-
plementation, integration testing, specification of safety
mechanisms, and verification against safety requirements

[7]1.

» Automotive Safety Integrity Levels (ASILS):

Risks are classified into four ASILs (A to D) by ISO
26262, where ASIL D represents the highest risk level;
classification is done based on severity, exposure, and
controllability of hazardous events; each ASIL requires
specific rigor for necessary safety measures [9].

» Safety Life-Cycle:

The whole life cycle from concept through
decommissioning should follow a safety approach according
to the standard; continuous assessment and vali-dation
activities must be conducted to not break compliance
throughout the vehicle’s lifetime [10].
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» Software and Hardware Development:

o Software: ISO/IEC/IEEE — Joint Standard for Sys-tems
Engineering and Software Requirements Specifica-tion
mandates specific processes such as requirements
specification, architectural design, and unit implementa-
tion/testing while model-based development together with
formal verification methods should be employed where
applicable [11].

e Hardware: Metrics for random hardware failures should be
defined during this phase; the standard provides guide-
lines for handling these failures by implementing safety
mechanisms [9].

» Safety Management and Processes:

Establish a safety culture within the organization;
establish roles and responsibil-ities for safety management
throughout the life cycle; ensure proper safety assurance,
including creating safety cases that collect evidence showing
that all necessary requirements have been met [12].

» Tool Qualification:

The standard requires that soft-ware tools used in the
development process be qualified so as not to function
incorrectly or introduce any risk to achieving the desired level
of functional safety according to defined requirements; it
gives guidelines on tool classifica-
tion/validation/qualification, etc. [13].

» Extending Scope:

The Second Edition of 1SO 26262 expands the
applicability domain beyond just passenger cars into other
categories like motorcycles, trucks, buses, etc., thus making it
more comprehensive in terms of its coverage and depth of
safety provisions [14].

ISO 26262 is a wide-ranging standard that tackles
functional safety in automotive systems by clearly defining a
safety lifecycle, strict development processes, and demanding
safe-guards. It covers everything from product concept to
disposal stages, ensuring all aspects of vehicle electronics and
software are treated with utmost care for reliability and safe
operation in modern vehicles.

C. The Gap in Existing Standards Concerning V2X Integra-
tion

Even though V2X (Vehicle-to-Everything) interaction
tech-nology has been advancing, there are still some notable
gaps in the current standards, which prevent them from being
widely adopted or integrated well. This part of the article will
highlight these gaps and challenges within current standards
for V2X integration.
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e Security and Privacy Concerns: Some significant se-curity
gaps have been found within specific V2X protocols like
IEEE 802.11p or cellular-based solutions (C-V2X). These
systems do not always provide enough protection against
cyber attacks, unauthorized access to data, or privacy
breaches — all essential elements in communication
between vehicles being trusted and safe [15].

o Interoperability and Coexistence: A big challenge re-
mains around how different versions of DSRC can coexist
with C-V2X and interoperability between them, mainly
because there aren’t any globally recognized frameworks
or standards for developing such things. However, if we
combine both IEEE 802.11p standards with a cellular-
based solution, then it might work, though not easy to
implement practically [16].

e Latency and Real-time Constraints: The ultra-low la-tency
requirement needed by many autonomous driving safety-
related applications, among others under the V2X
umbrella, cannot be met using currently available
communication per-formance [17].

o Scalability and Network Congestion: Vehicle density is
one of the most significant issues facing existing V2X
network systems, which will see an increase over time due
to its popularity; however, there is still a need for better
resource conflict management strategies so that they can
achieve high capacity performance without compromising
safety [18].

e Integration with Existing Infrastructure: The current
infrastructure in place for V2X communication systems
might not be able to accommodate electric/electronic
(E/E) archi-tectures used by vehicles around them or even
the road itself; this, therefore, calls for more guidelines
and standards on how best they can be integrated [19].

e Standardization and Regulatory Frameworks: A global
approach towards standardizing V2X technologies is
crucial if they are to work effectively because right now,
different parts of the world have their own set regionally
recognized. Still, inconsistent standards make it difficult
for these systems to communicate with each other — there
should be one common understanding worldwide about
what constitutes good practice here [20].

Addressing current gaps within V2x standards will
enable successful integration and deployment of V2X
communica-tion systems. To overcome these deficiencies,
security en-hancements must be made, interoperability
improved, latency reduced, and scalability addressed through
efficient resource management [18].

D. Goals of the Study

The objective of the review paper is to address various
goals that could advance the field of V2X communication
about automotive safety standards. The following are the
main targets of the study:
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Identify and Analyze Gaps in Current Standards: The
study should look at all existing gaps within today’s state-
of-the-art V2X communications standardization efforts,
consider-ing security, interoperability, latency, scalability
problems, and integration with existing vehicle
infrastructure [15].

Extend 1SO 26262 to Include V2X Integration: This
review proposes extensions on top of functional safety
require-ments for electric/electronic systems in vehicles
described by ISO 26262 so that they can adequately cover
the more dynamic and complex nature of communication
brought about by Ve-hicular Communication Systems,
particularly those involving Infrastructure [9].

Evaluate Security and Privacy Measures: Another crit-ical
goal is evaluating current security measures adopted in
different V2X standards, intending to point out their
weak-nesses, which, if not addressed, may compromise
safe opera-tion between vehicles or between them and
other road users like pedestrians; this should also involve
privacy protection mechanisms [21].

Develop a Framework for Standardized Protocols:
Creating a framework that will define standard rules
necessary for ensuring seamless data exchange among
diverse technolog-ical options employed within DSRC &
C-V2X environment, thus improving the efficiency and
reliability of vehicle-to-everything (V2X) communication
systems [20].

Assess Real-time and Latency Requirements: Evaluating
temporal constraints necessary for the practical realization
of various applications based on VV2X is crucial, especially
when it comes to safety-critical situations such as collision
avoidance systems in autonomous cars [17].

Propose Solutions for Scalability and Network Conges-
tion: Suggesting ways through which scalability
challenges can be overcome without compromising
performance under high-density vehicular environments
while at the same time ensuring that network resources are
not wasted due to con-gestion caused by too many
messages trying to access limited bandwidth [18].
Enhance Integration with Vehicular and Road Infrastruc-
ture: This study aims to provide practical guidance
regarding how these two kinds of systems can work
together seamlessly. Hence, it will address both technical
issues associated with their convergence and operational
concerns related to physical realization, i.e., where various
elements should be placed along road networks so that
they may easily interconnect among themselves, thus
forming efficient communication links [19].

Provide a Road-map for Future Research: Last but not
least, one goal of this research is to provide system-atic
guidance on what areas require further investigation or
development efforts to achieve a fully integrated, safe, and
efficient intelligent transportation system through
vehicular communication technologies like V2X, thereby
acting as a blueprint for future endeavors in similar fields

[4].
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1. OVERVIEW OF V2X COMMUNICATION
TECHNOLOGIES

Intelligent transportation systems (ITS) aim to improve
road safety, traffic efficiency, and the overall driving experi-
ence.  Vehicle-to-everything  (V2X)  communication
technology is a major part of these systems. This includes
vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), and
vehicle-to-pedestrian (V2P) communications, among others,
which are all different facets of the V2X ecosystem.

A. Vehicle-to-Vehicle (V2V)

» Description and Functionality:

Vehicle-to-vehicle com-munication refers to the direct
exchange of data between cars to achieve cooperative driving
and enhance safety standards. Usually, this type of
communication takes place over short-medium ranges using
either dedicated short-range communica-tions (DSRC) or
cellular V2X technologies where DSRC can be used for long-
range as well as short-range, whereas C-V2X can only cover
shorter distances but with higher bandwidths. The main idea
behind V2V is that vehicles share information about their
speed, position, and direction, thereby allowing them to
anticipate potential dangers in real time and react proactively

[3]-
» Use Cases and Bengfits:

e Collision Avoidance: One of the most significant appli-
cations of V2V communication is in collision avoidance.
Advanced driver assistance systems leverage V2V com-
munications to detect potential collisions, issue alerts, or
even take automated actions like braking. For instance,
when a car ahead suddenly applies brakes, it can sig-nal
through V2V, alerting the following vehicles to the need
for immediate action. This proactive safety measure
reassures drivers and significantly reduces the risk of
accidents [4].

e Traffic Flow Optimization: V2V communication also
plays a crucial role in traffic flow optimization. Vehicular
ad hoc networks, based on VANET, can be used to share
real-time traffic information between vehicles. This shar-
ing leads to flow optimization, reducing congestion levels
and enhancing travel times. Vehicles can adjust their
speeds to maintain steady flows, minimizing stop-and-go
scenarios. This application of V2V communication offers
hope for a future with reduced traffic congestion [22].
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e Emergency Vehicle Coordination: V2V communications
enable emergency vehicles to transmit their intended path
through other cars in traffic, ensuring quick and safe pas-
sage during emergencies. This coordination dramatically
reduces response times for such situations [23].

o Platooning: Vehicle platoons are easily facilitated through
V2V communication. Several autos travel closely behind
each other at high speeds on highways, reducing air
resistance and thus saving fuel consumption. Dhawankar
et al.(2021) [17] further state that automated driving
systems using data from V2V can maintain optimal
spacing between them.

Vehicle-to-vehicle (V2V) communication is a critical
part of vehicle-to-everything (V2X) technology, which
realizes various advantages like safety improvement, traffic
flow opti-mization, and fuel economy enhancement. To
achieve this, cars will have to exchange information with each
other in real-time, thereby making V2V communication an
integral component for the future development of smart city
transport systems.

B. Vehicle-to-Infrastructure (V2I)

» Explanation and Usefulness:

Vehicle-to-infrastructure (v21) communication
exchanges information between wvehicles and traffic
infrastructure, like signals, signs, or systems for managing
traffic. The intention behind this kind of talk is to prevent
road accidents and improve traffic flow efficiency and the
overall driving experience by enabling real-time data sharing
among cars and with the environment in which they operate
on the roads. Different technologies are used in V2l
communications, such as DSRC (Dedicated Short Range
Communications), C-V2X (Cellular Vehicle To Everything),
5G networks, and others through which these data can be
transmitted over short distances up to medium-range areas

13].

Figure 1 depicts an urban intersection where V2X com-
munication is put into effect. The diagram shows how cars,
infrastructure and people work together to increase the ef-
ficiency of traffic flow while ensuring safety. This allows
traffic signals, vehicle movements and pedestrian crossings to
be synchronized thus minimizing accidents and enhancing
general traffic performance [2].
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Fig 1: V2X Communications Within a Hybrid Urban Environ-Ment, Combining DSRC and Cellular Technologies to Enhance
Connectivity and Coordination among Vehicles, Infrastructure, and Pedestrians

» Use Cases with their Benefits:

o Traffic Signal Optimization: V2I communication makes
real-time adaptation of traffic signals based on cur-rent
traffic conditions possible. For instance, lights may
change timings so that there will be less congestion; also,
by interacting with approaching wvehicles, it becomes
easier to anticipate and manage different types of flows at
intersections more effectively, thereby improving overall
network performance [2].

o Safety Warnings & Hazard Alerts: Infrastructure should
communicate warnings about dangerous spots due to con-
struction works or bad weather conditions, thus height-
ening driver consciousness about safety while driving
through those areas. This allows drivers to either slow
down their speed or take another route depending on what
they think might save them from harm, significantly
reducing accident rates [4].

e Enhanced Emergency Response: V2I’s real-time control
over traffic lights helps emergency vehicles move faster
and safer across junctions, reducing incidents involving
ambulances responding to calls within cities or towns [6].

e Parking Management: It decreases the time spent looking
at a parking lot by providing instant parking availability
information in real-time. It also helps reduce car emis-
sions that stand still [24].

e Toll Collection and Traffic Management: Thanks to V2lI,
vehicles can pay tolls automatically without contacting
people or things. This allows them to communicate with
toll booths, among other benefits, like streamlining toll

NISRT24AUG1109

collections or improving traffic flow management sys-
tems’ efficiency [25].

Vehicle-to-infrastructure communication is one part of
the V2X system that can optimize traffic, improve safety, and
quicken emergency response times, among other advantages.
Modern transport becomes efficient when cars exchange live
data with their environment through this technology. The use
of V2X communication in Cooperative Adaptive Cruise Con-
trol (CACC) and platooning scenarios is shown in Figure 2. It
demonstrates how accurate vehicle-to-vehicle communication
can lead to reduced following distances, as well as
coordinated lane merging at high speeds. Apart from
improving traffic flow efficiency, this combination also
greatly enhances safety on roads by lowering the chances of
abrupt braking or changing lanes [2].

C. Vehicle-to-Person (V2P)

» Explanation and Features:

Vehicle-to-Everything (V2X) technology is a system
that allows cars to communicate directly with pedestrians. It
aims to improve pedestrian safety, where vehicles can identify
and communicate with people using compatible devices such
as smartphones or dedicated V2P transmitters. Various
communication protocols are used in this technology,
including Dedicated Short-Range Commu-nications (DSRC),
Cellular V2X (C-V2X), and emerging 5G networks for data
transmission over short to medium ranges [4].
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» Use Cases and Benefits:

Avoiding Collisions: The main application of vehicle-to-
pedestrian communication is preventing accidents be-tween
cars and people on foot. Alerts can be sent to vehicles about
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nearby pedestrians’ locations and move-ments, which enables
them to take preventive measures like slowing down or
stopping altogether. Such capabil-ity becomes handy when
visibility is poor or in areas congested by human traffic [2].
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Fig 2: Advanced V2X Use Cases Demonstrate the Significant Improvements Anticipated by 5G V2X Technology.
These En-Hancements Include Quicker and More Precise Maneuver Exe-Cution, Optimized Space Utilization for Parking, and
Increased Traffic Throughput At Intersections. Illustrated Examples Encom-Pass (A) Cooperative Adaptive Cruise Control (CACC)
And Platooning [26], (B) Lane Or Road Merging [26], (C) Automated Parking in Connected Environments [27], and
(D) Cooperative Control at Intersections [26]

o Safety around Crosswalks: Infrastructure detecting pedes-
trians waiting to cross the road can communicate with
vehicles through V2P systems for better safety at cross-
walks. The system should then warn approaching cars so
that accidents do not happen at these points where people
walk across busy highways on foot. Traffic signals may
also incorporate this technology to ensure efficient
pedestrian flow management [25].

e Accessibility Enhancement: Through V2P communica-
tion designed to create awareness for persons with dis-
abilities, drivers and walkers could receive auditory or
tactile notifications. For instance, visually impaired in-
dividuals may receive warnings concerning approaching
automobiles, while motorists can be informed about those
crossing streets who might need more time due to their
physical condition [23].

e Emergency Situations: In an emergency, it becomes nec-
essary to communicate with pedestrians about approach-
ing emergency vehicles using V2P. This enables them to
clear off quickly, making it possible for the responders to
access crowded or intricate environments [6].
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e School Zones: V2P technology in school zones can alert
drivers to the presence of children. Alerts about kids
crossing roads or playing near them can be sent to cars,
prompting motorists to exercise more caution and lower
speed levels [24].

e Vehicle-to-Pedestrian (V2P) communication is essential
for pedestrian safety because vehicles can share real-time
infor-mation with people on foot. This development has
several advantages, such as preventing collisions, making
crosswalks safer, enabling accessibility for those with
disabilities, among other benefits, and ensuring efficiency
in responding to emer-gencies. Furthermore, being part of
a broader V2X ecosystem significantly contributes to
creating safe cities with better traffic management
systems.

D. Vehicular-to-Network (V2N)
> Definition and Purpose:
Communication between ve-hicles and the network is

referred to as Vehicle-to-Network (V2N), and it forms part of
the more extensive vehicle-to-everything communication
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system. Examples of network infrastructures interacting with
cars include cloud services and cellular networks. With this
type of communication, automo-biles can access internet
connections, share real-time data with remote servers, and use
other cloud-based vehicle services. In addition to using
current technology like LTE (Long-Term Evolution), 5G and
future 6G networks are also utilized by V2N so that
communication may be fast and reliable enough [4].

» Applications and Advantages:

e Traffic Control and Optimization: Vehicles can talk to
traffic control centers through V2N, which will use ag-
gregated information from all cars involved to optimize
traffic flow, manage congestion, reduce travel time, etc.
For instance, analyzing live traffic data could adjust
junction timings dynamically, thereby improving overall
efficiency [25].

o Safety and Emergency Services: Safety messages con-
cerning road dangers, accidents, or unfavorable weather
conditions can be sent out using V2N. These messages are
shared with nearby vehicles and emergency response
teams, thus enhancing situational awareness while allow-
ing for quicker reactions during emergencies [6].

e Infotainment and Telematics: Cloud-based infotainment
services, which comprise streaming music/videos plus
real-time navigation updates, among other things, are
made possible by V2N. In addition, over-the-air diag-
nostics, software upgrades, vehicle condition monitoring,
etc., through telematics can also be done over the net-
work, thus increasing convenience levels in modern cars
[3].

e Autonomous Driving Support: V2N can support the con-
tinuous provision of required navigational information for
decision-making during autonomous vehicle naviga-tion.
It also helps coordinate different autonomous cars and
infrastructures that may have relevant data, such as
buildings or road signs. Therefore, self-driving systems’
fast and safe operation requires high bandwidth and low
latency network connections [24].

e Fleet Management: Fleet owners can remotely monitor
their fleets using V2N. This includes tracking loca-tions,
monitoring drivers’ behavior, optimizing routes, and
scheduling maintenance. Thanks to real-time updates
brought about by communication via V2N, operational
costs can be reduced while at the same time improving
efficiency levels [23].

Vehicle-to-network (V2N) is an essential part of the
vehicle-to-everything ecosystem because it improves traffic
manage-ment, ensures safety, provides advanced infotainment
services, and supports autonomous driving. In fact, modern
transporta-tion cannot function without the real-time
exchange of data between vehicles and network infrastructure,
which greatly expands the functionality, effectiveness, and
safety of transport systems.
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E. New V2X Communication Technologies
» Cutting-edge and Future V2X Technologies:

e The auto-motive and transport industries are about to
change because of the emerging vehicle-to-everything
(V2X) communication technologies that offer advanced
solutions for connected and autonomous vehicles. These
technologies endeavor to improve safety, efficiency, and
convenience in transportation systems.

e 5G and Beyond: Deploying 5G networks is crucial to
developing V2X technologies. In real-time communica-
tion between vehicles and infrastructure, 5 G offers low
latency, high bandwidths, and reliable connectivity, which
are essential features. By providing faster data transmis-
sion speeds and improved reliability, future advancements
such as 6G will enhance these capabilities even further
[28].

e Integrated Sensing and Communications (ISAC): ISAC
technology integrates communication ability with sensing
capability into one system. This integration allows a car or
any other type of vehicle to communicate with others
while at the same time sensing its environment, thereby
increasing situational awareness, which leads to more
advanced driving assistance systems being enabled. High-
precision localization is made possible through ISAC,
which also promotes collision avoidance and efficient
traffic management [28].

e Cellular V2X (C-V2X): C-V2X technology is based on
LTE/5G that leverages existing cellular networks pro-vide
robust V2X communication capabilities. Various use
cases are supported by C-V2X, including vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and
vehicle-to-network (V2N) communications. Compared to
traditional DSRC (Dedicated Short Range Communi-
cations), it has better range coverage, reliability, and
scalability [4].

» Integration with Smart Cities and loT:

Integrating V2X communication technologies with smart
cities and the Internet of Things (loT) creates a holistic
intelligent transportation ecosystem where everything works
together. This connection enhances urban mobility, reduces
traffic congestion, and im-proves the city’s quality of life.

e Smart Traffic Management: VV2X technology within smart
traffic management systems makes dynamic signal adjust-
ment, congestion management, and traffic flow optimiza-
tion possible. These systems can cut down travel time and
improve road safety by using real-time data from
connected vehicles and infrastructure [6].

e 10T Integration: Connecting V2X communication to loT
devices creates an interconnected urban environment. For
instance, road conditions, parking availability, and air
quality can be monitored by loT sensors, which then
provide this information to V2X-enabled vehicles, thereby
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enabling them to make informed decisions about their
surroundings. It also supports advanced applications like
smart parking lots, environmental monitoring, and
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1SO 26262 AND THE NEED FOR EXPANSION
TO V2X COMMUNICATION

efficient energy usage [29]. A. History and Development of 1SO 26262

Enhanced Public Transportation: V2X technology can

provide real-time information to transit operators and e Where 1SO 26262 came from: Born from the broader IEC
passengers so that they are aware of what is happening 61508 standard, which deals with the functional safety of
around them. Bus schedule updates and train route opti- electrical/electronic/programmable  electronic  safety-
mizations, among other things, could help improve safety related systems, 1SO 26262 is an international standard for
standards, for example, on buses or trains. Delays caused functional safety in road vehicles. It was first published in
by inefficiencies in the current state of public transport 2011 and deals with the complexities and integration of
systems management can thus be eliminated, leading to software and hardware within automotive systems [7].
better utilization of resources within such areas [2]. e Key points on the way to its creation: Significant steps
By integrating with smart cities and 10T, these taken in creating 1SO 26262 were:

technologies will enhance urban mobility, improve traffic

management, and create safer transportation systems while v’ 2011: First release as an international standard.

cutting fuel consumption costs. Table | outlines the v’ 2018: The second edition extended to cover motorcycles,
essential parameters, including latency, reliability, data trucks, buses, and semiconductors.

rate, and communication range, necessary to meet the v" Ongoing Updates: Continuous revision is necessary due to

diverse demands of various Vehicle-to-Everything (V2X)
applications. These requirements are critical to ensuring
seamless communication and robust performance across
different V2X scenarios, ranging from cooperative
awareness to teleoperated driving [2].

changing complexity levels and required safety mea-sures
within automotive systems, especially when more
advanced technologies are being introduced into vehicles
together with connectivity [30].

Why it matters for car makers’ functional safety efforts:

ISO 26262 is essential because it ensures that the functions
performed by a vehicle are safe. This can be achieved through
a risk-based approach to determining what needs to be done to
keep people safe while using such cars. The standard provides
detailed guidance on how risks should be managed over the
entire life cycle of a road vehicle from concept through
decommissioning stages so that they do not materialize or if

th

ey do occur, then their effects would have been minimized

already by appropriate design measures [11].

Table 1: Performance Specifications for Various V2X Scenarios [26]

V2X Communica- | Latency Reliability Tar- | Data  Transfer| Effective Communi-
Scenario Type tion Mode Requirement get ﬁ{%ﬁ }per Node cation Range*
Collaborative Awareness Vavivel 80 ms 88-93% 8-90 Short to medium
Collaborative Perception Vavivel 4 ms >94% 10-24,000 Short
Collaborative Operations V2VIV2 <5-90 ms =98% 12—4,800 Short to medium
Safety of Vulnerable Users | V2P 90 ms 94% 6-12 Short
(SVU)
Traffic Flow Optimization V2NV2I >15s <92% 12-2,500 Long
Remote Control Driving V2N 7-25 ms >98% >26,000 Long

*The Communication Range is Qualitatively Described as Short for < 250 m, Medium from 250 to 600 m, and
Long for > 600 m.

B. 1SO 26262 Scope and Structure

¢ Functional Safety Management — sets out the framework
for managing functional safety activities.

Concept phase — concentrates on hazard identification and
risk assessment.

Product development at system, hardware and software
levels — entails requirements for system design, hardware,
as well as software development.

» Key Components and Structure of the Standard:

The ISO 26262 has been divided into various parts,
keeping in mind its applicability along with the life cycle of
automotive systems, from the concept phase to the disposal
stage. They are made up of these critical components:
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e Production operation service and decommissioning —
covers operational life cycle stages where producers shall
meet functional safety requirements during production
operations services until such products are withdrawn
from the market or rendered useless through destruction
methods that render them harmless;

e Supporting Processes — Configuration management pro-
cess; Change Management Process; Documentation Pro-
Cess etc.

e ASIL-oriented or safety-oriented analysis: Attention is
paid to safety analysis techniques along with ASIL de-
termination [7], [31].

» An Overview of Parts Within the Standard and their Im-
Portance:
ISO 26262 addresses functional safety in different areas
through its several parts which deal with various aspects
related to this subject matter:

e Vocabulary — Part one provides definitions that help
ensure common understanding among users about terms
used within it;

e Management of Functional Safety—Part two elaborates on
organizational requirements as well as responsibilities;

e Concept phase-hazard analysis is covered under section
three, while risk assessment comes after that.

e System Level Product Development-The fourth part fo-
cuses on system design process steps;

e Hardware Level Product Development — Part five spec-
ifies hardware design and testing requirements;

o Software Level Product Development — Part six details
software development processes including testing phases

o Life Cycle Processes for Production Operation Service &
Disposal Stage — Part seven gives guidance about how
best to maintain functional safety throughout the entire
life cycle of the vehicle;

e Supporting Processes — Part eight talks about supporting
processes such as configuration management

e ASIL-oriented or Safety-oriented analysis — methods are
explained here for safety analysis and ASIL determina-
tion [30], [31].

» Emphasis on Hardware and Software Safety Require-
Ments:

ISO 26262 lays great emphasis on ensuring that both

hardware, as well as software components, meet safety
standards:

e Hardware Safety Requirements—Here, guidelines are
given concerning component selection; failure rate anal-
ysis; reliability estimation based on environment stress
levels etc.

e Software Safety Requirements—According to this stan-
dard, the whole software development life cycle, from
requirements specification through architectural design up
to coding testing, verification validation, etc., should be
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safe. It also requires the use of appropriate methods and
tools so that reliability can be achieved [11].

e [ISO 26262 offers a comprehensive approach towards
achiev-ing the highest levels of safety in all automotive
system types at any point during their lifecycle.

C. The Current Application of ISO 26262 in Automotive
Safety

» Use in Modern Automotive Systems:

Modern automotive systems have implemented ISO
26262 extensively to guarantee functional safety throughout
the vehicle lifecycle stages. This criterion is used to create
and verify critical systems like electric power steering,
advanced driver-assistance systems (ADAS), and electronic
braking systems. By following 1SO 26262, car manufacturers
ensure that they detect and minimize possible risks, thus
reducing the chances of accidents caused by system failures

[71.
» Examples of Successful Applications:

e Electric Power Steering (EPS): The application of 1SO
26262 has made EPS more reliable and safer, which is
essential for controlling vehicles.

e Advanced Driver-Assistance Systems (ADAS): Many
fea-tures in ADAS, such as adaptive cruise control or
lane-keeping assist, have been created and tested using
ISO 26262 guidelines so that they can work under
different conditions safely and reliably [30].

e Electronic Braking System (EBS): 1SO 26262 developed
EBS to meet high safety standards and prevent severe
accidents resulting from failure [32].

» Identification of Limitations Concerning V2X Technolo-
gies:

Despite its wide application, 1SO 26262 does not
effectively address some issues regarding V2X (vehicle-to-
everything) technologies. The standard fails to fully cater to
intricacies brought about by V2X communication systems
with diverse interoperability requirements coupled with real-
time data exchange needs and cybersecurity measures that
should be put in place at a higher level due to their unique
nature and complexity. For instance, there is a need for more
comprehensive coverage in these areas because it only
considers general cases where such challenges may not
always arise frequently or require detailed attention [4].

> Areas that Lack Comprehensive Coverage for V2X Anal-
ysis:

e Interoperability: 1SO 26262 does not adequately deal with
the integration of different communication protocols and
standards necessary for achieving interoperable V2X
systems.
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e Real-Time Data Processing Requirements: The timing
constraints specified by ISO 26262 are not enough to ac-
commodate the timing needs of real-time data processing
in VV2X communication.

e Cybersecurity Measures: Although functional safety is
covered under 1SO 26262, it does not offer sufficient
cybersecurity measures required to protect V2X commu-
nication channels against cyber-attacks.

o Scalability and Flexibility Considerations: There is a need
for more specific guidelines on the scalability and
flexibility requirements of V2X systems within dynamic
vehicular networks, which may not be provided by cur-
rent version(s) [20].

To make connected and autonomous vehicles a reality,
these gaps must be addressed to ensure that V2X
technologies are safe and reliable.

D. The Areas where 1SO 26262 Should Improve V2X
Commu-nication

» Limitations Analysis on V2X Communication: 1SO

26262 may have done an excellent job in traditional
auto-motive systems but it falls short when it comes to
addressing the needs of V2X (vehicle-to-everything)
communication. The standard mainly focuses on functional
safety for electrical and electronic systems in a vehicle
without fully considering the complexities brought about by
V2X communication technolo-gies. Real-time data exchange
between cars, infrastructure, and pedestrians is involved in
V2X, hence necessitating high reliability, low latency, and
robust cyber security measures, which are not well catered
for under the current 1SO 26262 framework [4].

» Safety Challenges with Data Security, Communication
Reliability, and Interoperability Issues in V2X
Communica-tions:

e Data Security: Wireless channels expose the vulnerabil-
ity of cyber-attacks against systems. Therefore, integrity
authentication and confidentiality verification should be
done to ensure that no malicious intervention occurs, thus
threatening the safety of vehicles [32].

e Communication Reliability: Critical message delivery
systems must always be reliable for collision avoid-ance
and traffic management applications that depend on
safety. However, signal degradation caused by buildings
or natural features like hills and mountains, among others,
can interfere with reliability; network congestion also
affects reliability since more packets may be dropped due
to buffer overflows [17].
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o Interoperability Issues: Different communication stan-
dards, such as DSRC C-V2X, need to work together with
old infrastructures, but lack of standardization can lead to
compatibility problems, thereby slowing down the
adoption rate for broader usage of these new technologies

[1].

Table Il presents a comprehensive comparison of the
fre-quency bands, channelization structures, and associated
stan-dards  utilized  for Dedicated Short-Range
Communications (DSRC) across these regions. This
information is crucial for understanding the regional
differences in DSRC implementa-tion and the specific
applications supported by each standard [1].

» Road Safety Impacts from V2X Including Case Studies
and Statistics:

e Reduction in Collision Rates: Numerous studies show
that collision rates can be significantly reduced by im-
plementing V2X technology. Intersection-related crashes
have gone down by 25% in urban areas with real-time
traffic signal information and collision warning systems
[25].

e Enhanced Traffic Efficiency: Optimal timing of traffic
lights coupled with up-to-date traffic information through
V2X helps improve flow. This has been seen through
vari-ous smart city projects, where congestion levels
decreased by 20%, thus reducing emissions as well [6].

e Improved Pedestrian Safety: A number of pilots have
revealed that integrating smartphones into V2X com-
munication systems for pedestrians (V2P) can reduce
accidents among walkers; so far, the average drop rate
across different trials stands at about 30% [24].

» Potential Risks and Mitigation Measures Specific to V2X:
Some of the Most Significant Risks and Mitigation
Measures for V2X Communications are;

e Cybersecurity Threats: Strong encryption should consis-
tently be implemented alongside secure communication
protocols while ensuring regular software updates are
available, as these are ways to minimize cybersecurity
risks. Intrusion Detection Systems (IDS) could also be
employed so that any breaches detected would trigger
appropriate responses immediately [32].

e Latency in Communication: Safety applications may need
low latency, so it is essential that edge computing is
utilized together with network infrastructure optimization
methods to lower latencies experienced during V2X com-
munications [28].
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Table 2: DSRC Spectrum Bands and Standards in North America, Europe, and Japan

Region Band (MHz) Channelization In-use or Alle- | Applications Standard Scape
cated
02928 Multple 1 MHz | In-use Physical (PHY} layer | ASTM E2213-03 | PHY layer
Morth America channels communications
One 10 MHz control Road safety, public
channel, six 10 MHz ) . .
= = P safety, and vehicle Logical link control
5850-5025 service channels, and Allocated network optimization IEEE 1609 and transport layers
one 5 MHz reserve applications
channel ppile
ITS and FHY and medium ac
58505025 Same as above Allocated applications |IEEE 802.11p cess contral  (MALC)
safety layers
services e
54705725 (ITS- | Dynamic frequency ITS applications | ETSI EN 302 | Regquirements for op-
' Allocated pased on V2l eration in the 5 GHz
Europe G3A) selection communication 571 band
5795-5815 (ITS- Road transport and | ETSI EN 302 | Regquirerments for ap-
G5B) Five 5 MHz channels | Allocated traffic telematics 663 eration in the ITS-G5
(RTTT) hand
Cne 10 MHz control Man-safaty
5855-5825 (ITS- | channel, one 10 MHz applications, ETSI EN 302
G5 servicechannel, and | Allocated mainly private PHY and MAC layers
5C) 571
ona § MHz reserve communications
channel among vehicles
756.6-764.5 Single channel (20 | Allocated Safely applications ARIB STD-T108 | PHY, data link, and
Japan MHz) application layers
Personal information, Application layer
transport communica-
5770-5850* 3?;?;?;'1"”"5':"“ X Allocated ton, vehicle tolling, | ARIB 8TD-T75 | 19 e oyt
(2) and navigation ser- P
vices services

*This band is currently used only for V21 communications with DSRC-enabled RSUs that count both the uplink and downlink
transmission, based on the time division multiple access (TDMA) mode.
**This band is only for V21 communications with DSRC-enabled RSUs that act as a dynamic frequency selection (DFS) transmitter,
as specified in the ETSI EN 302 663 standard.
***The ITS-G5C/RVC layer stands for inter-vehicle and roadside-to-vehicle communication layer.
The TVC-RVC vehicle applications, as defined in the ARIB-T109 standard, also specifies the
required functionalities of layers 3, 4, 5, and 6 of the OSI reference model, as shown in Fig. 1.
****This band is currently in use only for VV2I-related ITS applications, such as electronic toll collection.
***x**The application layer, as defined in the ARIB STD-T105 and ARIB STD-T177 standards, also specifies the required
functionalities of layers 1, 2, 3, 4, 5, and 6 of the OSI reference model.

insight into their optimal applications in vehicular
communication systems [2].

e Spectrum Management Interference Control: Designat-
ing separate bands exclusively meant for Vehicle-to-
Everything was one way found effective enough to mit-

igate interference caused within this range; advanced V. EXPANDING ISO 26262 FOR V2X

signal processing techniques were also considered useful, INTEGRATION

but only if backed up by regulatory measures aimed at but

only if backed up by regulatory measures aimed at Integrating Vehicle-to-Everything (V2X)

communication with existing automotive safety standards
such as ISO 26262 is not just a future necessity, but an urgent
one for the safety of intelligent transport systems. This part
outlines the proposed changes and additional requirements
for the successful inte- gration of V2X within the 1SO 26262
framework.

ensuring efficient utilization [33]. Achieving these goals
would be vital in ensuring the smooth integration of
V2X technologies into modern auto- motive systems.
This will ultimately lead to better overall safety on our
roads while improving traffic flow efficiency. Table Il
evaluates the effectiveness of various communication
technologies, such as LTE-V2X, IEEE 802.11p, mm-
wave, v V2X scenarios. This assessment highlights the
strengths and limitations of each technology, providing
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A. Proposed Amendments and Additions

New Clauses and Requirements: Several new clauses and
requirements have to be introduced to incorporate V2X.
communication into 1SO 26262:

Integration of V2X-Specific Risks: New clauses should
consider singular safety risks connected with V2X sys-
tems, especially those associated with real-time commu-
nication between vehicles and infrastructure. This re-
quires identifying potential dangers caused by delay or
incorrect transmission of information that may result in
accidents [7]. V2X Data Integrity and Security: Given the
critical role of data in V2X communication, it is
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imperative that new requirements are in place to ensure
its integrity and security during transmission. This
involves robust protection against cyber-attacks, which
can manipulate or intercept vehicle data, thereby posing
serious safety hazards [32].

Functional Safety Verification: The standard should in-
clude specific verification and validation processes for
V2X systems. This includes ensuring that communication
protocols are robust and fail-safe, especially in densely
populated areas where failure to communicate could lead
to catastrophic consequences [30].

Table 3: A Qualitative Assessment of the Suitability of Communication Technologies for Supporting Different V2X Use Cases

Use Case Type LTE-V2X IEEE 802.11p mm-wave Visible Light
Communica-tion (VLC)

Situational Awareness NG N4 v X
- Vehicle to Emergency Alert N4 N4 X X
- Collision Avoidance Alert N4 v X v

Environmental Sensing v v Vv vV
- Enhanced Vision V4 X vV v
- Data Sharing Among Vehicles v v v v
Coordinated Driving N4 v X v

- Platooning vV v X vV
- Dense Traffic Management v X X X
- Automated Intersection Management v v X v
Pedestrian Safety v N4 X X
Traffic Optimization v X vV X
Remote Driving vV v vV X

NISRT24AUG1109

v'V/: The technology is ideal for the use case under all conditions, requiring minimal configuration.
V. The technology supports the use case under specific conditions, such as low traffic density.
X: The technology does not support the use case or its performance requirements

Specific Safety Measures for V2X:

Real-Time Hazard Mitigation: Certain safety measures
must be put in place to enable real-time detection and
mitigation of hazards through the use of V2X commu-
nications. For instance, vehicles should be able to talk
with infrastructure elements like traffic lights or other
cars, thus enabling effective emergency management and
lowering the chances of collisions [23].

Robustness to Communication Failures: Because V2X is
used for critical safety functions, it should have a system
with backup plans to keep vehicles safe even when there
are no communication links or they become weak. This
may involve having additional redundant systems or
decision-making processes based on sensors, not only
V2X inputs [33].

Standardized Safety Protocols: Standardization helps
achieve interoperability between various vehicles and
infrastructure systems used in V2X communication. In
other words, global standards should be developed that
specifies how safety-critical information should be com-
municated and processed within V2X networks [24].

These recommendations, along with other specific safety

mea-sures, are necessary if 1ISO 26262 is to adequately cover
the dynamic and complex nature of V2X systems so that their
integration into these technologies enhances road safety.

B. Safety of Data Communication

In connected vehicles, the safety of data communication

in Vehicle-to-Everything (V2X) systems is crucial. The
following section describes encryption and authentication

techniques for

V2X communication and secure data

transmission protocols.
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» Encryption and Authentication Methods:

Public Key Infrastructure (PKI) and Symmetric Encryp-
tion: A combination of PKI and symmetric encryption are
widely recommended to secure V2X communications.
PKI allows keys for encryption and authentication to be
distributed across the network so that only authorized
entities can access or send data. On the contrary, symmet-
ric encryption ensures the confidentiality of information
by using the same secret key between parties involved in
communication. For example, Advanced Encryption
Standard (AES) and PKI have been found effective in
securing V2X communications because they provide both
integrity and confidentiality of data [34].

Elliptic Curve Cryptography (ECC) and Hash Chain
Cryptography: ECC combined with hash chain cryp-
tography has been proposed to meet lightweight, fast
authentication requirements under high traffic conditions
in V2X systems; this approach enables efficient message
authentication while preserving privacy with minimum
computational overhead considering real-time V2X ap-
plications where these methods have been shown capable
of significantly reducing communication delay as well
processing time [35].

Secure Data Transmission Protocols:

Authenticated Datagram Protocol (ADP): ADP is de-
signed to secure communication in large distributed sys-
tems like V2X networks. ADP provides message au-
thentication and optional data privacy through public-key
encryption, which establishes secure channels, then single-
key encryption is used to maintain the confiden-tiality of
communicated contents, thereby ensuring that information
is transmitted securely over the network as required by all
security needs for V2X system such pro-tection against
unauthorized access detection prevention tampering, etc.
[36].

Hybrid Encryption Protocols: Hybrid encryption proto-
cols combining block and stream encryption have been
proposed for securing V2X communications. This en-
hances security by employing pseudo-random number
encryption, mutual identification authentication, and mes-
sage integrity checks, which not only ensure safe trans-
mission of data but also make it hard for communication
to be vulnerable to different types of cyber-attacks like
replay man-in-the-middle among others [28].

These encryption methods, along with protocols for

secure transmission, constitute necessary parts responsible for

main-taining

intactness,  confidentiality, and genuine

information within V2X communication networks, thus
enabling the safe, efficient deployment of such systems.
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C. Infrastructure Safety Standards

Ensuring safety in infrastructure components such as

Road-side Units (RSUs) is crucial for implementing Vehicle-
to-Everything (V2X) communication systems. This part high-
lights the required maintenance and operational standards for
RSUs that will guarantee their reliability and safety.

» Safety Measures for Roadside Unit (RSU):

WWW.ijisrt.com

Optimum Placement and Signal Integrity: The placement
of an RSU is vital to maintaining reliable communication
between vehicles in V2X, especially in areas with high
traffic. Ensuring optimum placement minimizes chances
of communication failure and guarantees continuous line-
of-sight (LOS) connection, which is critical for safety-
critical applications. Studies have shown that height and
location directly affect signal strength and overall sys-tem
performance, particularly on multi-lane highways in
challenging environments [37].

Redundancy and Reliability: In urban settings where a lot
of data traffic may pass through these units at once, it
should be designed with redundancy so that they can han-
dle this capacity from different sources simultaneously if
need be. This can involve using multiple communication
channels or having fail-over mechanisms take over when
one primary channel fails. Also necessary are more robust
message Vverification protocols based on the IEEE 1609.2
standard, which helps ensure security against attacks and
maintainability in such conditions [38].

Environmental and Operational Safety: Considering dif-
ferent environmental conditions like extreme weather
events, which may interfere with the signal quality or even
damage hardware parts due to rusting, it becomes
necessary to make them resistant to these effects by design
so that signals don’t get weak quickly while also
enhancing durability properties too against such oc-
casions Additionally frequent software/firmware updates
should always be performed on these devices themselves
so that they continue functioning according current cyber
requirements protection levels latest safe practice algo-
rithms [39].

Maintenance and Operational Standards:

Routine Maintenance Protocols: Regular checkups must
be done on these gadgets to ensure that they are still
operational over long periods. This can involve things like
checking for wear and tear physically on their hardware
components, verifying healthy functionality communica-
tion protocols, and ensuring safety-critical software is
always up-to-date, among other things. It may also help if
maintenance schedules were shared across standardized
environments to lower the likelihood of experiencing
unexpected breakdowns [40].
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e Operational Standards Compliance: International stan-
dards, particularly those set by bodies such as the 3rd
Generation Partnership Project (3GPP) or IEEE, which
focuses mainly on V2X communications, should always
adhered to when dealing with RSUs because not only do
they promote interoperability but also give room for
future-proofing against technological advancements
besides enabling broader support under traffic channel
conditions [41].

e Monitoring and Emergency Response Systems: Faults can
easily detected early enough through real-time mon-
itoring systems integrated into them, therefore allowing
switching backup units quickly or even notifying repair
teams to fix any arising problem before safety becomes
compromised within the V2X network [42].

It is crucial to follow strict safety precautions and
maintain strong working practices so that Roadside Units
(RSUs) can work effectively and safely within V2X
communication net-works. This will foster dependable
intelligent transportation systems performance and improve
general road security.

D. Integration with Existing Automotive Systems

To integrate V2X communication systems into current
au-tomotive frameworks, a harmonized approach must be
taken that complies with 1SO 26262 guidelines and is
backward compatible with existing systems.

» Harmonization with Current 1ISO 26262 Guidelines:

e Adapting ISO 26262 for V2X Systems: Including V2X in
automotive systems needs to align carefully with the
functional safety standard, 1SO 26262. Since it is the
foundation for safety in automotive systems, extra
provisions should be included in its rules to cater to
complications introduced by connectivity through V2X
[43]. This may involve setting new safety goals and
specific hazard analysis on V2X, a system whose every
component can communicate; also, all channels ought to
be secure and fail-safe, as necessary during such studies.
A system-of-systems approach can be adopted under the
framework of 1SO 26262, where risks associated with
interdependency between infrastructure components are
addressed, thereby increasing security in vehicle-to-
vehicle networks [43].
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e Formal Verification and Compliance: Ensuring V2X sys-
tems comply with ISO 26262 requires thorough ver-
ification at higher Automotive Safety Integrity Levels
(ASILs). For ASIL C and D systems. It is recommended
to use formal methods like model checking or proof
assistant tools capable of verifying if given ASIL re-
quirements are met without introducing new risks into
these parts during their design phase. This should also
encompass additional connectivity features that were pre-
viously neglected but are now becoming essential due to
the integration process, as noted by experts who have
worked on similar projects [44].

Figure 3 provides an outline of how teleoperation can be
integrated with V2X technology, with the main aim being to
allow remote control of autonomous cars in areas where
human intervention is required but cannot be achieved
directly. This feature improves safety and efficiency in self-
driving especially when operating under complicated
conditions that were not anticipated by the manufacturer as it
facilitates immediate human-piloted judgment through strong
Vehicle-to-Everything communication [2] be some vehicles
which will not have adopted these new standards even after
many years from now hence verification technigues must also
consider those cases. For example, critical messages from
these devices could be given higher priority levels during
transmission over traditional channels used by earlier safety-
critical appli-cations while verifying how well different parts
work together. Hybrid emulation testing might help identify
problems before rolling out real-world environments [47].

By aligning V2X integration with current 1SO 26262
guide-lines and ensuring compatibility with existing
automotive systems, industry players can facilitate smooth
migration to future connected cars without compromising
high levels of safety.
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Fig 3: A Compelling Scenario for the Implementation of 5G V2X, Illustrating the Essential Requirements for Enabling Such
Advancements. These Include: A) The Integration of Both Existing Use Cases (E.G., Those Referenced in [45] And [26]) and Novel
Applications, And B) The Enhancement of Current Network Technologies to Ensure They Meet the Demands for Reliability, Low
Latency, and Widespread Coverage Essential to These Use Cases

» Ensuring Backward Compatibility:

e Maintaining Compatibility with Legacy Systems: One
challenge faced when integrating the V2X system lies in
ensuring that new technologies can work alongside older
automotive systems without causing conflicts, especially
when there is no connectivity provision. This calls for a
layered approach that allows the addition of V2X
functionality as modular components capable of interfac-
ing with existing Electronic Control Units (ECUs) and
other subsystems within an automobile without requiring
complete redesign or replacement of its architecture; such
an approach is supported by ISO 26262 that allows
incremental integration of new functions into safety life
cycle existing system [46].
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e Adaptation and Verification Strategies: To achieve back-
ward compatibility, it becomes necessary to modify or
enhance current safety mechanisms so they can support
various features associated with V2X communication
systems, but this should be done in such a way that does
not break them entirely because still there may.

V. IMPLEMENTATION STRATEGIES
A. Road-map for Standard Development: A Decade Plan
Phases and Timeline for Expanding ISO 26262:

Expanding 1SO 26262 to cover Vehicle-to-Infrastructure

(V2l) integration as part of a wider Vehicle-to-Everything

(V2X) communication strategy involves several crucial

phases (Figure 4). These phases must be carefully planned to

align with existing automotive standards while addressing the
unique challenges posed by V2X technologies.
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Initial Phase
|-2 Years

Development Phase

Validation Phase
6-8 Years

Implementation
Phase

93-10 Years

3-5 Years

Fig 4: 1SO 26262 and V2X-V2I Integration Phases

> Initial Phase: Needs Assessment and Feasibility Study
(Year 1-2)

During this phase, a comprehensive needs assessment
should be conducted to identify specific safety requirements
for V21 systems. Stakeholders will also review current
standards, such as ISO 26262, to find out where there might
be gaps or potential overlaps with new V2X communication
technologies [7].

» Development Phase: Drafting and Revision of Standards
(Year 3-5)

Based on the feasibility study’s findings, an ad hoc task
force will be formed to draft extensions to ISO 26262 that
reflect functional safety requirements peculiar to V21 systems.
This step involves iterative revisions informed by feedback
from players in the automotive industry and pilot testing
within controlled environments [30].

» Validation Phase: Testing and Validation of Revised Stan-
dards (Year 6-8)

Revised versions of 1SO 26262 will undergo extensive
tests, including simulations and real-world scenarios
involving V2| communication. Such validation exercises have
been put in place so that these standards meet the required
safety integrity levels besides being applicable across various
V2l applications [32].

» Implementation Phase: Finalization and Industry Adop-
tion (Year 9-10)

Once validated successfully, necessary steps shall be
taken towards finalizing the publishing of this standard, which
will mark its completion. Compliance assessments will be
carried out in conjunction with training programs while
existing automotive software and hardware systems are being
updated to support widespread adoption by the car-making
industry [5].
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This decade’s plan establishes a roadmap for expanding
ISO 26262 over V2| safety standards so that next-generation
automotive technologies can meet strict safety requirements
as they become part of the world’s infrastructure.
B. Stakeholder Engagement: Business and

Academia Roles

The implementation of the 1SO 26262 extended version,
which covers Vehicle-to-Infrastructure (\V2I) integration un-
der Vehicle-to-Everything (V2X) communication, needs input
from various stakeholders such as the government, industry,
and academia, who should work in harmony. Each has a vital
part to play in ensuring that these new technologies are safe,
efficient, and effective.

Government,

e Government: Governments are supposed to create reg-
ulatory frameworks that make it mandatory for
organizations to adopt standards like ISO 26262. They
need to set safety requirements, encourage technical
standards, and provide re-search and development
funding. Additionally, they have in-frastructural roles
where they ensure the compatibility of road networks and
communication systems with V2| technologies [48].

e Industry: The automotive industry plays a critical role in
implementing V2X technology since it is the leading
player, including manufacturers and suppliers. Therefore,
businesses dealing with this sector should integrate these
features into vehicles while observing conformity with
revised 1SO 26262 standards. Moreover, industrial players
should develop new systems for communicating with V21,
guided by safety and performance requirements [30].

e Academia: Foundational studies that inform standardiza-
tion processes, together with technological advancements,
are done by academic institutions. Students pursuing
engineering courses at the tertiary level usually participate
in joint ventures where their counterparts from industries
and governments might also be involved, thus providing
valuable insights on technicalities engaged in ensuring
safety during the integration period between vehicle
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infrastructure known as V2I. It also prepares them for
future careers as engineers or policymakers responsible for
further refining such systems [20].

e In summary, collaboration among different stakeholder
groups, namely government, industry, and academia, is
critical to the successful development as well as
deployment of V2X technologies. The strengths brought
by each party are complementary, making transportation
systems for the next generation safer and more efficient.

C. Test and Verification

» Methods of Simulation and Real-World Testing: To
Ensure that V2X-Enabled Systems Comply with the
Expanded 1SO 26262 Standard, it is Necessary to Use
Both Simulation and Real-World Testing Methods

e Simulated Tests

Simulations are used to test V2X systems under different
circumstances that may make it difficult or dangerous to
recreate them in reality. Model-based design (MBD)
platforms and formal analysis tools like Simulink Design
Verifier are fre-quently employed in these simulations. These
tools allow for early identification of potential failures or
safety concerns that can be addressed prior to physical testing;
this dramatically reduces development time and costs while
guaranteeing com-pliance with ISO 26262 [49]. Moreover,
within simulations, fault injection techniques are used to
verify the system’s fault tolerance and the effectiveness of
safety measures [50].

e Tests in Real Conditions

Simulation is complemented by real-world testing,
which provides information about how V2X systems operate
while driving under actual conditions. This type of test
includes fault injection into real vehicles aimed at evaluating
anti-fault features of safety-critical components. Scenario-
based testing, which is particularly useful in validating
autonomous driving capabilities, often focuses on extreme
cases that are crucial for the overall system’s safety assurance
[51].

» Validation Protocols for V2X Enabled Systems: The
Validation Procedures Included In ISO 26262 Applicable
To V2X-Enabled Systems Should Cover All Components
As Well As Their Interactions So That Required Levels Of
Safety Can Be Met.

e Structured Validation

Structured validation implies a systematic model-based
approach integrating both OEM & supplier verifica-
tion/validation activities throughout the development life
cycle, starting from system design up to final validation. This
would ensure compliance with all safety requirements during
every stage of the product realization process. Using Unified
Model-ing Language (UML) models for
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planning/documenting such activities allows for rigorous
verification of safety-relevant constraints and requirements
[52].

e Scenario-Based Validation

Scenario-based testing is indispensable when validating
the functionality of automated driving systems and V2X
technolo-gies. It concentrates on evaluating how well the
system per-forms under different scenarios, both commonly
encountered and scarce ones. Such a test approach ensures
that vehicles can interact with infrastructure safely across
various conditions in real-life situations where they may be
exposed to dangerous environmental elements [53].

These methods ensure compliance with 15026262 by
V2X-enabled systems through simulation tests, real-world
trials, and strict validation protocols.

D. Case Studies and Pilot Projects

A. Examples of Implementation in Different Regions:
Regions all over the World have Piloted V2X
Communication Systems while Extending I1SO 26262
Standards to Cover Vehicle-to-Infrastructure (V2I)
Integration.

» Germany

Within V2X systems, German automotive manufacturers
and suppliers have been pioneers in applying 1ISO 26262. For
example, a notable pilot project by a leading German car
manufacturer integrated 1SO 26262 into its development pro-
cesses. This project ensured functional safety in the
integration of V2X systems within vehicles through safety
analysis and model-based approaches. The pilot also showed
that it is adequate to move from a document-centric approach
toward more dynamic models-based development [54].

> United States

Several pilots were launched in America to determine if
V2X communication systems can work safely under the strict
regulations posed by 1SO 26262. These projects partnered
with government bodies, industries, and academic institutions
to develop real-world validated VV2X technology development
test cases. In Michigan, where connected cars were being
tested, v21 systems had to be evaluated for their compliance
with safety standards and how well they could integrate with
existing infrastructure [11].

» Japan

Japan has deployed many urban-based V2X
installations, espe-cially around Tokyo city, where
intersections and other critical traffic points are fitted with
V21 communications integrated into the city’s infrastructure.
Lessons learned from these pilot studies indicate that
localized tests are crucial in ensuring that such systems meet
international safety requirements like iso 26262, especially
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when dealing with traffic-dense areas having complicated
road networks [55].

B. Lessons Learned and Best Practices: The Following
Sections Detail Some Key Insights Gained from These
Pilots Regarding How Best to Implement V2Is Under
1ISO26262 Stan-Dards Across Different  Regions
Worldwide.

» Integration of Model-Based Development

One of the major lessons learned is that we should
incorporate model-based development (MBD) techniques into
the process of implementing V2X. This allows for early
detection of potential safety issues and ensures rigorous
testing of VV2I systems at different stages during development.
For instance, German pilots showed how MBD could
streamline the safety validation process, improving quality
outcomes [54].

» Collaboration Between Stakeholders

Successful V2X deployments require close collaboration
be-tween government agencies, industry bodies, and academic
institutions. Such partnerships are essential in developing
universal traffic safety standards that cater to regions with
different traffic conditions worldwide. US projects also
pointed out the need for joint efforts toward standardizing V2l
com-munication  protocols  besides  ensuring  their
compatibility with existing infrastructure [11].

» Localized Testing and Adaptation

Localized tests are important because they enable us to
address unique challenges in different environments. For
example, Japanese pilots highlighted the need for designing
tailor-made urban-oriented V2Is capable of providing
enhanced protection within complex metropolitan settings
characterized by high-volume multi-modal transport
operations [55].

In conclusion, these pilot projects provide valuable
insights into how best to implement V2X under 1SO 26262
through lessons such as the model-based development
approach, stakeholder collaboration requirements, and
localization needs based on specific environmental
conditions.

VI BENEFITS AND CHALLENGES

A. Benefits

» Better Safety and Reliability of V2X Systems: When 1SO

e 26262 is expanded to cover V2X communication, it
improves the safety and reliability of such systems by
ensuring that strict safety rules are applied for vehicle-to-
vehicle and  wvehicle-to-infrastructure  exchanges.
Standardizing safety  protocols  within V2X
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communications mitigates potential risks caused by data
transmission errors or cyber threats, thus making the
environ-ment for communicating between vehicles more
secure and dependable [4].

e Increased public confidence in V2X technologies:
Incorporating ISO 26262 standards into V2X technologies
may increase public trust in these systems. Users need
some level of assurance that they can trust this technology
because its implementation involves their lives; therefore,
high levels of safety must be maintained throughout its
usage. Public awareness about what should be done when
using these devices should also match actual security
measures put in place, so as not to discourage people from
adopting them [56].

e Complementarity with existing safety frameworks:
Integrating 1SO 26262 with V2X communication
frameworks facilitates compatibility with  current
automotive safety stan-dards. This implies that apart from
meeting all necessary pre-cautions under these protocols,
other benefits will be realized by considering ongoing
developments made on automotive safety standards while
designing V2X systems. This is im-portant because
different types of intelligent transport systems have
varying levels of robustness in terms of their protection
mechanisms, thus posing a challenge to achieving
uniformity across the board regarding this aspect alone
[24].

ISO 26262 extension for V2X communication systems
has many advantages, including safety aspects, gaining
confidence among the general public, and fitting within
already existing frameworks, which contribute greatly to
wider adoption cou-pled with increased dependability in the
utilization of such technologies.

B. Challenges

e Problems of a Technical and Logistical Nature dur-ing
Typical Application: Implementing 1SO 26262 standards
for V2X communication has many technical and logistical
challenges. Within an established safety framework, it is
required to integrate vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure  (V2I) communication by
overcoming some tech-nical barriers which involve the
synchronization of multiple communication protocols,
ensuring backward compatibility as well as coping with
diverse infrastructure capabilities across different regions.
What makes these tasks complex is that they have to be
performed in real-time while maintaining low-latency
communication and dealing with vast volumes of data
produced by V2X systems [28].

e Implications on Manufacturers’ and Infrastructure
Providers’ Financial Resources : The cost implications of
expanding ISO 26262 up to V2X systems are heavy on
both manufacturers as well as infrastructure providers.
High expenditure levels may be incurred due to new
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equipment requirements, extensive testing needs, and
retrofitting existing infrastructures for compliance with
heightened safety stan-dards. Manufacturers will have to
invest in coming up with technologies that are not only
new but also validated; on the other hand, road networks
should be upgraded by sensitizing them, among other
things, thus making it costly for suppliers [24]. It might,
therefore, take longer before these technologies are widely
adopted, especially in less economically developed areas.

o Catering for the Dynamic Nature of V2X Technology
Developments : The relevance of the ISO 26262 standard
could quickly become outdated, and keeping pace with the
ever-changing nature posed by advancements in V2X
tech-nology becomes another task altogether. Whenever
there is an introduction or emergence of any new
technology, such a standard must continuously revise
itself to bridge any gap occasioned by increased risks
besides accommodating more recent improvements within
communication protocols and sensor technologies
alongside vehicle automation systems. Accordingly, this
need for constant review coupled with corre-sponding
adjustment may overstretch regulatory organizations and
industry players who should jointly ensure that these
benchmarks are always up-to-date without causing any de-
ployment delays [57].

The challenges to extending 1SO 26262 for V2X
systems are many: they include significant technical hurdles,
high im-plementation costs, and the need for continuous
adaptation to fast-changing technology. These difficulties
must be addressed in order to successfully incorporate secure
and reliable V2X communication into automotive systems.

VIL. DISCUSSION: FUTURE DIRECTIONS AND
RESEARCH OPPORTUNITIES

A. Improvements in V2X Technologies: New Concepts and
Inventions

Vehicle-to-everything (V2X) technologies are changing
very fast these days, mainly because of improvements in
commu-nication systems, integration of self-driving cars, and
demand for intelligent transport systems (ITS). The Internet
of Vehicles (loV) is a major trend in which traditional V2X
technologies are being redefined to suit more intricate
vehicular applications such as cooperative autonomous
driving and smart cities [58].

Other developments include the integration of advanced
cellular technologies like 5G, which provides better com-
munication reliability with low latency and wide bandwidth,
thus allowing real-time vehicle-to-infrastructure interactions
[4]. Also, there has been development on cooperative sens-ing
capability coupled with maneuvering so that data from local
sensors can be shared among autonomous vehicles, thus
improving traffic safety as well as efficiency [59].
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Another area of interest involves combining V2X
systems with Artificial Intelligence (Al), edge computing, and
the Internet of Things (IoT), among other emerging fields. For
instance, these are key enablers for smarter vehicle networks,
which are expected to be highly autonomous and connected at
some point in the future, according to [60].

The continuous growth witnessed within  V2X
technology, mainly through integration with 5G, loV, and Al
lays the foundations for intelligent transportation. Henceforth,
safer en-vironments during travel will be possible while also
increasing efficiency levels within different parts of the
network, even if most cars become automated.

B. Continuous Safety Standards Improvement: Feedback
Loop for Updating Standards

A dynamic automotive environment created by V2I
(vehicle-to-infrastructure) communication systems and other
Vehicle-to-Everything (V2X) technologies powered by 1SO
26262 requires constant enhancements of safety standards as
part of its adaptation process. The most crucial measure is
providing field data-based, real-time, updated standard adjust-
ments through a robust feedback mechanism considering new
studies and technological progress.

One suggestion for improving 1SO 26262 is adding a
“Safety Manager Review” network, which would mirror the
Flight Readiness Review used in the Aerospace & Aviation
industry. This network should allow better communication
be-tween different organizations involved in the safety
lifecycle, leading to quicker identification and resolution of
safety issues and ensuring that safety functions effectively
meet quantitative targets [12].

Moreover, the structured approach towards safety
require-ments also improves the feedback loop, ensuring that
updates made on this standard are informed by their
practicality. In order to achieve this, there should be
continuous  collaboration among manufacturers  with
regulatory bodies coupled with research institutions to
establish uniformity while refining Automotive Safety
Integrity Level (ASIL) assessments hence eliminating
subjectivity across industries [61].

To keep up with fast-changing V2X technology,
continuous improvement of 1ISO 26262 through cross-industry
collabora-tion based on data-driven updates supported by
standardized assessment practices is vital for keeping abreast
of these developments in automotive safety standards
systems.

C. Cross-Industry Collaborations: Partnerships between the
Automotive and Telecommunication Industries
The integration of Vehicle-to-Infrastructure (V2I)
communi-cation and broader Vehicle-to-Everything (V2X)
technologies calls for strong collaboration across industries,
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especially between the automotive sector and the
telecommunications industry. Such collaborations are
necessary for the successful implementation of advanced
communication systems like 5G, which is key in supporting
the real-time exchange of data between wvehicles and
infrastructure. One area where these partnerships have shown
potential is in developing commu-nication standards that both
sectors can use. For instance, automakers partnering with
telecom companies have created LTE-based V2X systems
that utilize existing cellular network infrastructure to enable
vehicle-to-infrastructure communica-tion [4]. This
cooperation also involves integrating 5G tech-nology, which
promises lower latency periods coupled with improved
reliability features critical for autonomous driving safety
applications.

Additionally, cross-sectorial efforts such as the
Automotive Knowledge Alliance bring together experts from
different domains, including Functional Safety (ISO 26262)
and Lean Six Sigma, among others, so as to enhance the
development of safety-critical systems within this context.
The alliance provides a platform for sharing information and
adopting best practices from various industries, leading to
safer and more dependable automotive systems [62].

Inter-industrial relations involving automotive and
telecom-munication enterprises play a significant role in
advancing V2X  technologies. This ensures that
communication systems satisfy stringent requirements set by
modern vehicle networks while promoting innovative
approaches towards safety-critical applications.

D. International Standardisation: Attempts to Align 1SO
26262 with Worldwide Safety Standards

Harmonizing global wvehicle safety standards is
necessary to ensure that all cars meet uniform safety
requirements across various regions. As the primary
functional safety standard for road vehicles, 1SO 26262 has
undergone several steps in its journey towards this goal by
converging with other international safety standards and best
practices.

One of the most critical undertakings so far involves pe-
riodically reviewing and updating 1SO 26262 to incorporate
new safety needs as well as aligning it with other worldwide
standards. For example, during the development process of
the second edition, the scope was extended to cater to more
categories of vehicles while integrating fresh guidelines on
failed operational systems, which was prompted by increased
complexity levels in modern-day automaobiles [14].

Also, much attention has been given to aligning ISO
26262 with generic functional safety standards such as IEC
61508. This move helps ensure that what is contained in 1SO
26262 about safe practice can be applied elsewhere within
different industries where there are critical systems involving
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human lives, thus fostering a common approach towards
protection against hazards arising from these functions [63].

It is, however, worth noting that still more work needs to
be done regarding, among others, possible connections
between this automotive cybersecurity framework and
security standardization efforts like those embodied by
ISO/IEC 15408 or even recognition of the increasing
importance attached to cyber security for inter-connected
autonomous vehicles under our roads today [64]. The idea
behind merging these two areas is the creation of an
integrated approach that caters to both functional safety
requirements as well as protection against system hacking
threats, given the current environment characterized by high-
level interaction between different com-ponents forming part
of a single unit capable self-driving along highways without
any intervention from humans.

In conclusion, it can never be overemphasized how
impor-tant it is to harmonize 1SO 26262 with world safety
standards, but this should not come at the expense of making
them more robust, especially considering emerging risks
within our industry.

VIII. CONCLUSION

ISO 26262 is being integrated with V2X communication
systems to improve the reliability and safety of complex vehi-
cle networks. This is in recognition that the functional safety
standard must be expanded to accommodate the dynamic
nature of V2X environments. The research points out several
advantages that can be derived from this integration, such as
increased safety measures and better traffic control. It
identifies gaps within I1SO 26262 regarding V2X integration,
including cybersecurity, real-time data processing, and
interoperability.

These findings are contextualized against an evolving
trans-port landscape where V2X technology is increasingly
pivotal. The study’s recommendations for ISO 26262
extension are compared against current standards to show
continuity and innovation in advancing vehicular safety
protocols. It empha-sizes improved standards’ potential to
substantially lower auto-motive accidents and enhance traffic
efficiency. The discussion reflects how these extended
standards could act as catalysts for more robust integrated
global vehicular communication systems.

The researchers acknowledge their restrictions,
particularly due to the rapid pace at which technology
changes within V2X communication, thus possibly overtaking
efforts toward standardization. It is crucial that additional
research be carried out to investigate advanced cryptographic
measures aimed at beefing up security in V2X systems,
besides evaluating impacts brought about by emerging
technologies like 5G on the effectiveness and dependability of
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vehicle communica-tions. This research is of utmost
importance and should be prioritized, emphasizing the
urgency of the matter.

Extending 1SO 26262 with V2X aligns with modern

intel-ligent transport system technological imperatives and
signif-icantly improves safety levels across different vehicles
net-worked together. ISO 26262’s potential to adapt itself to
such developments reassures us about its adaptability,
opening up exciting prospects for future vehicular safety
standards. This marks a significant milestone toward the
worldwide realization of fully integrated, safe, and efficient
transportation systems, providing reassurance about the
adaptability of 1ISO 26262.
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