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Abstract:- In today's landscape, safeguarding sensitive
data is crucial for Organizations, but navigating data
protection regulations and ensuring compliance is
increasingly challenging. This research project explores
Organizations' hurdles in achieving data protection
compliance, offering insights to develop more effective
strategies. A survey via Google Forms gathered insights
from data protection experts and professionals, revealing
key challenges such as difficulty understanding complex
regulations, limited resources, and obstacles in
implementing compliance measures. The study also
reviewed the existing data protection regulatory
framework and relevant literature, uncovering a common
theme of confusion and a gap between regulatory
requirements and practical application across
Organizations. The research recognises that data
protection extends beyond regulatory compliance,
reflecting the evolving expectations of individuals and
customers regarding the ethical handling of their data.
This underscores the importance of data protection as
both a legal and ethical responsibility closely tied to
organisational reputation and public trust. The findings
highlight the need for more precise, accessible guidelines
and support mechanisms to bridge the gap between
regulatory demands and organisational implementation.
By addressing these challenges, Organizations can
strengthen their data protection measures, foster trust,
and ensure the security of sensitive information.

L INTRODUCTION

The increasing incidence of data breaches highlights the
urgent need for robust data protection measures due to their
severe impacts on Organizations. Data breaches lead to
financial losses, reputational damage, diminished customer
trust, and legal liabilities. For instance, the Equifax breach
2017 compromised the personal data of over 147 million
individuals, resulting in substantial financial and reputational
harm and a $700 million delicate and ongoing lawsuit (Bond
et al., 2017). The 2013 Target breach affected over 40 million
customers and caused significant financial and reputational
damage, leading to an $18.5 million fine and continued legal
challenges (Reuters, 2017). Sony Pictures Entertainment
faced a similar situation in 2014 when a breach exposed the
personal data of over 50 million people, incurring significant
financial and reputational losses and an $8 million fine (BBC,
2015). Furthermore, Yahoo’s breach from 2013 to 2014
affected over 3 billion accounts, causing extensive financial
damage and a $35 million fine, with ongoing legal
proceedings (Stempel, 2019). These cases underscore the
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critical need for effective data protection strategies to mitigate
risks and ensure regulatory compliance.

Challenge in compliance: Due to their complexity and
constant evolution, Organizations face significant hurdles in
complying with data protection regulations (Chhetri et al.,
2022). Regulations like the General Data Protection
Regulation (GDPR) and the California Consumer Privacy Act
(CCPA) impose stringent requirements on data security,
consent, privacy rights, and breach notifications (European
Commission, 2016; State of California Department of Justice,
n.d.). The primary challenges include understanding and
applying intricate regulations to specific business practices
(Chen et al, 2017), adapting to evolving legal and
technological changes and managing compliance across
multiple departments. These factors complicate compliance
efforts and require Organizations to stay updated and
coordinate effectively.

Examining the challenges Organizations face in
achieving data protection compliance is crucial for this
research project. Previous studies highlight several common
issues, including privacy and consent management, data
storage and security, cross-border data transfers, and the
impact of emerging technologies on compliance (Quach et al.,
2022).

Privacy and consent issues are significant, as
Organizations must navigate complex regulations to obtain
proper consent for collecting, using, and storing personal
data. Effective compliance strategies require a deep
understanding of privacy laws. Data storage and security
challenges involve implementing robust measures to protect
data from unauthorised access, loss, or alteration, including
encryption, access controls, and incident response
mechanisms.

Cross-border data transfers add complexity, particularly
with international regulations like the GDPR. Organizations
must manage differing data protection frameworks across
jurisdictions. Additionally, emerging technologies such as Al
machine learning, cloud computing, and the Internet of
Things introduce new data protection concerns.
Organizations must adapt compliance strategies to address
these technological advancements and ensure comprehensive
data protection (Lin, Tom CW, 2016). Support for
Compliance
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Navigating data protection compliance can be complex
due to the evolving nature of regulations, but various
resources and frameworks are available to assist
Organizations. These resources offer guidance, best practices,
and training to help Organizations meet compliance
obligations and implement effective data protection
measures.

The European Union General Data Protection
Regulation (GDPR) is a critical regulation regarded as the
most comprehensive data protection law globally. The GDPR
mandates obtaining explicit consent, providing individuals
access and control over their data, limiting data collection,
and ensuring robust data security. Organizations such as the
International Association of Privacy Professionals (IAPP)
and the Privacy Rights Clearinghouse offer valuable
resources and training to aid GDPR compliance (Chhetri et
al., 2022).

Similarly, the California Consumer Privacy Act (CCPA)
applies to Organizations handling personal information of
California residents, granting rights such as data access,
deletion, and opting out of data sales. The IAPP and Privacy
Rights Clearinghouse supports CCPA compliance with
resources and guidance.

The UK Data Protection Act (DPA) aligns with the
GDPR but includes UK-specific provisions. Organizations
can benefit from the support of the IAPP and Privacy Rights
Clearinghouse in complying with the DPA. These entities are
crucial for providing comprehensive resources, expert
knowledge, and practical tools to enhance compliance and
protect individuals' privacy rights.

Problem Statement: Organizations face significant
challenges in achieving data protection compliance, which
threatens the security and privacy of personal data. Despite
increased awareness and regulations, many Organizations
need help implementing and maintaining effective data
protection measures. Rising data breaches highlight this
issue, leading to severe financial penalties, reputational
damage, and loss of customer trust.

The complexity of the legal landscape, rapid
technological changes, and the need to navigate various
regulatory frameworks exacerbate these challenges. This
research project will tackle these compliance issues using a
case study methodology. It will investigate selected
Organizations to identify critical challenges, understand their
root causes, and propose practical solutions. By filling gaps
in current knowledge, the study seeks to provide evidence-
based recommendations to help Organizations enhance their
data protection practices.

» Research Questions:
To accomplish the objectives of this study, the following
research questions will be explored:

e What are the specific challenges Organizations encounter

in complying with data protection regulations? What
factors contribute to these challenges?
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e What support mechanisms, resources, and best practices
are available to assist Organizations in effectively meeting
the demands of data protection regulations and ensuring
compliance?

e How does this research project contribute to
understanding the importance of data protection
compliance? What evidence exists to support the
significance of this project?

e What are the reasons behind the prevalence of data
breaches, and how do they impact Organizations
regarding financial, reputational, and legal consequences?

e How have previous studies and researchers approached
the identification and exploration of challenges
Organizations face in meeting data protection compliance
requirements? Aim and Objectives of the Study: To
explore Organizations' challenges in achieving data
protection compliance and provide evidence-based
recommendations for effective strategies.

» Objectives of the Study

e To review and analyse regulatory requirements and
guidelines for data protection compliance, including
relevant regulations and frameworks.

e To critically evaluate existing research on compliance
challenges and organisational maturity in data protection
by analysing literature, frameworks, and models
highlighting barriers and success factors.

e To design and survey to gather data on Organizations'
specific compliance challenges.

e To analyse the survey data and develop evidence-based
recommendations for best practices and strategies to
improve data protection compliance and reduce risks
associated with data breaches.

» Background of the Study:

Data protection compliance is critical in today’s digital
world. This project, "Investigating Data Protection
Compliance Challenges," explores Organizations' difficulties
in meeting regulations like GDPR, CCPA, and DPA. These
regulations demand strict data safeguarding, but
Organizations often struggle with understanding and
implementing requirements such as consent, data security,
and cross-border transfers. By reviewing the literature and
conducting empirical research, this project seeks to identify
these challenges and propose practical solutions, ultimately
enriching the data protection field and providing actionable
recommendations to enhance compliance efforts.

» Overview of Data Protection and Compliance

Data protection and compliance are vital in the digital
age, requiring Organizations to secure personal data and
adhere to evolving regulations like GDPR, CCPA, and DPA
(Shahid et al., 2022; Privacy Rights Clearinghouse, 2019).
Key challenges include managing privacy, consent, data
security, cross-border transfers, and the impact of new
technologies. Failure to comply can result in legal penalties,
financial losses, reputational harm, and loss of customer trust
(State Government of Victoria, 2020). However, effective
compliance strengthens trust and data security. Organizations
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can utilise expert resources, such as Kuner and Martini’s
"Data Protection Compliance: A Practical Guide" (2018).

» The Challenges Faced by Organizations in Achieving
Compliance

Data protection compliance presents significant
challenges for Organizations navigating an evolving
regulatory landscape (Privacy Rights Clearinghouse, 2019).
Regulations like the General Data Protection Regulation
(GDPR), California Consumer Privacy Act (CCPA), and UK
Data Protection Act (DPA) impose stringent requirements,
profoundly influencing how Organizations manage data
(Stepenko et al., 2021; Schifer et al., 2022). Privacy and
consent are critical concerns, requiring Organizations to
balance respecting individual rights with their data needs.
Obtaining valid consent is particularly challenging due to the
various contexts in which data is collected (Stepenko et al.,
2021).

Data storage and security add further complexities.
Organizations must implement robust measures to protect
sensitive data from unauthorised access and breaches,
ensuring secure storage practices (Privacy Rights
Clearinghouse, 2019). Cross-border data transfers introduce
additional compliance difficulties, as Organizations must
navigate different legal frameworks and provide data
protection across jurisdictions. The rise of technologies like
Al 10T, and cloud computing exacerbates these challenges,
requiring Organizations to address privacy, security, and
ethical issues associated with these innovations.

Various sources, including the Privacy Rights
Clearinghouse report, Kushner and Martini’s practical guide,
and Rustad’s analysis, highlight these compliance
difficulties, offering guidance and strategies to help
Organizations achieve data protection compliance in a rapidly
changing environment.

Significance of Investigating Compliance Challenges
Understanding the challenges of achieving data protection
compliance is crucial due to its impact on Organizations and
individuals. Non-compliance can lead to severe financial
losses, including fines and operational disruptions, as well as
reputational damage and reduced customer trust (Chui et al.,
2018). For individuals, breaches can compromise personal
information, leading to risks like identity theft and financial
fraud (Privacy Rights Clearinghouse, 2019). Comprehensive
research into these compliance challenges is necessary to
identify root causes and develop effective risk mitigation
strategies. Such research can also help create best practices
and guidelines for improving compliance. Reports like PwC
(2020) highlight that only 35% of Organizations are fully
compliant, underscoring the need to explore these issues and
potential solutions further.

Overview of Regulatory Frameworks and Standards
Organizations in the digital landscape face various data
protection regulations and standards. Understanding these
frameworks is vital for compliance and risk mitigation. The
European Union General Data Protection Regulation (GDPR)
mandates stringent requirements for processing the personal
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data of EU residents, including consent rights, data subject
rights, breach notifications, and accountability, with penalties
of up to 4% of global annual turnover for non-compliance.
The California Consumer Privacy Act (CCPA) grants
California resident’s rights over personal information. It
requires transparency in data practices and provides opt-out
options for data sales, with significant penalties for non-
compliance (Privacy Rights Clearinghouse, 2019). The UK
Data Protection Act (DPA) complements the GDPR, and
international frameworks like the APEC Privacy Framework
and OECD Privacy Guidelines offer cross-border data
protection principles (Privacy et al., 2019).

II. LITERATURE REVIEW

Significance of Grasping Organizational Data
Protection Challenges Data breaches can severely affect
Organizations and individuals in today's digital landscape.
Financial losses, reputational damage, and loss of customer
trust are just a few examples of the detrimental impact
Organizations can face. By understanding the challenges
Organizations encounter in achieving data protection
compliance, this review seeks to contribute to the knowledge
and understanding of compliance practices (Li et al., 2019).

Exploring Challenges in Literature Review: The
literature review will systematically analyse relevant
scholarly articles, research studies, reports, and reputable
sources. These sources will be carefully selected to ensure
their relevance and credibility in addressing the research
question. The review will examine previous studies'
methodologies, approaches, and findings to identify and
analyse Organizations' challenges in achieving data
protection compliance.

Surveying Compliance Challenges in Organizational
Studies.

» Study 1: The Challenges of Data Protection Compliance:
A Literature Review Conducted by De Hert et al. (2012)

e Aim: To identify the critical challenges of data protection
compliance and explore the factors that contribute to these
challenges.

e Scope: This study examined the challenges of data
protection compliance broadly, covering various topics,
including the complexity of regulations, the lack of
resources and expertise, and the challenges of
implementing and maintaining effective compliance
measures.

e Objectives: This study's objectives were to identify the
critical challenges of data protection compliance, explore
the factors contributing to these challenges, and provide
recommendations for addressing them.

e Methodology: This study used a literature review to
identify the challenges of data protection compliance by
reviewing academic papers, reports, and other relevant
documents.
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Key Findings: The complexity of data protection
regulations poses a significant challenge for
Organizations. Insufficient resources and expertise hinder
Organizations' compliance efforts, and implementing and
maintaining effective compliance measures present
ongoing challenges.

Study 2: Compliance Challenges in the Digital Age: A
Survey of Australian Organizations Conducted by Gordon
etal (2015)

Aim: To identify the critical challenges of data protection
compliance in Australian Organizations and compare the
challenges faced by different types of Organizations.
Scope: This study focused on the challenges of data
protection compliance in Australian Organizations,
surveying a random sample to assess the importance of
various challenges.

Objectives: The objectives were to identify the critical
challenges of data protection compliance, compare
challenges faced by different Organizations, and identify
contributing factors.

Methodology: The study used a survey to assess
challenges faced by Australian Organizations in
complying with data protection regulations.

Key Findings: Common challenges include limited
resources and expertise, complex regulations, and
difficulties implementing and maintaining compliance
measures. Compliance challenges vary by organisation
size.

Study 3: The Challenges of Data Protection Compliance
in the Cloud Conducted by Smith and Swire (2014)

Aim: To identify the critical challenges of data protection
compliance in the cloud computing environment and
explore the factors that contribute to these challenges.
Scope: This study examined the challenges of data
protection compliance in the cloud computing
environment, using a case study approach to interview
cloud providers and Organizations using cloud services.
Objectives: The objectives were to identify the critical
challenges of data protection compliance in the cloud,
explore contributing factors, and provide
recommendations.

Methodology: The authors interviewed cloud providers
and Organizations using cloud services to identify the
critical challenges in this context.

Key Findings: Cloud computing introduces specific
challenges, such as assessing cloud provider security and
ensuring compliance with cross-border data transfer
regulations. Compliance challenges in the cloud depend
on the type of cloud service utilised.

Study 4: The Compliance Challenges of Big Data
Conducted by Solove (2013)

Aim: To identify the critical challenges of data protection
compliance in the age of artificial intelligence and explore
contributing factors.
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e Scope: This study examined the challenges of data
protection compliance in the context of big data,
reviewing the literature to identify critical challenges for
Organizations.

e Objectives: The objectives were to identify the critical
challenges of data protection compliance in big data,
explore contributing factors, and provide
recommendations.

e Methodology: The study used a conceptual analysis to
examine challenges in the context of big data by
reviewing existing literature on data protection and big
data.

e Key Findings: Big data presents challenges in managing
and identifying personal data within extensive datasets.
Compliance efforts must address regulations granting
individuals access to their data.

» Study 5: The Challenges of Data Protection Compliance

in the Age of Artificial Intelligence Conducted by Zimmer
(2018)

e Objective: This study investigates the challenges of data
protection compliance in the context of artificial
intelligence.

e Scope: This study examined the challenges of data
protection compliance in the age of artificial intelligence,
reviewing data protection regulations and case law.

e Objectives: The objectives were to identify the critical
challenges of data protection compliance in artificial
intelligence, explore contributing factors, and provide
recommendations.

e Methodology: The study used a legal analysis to examine
challenges in the context of artificial intelligence by
reviewing data protection regulations and case law.

e Key Findings: Artificial intelligence poses challenges in
comprehending how Al systems process personal data.
Compliance efforts must meet regulations granting
individuals control over their data. As Al systems
advance, compliance challenges are expected to increase.

Analysis of the Approaches Used to Identify and
Understand the Challenges

» Study 1: The Challenges of Data Protection Compliance:
A Literature Review

e Approach: The authors conducted a literature review to
identify the challenges of data protection compliance.
They reviewed academic papers, reports, and other
documents to identify Organizations' critical challenges in
complying with data protection regulations.

o Strengths: This straightforward approach allows for the
identification of a wide range of challenges by drawing on
existing research and expert opinions.

e Weaknesses: The quality and availability of literature
may limit the comprehensiveness of the identified
challenges.
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Study 2: Compliance Challenges in the Digital Age: A
Survey of Australian Organizations

Approach:  The authors surveyed Australian
Organizations' challenges in complying with data
protection regulations. They analysed a random sample of
Australian Organizations, and respondents were asked to
rate the importance of various challenges.

Strengths: This approach enables data collection from
many Organizations, providing a more comprehensive
understanding of the challenges faced in the Australian
context.

Weaknesses: The response rate to the survey may limit
the representativeness of the findings.

Study 3: The Challenges of Data Protection Compliance
in the Cloud

Approach: The authors adopted a case study approach to
examine the challenges of data protection compliance in
the cloud computing environment. They interviewed
cloud providers and Organizations utilising cloud services
to identify the key challenges.

Strengths: This approach allows for a deep understanding
of Organizations' challenges in cloud computing.
Weaknesses: The number of cases studied may limit the
generalizability of the findings.

Study 4: The Compliance Challenges of Big Data

Approach: The author employed a conceptual analysis to
examine the challenges of data protection compliance in
the context of big data. The big data and protection
literature was reviewed to identify Organizations' key
challenges.

Strengths: This approach allows for exploring challenges
through various literature sources, providing a
comprehensive understanding of the topic.

Weaknesses: The quality and availability of literature
may influence the comprehensiveness of the identified
challenges.

Study 5: The Challenges of Data Protection Compliance
in the Age of Artificial Intelligence

Approach: The author conducted a legal analysis to
examine the challenges of data protection compliance in
the age of artificial intelligence. The data protection
regulations and case law were reviewed to identify
Organizations' key challenges.

Strengths: This approach leverages the legal framework
to identify the challenges Organizations face in
complying with data protection regulations.

Weaknesses: The complexity of the legal framework may
pose challenges in fully understanding and interpreting
the implications for compliance.
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Common Challenges in Data Protection Compliance.

Compilation of the Challenges Identified in Previous

Studies

» Key Challenges Include:

Complexity of Regulations: The intricate requirements
of data protection laws like GDPR and CCPA make it
difficult for Organizations to interpret and meet legal
obligations (Privacy Rights Clearinghouse, 2019).
Limited Resources and Expertise: Many Organizations
need help to allocate sufficient resources and skilled
personnel for compliance due to financial constraints and
the competitive job market for data protection
professionals (Stepenko et al., 2021).

Implementation and Maintenance: Developing and
sustaining compliance measures, including data
management and breach response, requires robust policies
and ongoing updates to keep pace with regulatory changes
(Schafer et al., 2022).

Cross-Border Data Transfers: Transferring personal
data across borders presents challenges in navigating
international regulations and ensuring compliance,
mainly when dealing with multiple jurisdictions (Privacy
Rights Clearinghouse, 2019).

Data Security and Breach Response: Organizations
must establish strong security measures to protect data
and have comprehensive plans for responding to breaches,
including timely notification of affected individuals
(Stepenko et al., 2021).

Evolving Technology: Rapid technological
advancements, such as Al, IoT, and cloud computing,
introduce new risks and complexities, requiring
Organizations to continuously adapt their compliance
strategies (Schéfer et al., 2022).

Detailed Analysis of Each Identified Challenge.
Complexity of Data Protection Regulations

Definition: This challenge refers to the intricate and
extensive nature of data protection regulations, such as the
General Data Protection Regulation (GDPR), California
Consumer Privacy Act (CCPA), and others. The
regulations encompass various requirements, including
data subject rights, lawful bases for processing, data
minimisation, consent mechanisms, and cross-border data
transfers.

Characteristics: Data protection regulations are complex
because they comprehensively cover various aspects
related to personal data processing. Regulations often
consist of detailed provisions and legal terminology,
requiring Organizations to invest significant time and
resources in accurately understanding and interpreting the
requirements.
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Definition: This challenge relates to Organizations'
constraints in allocating sufficient resources and obtaining
the necessary expertise to establish and maintain adequate
data protection compliance measures.

Characteristics: Limited resources may manifest as
budgetary constraints, preventing Organizations from
investing in advanced technologies, robust security
measures, and dedicated personnel. The competitive job
market for data protection professionals adds complexity
as Organizations may struggle to attract and retain skilled
individuals. Inadequate expertise can hinder the
development of effective compliance strategies, impede
the identification and assessment of risks, and result in
incomplete or insufficient implementation of compliance
measures.
Implementation and Maintenance
Measures

of Compliance

Definition: This challenge involves the practical
execution and continuous maintenance of compliance
measures to meet data protection requirements.
Characteristics: Implementation and maintenance
require developing and deploying comprehensive
policies, procedures, and safeguards aligned with
regulatory obligations. This includes establishing data
collection, processing, storage, disposal, data subject
rights management, and breach response protocols.
Organizations must create an environment of continuous
compliance monitoring and adapt their measures to
changing regulatory expectations.

Cross-Border Data Transfers

Definition: Cross-border data transfers refer to the
movement of personal data between different
jurisdictions, often involving compliance with specific
regulatory requirements.

Characteristics: The challenge arises from assessing the
data protection standards in the originating and receiving
jurisdictions to ensure adequate protection during the
transfer. Compliance may require implementing
appropriate safeguards, such as standard contractual
clauses, binding corporate rules, or certification
mechanisms. Data Security and breach response.
Definition: This challenge encompasses protecting
personal data from unauthorised access, loss, or theft and
effectively responding to a data breach.

Characteristics: Data security involves implementing
technical and organisational measures to safeguard
personal data, including encryption, access controls,
regular security assessments, and employee awareness
programs. Organizations must establish incident response
plans to promptly detect, contain, and mitigate the impact
of data breaches. Compliance with breach notification
obligations to affected individuals and regulatory
authorities is crucial.
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Definition: This challenge pertains to the rapid
advancements in technology, such as artificial
intelligence, the Internet of Things (IoT), and cloud
computing, and the associated complexities they
introduce to data protection compliance.
Characteristics: Emerging technologies present unique
challenges due to their potential impact on personal data
privacy and security. Organizations must assess the risks
associated with these technologies, implement
appropriate safeguards, and ensure compliance with data
protection regulations.

Examination of Factors Contributing to Each Challenge
Complexity of Data Protection Regulations

Evolving legal landscape: Data protection regulations
undergo frequent updates and amendments, driven by
evolving societal needs, technological advancements, and
changing legal interpretations. This dynamic nature of
regulations adds to their complexity and challenges
Organizations to stay up-to-date and compliant.

Global variations: Data protection regulations vary
across jurisdictions, making compliance complex,
especially for Organizations operating in multiple
regions. Differences in legal frameworks, interpretations,
and cultural norms contribute to the complexity of
understanding and adhering to various requirements.

Limited Resources and Expertise

Resource allocation: Organizations often face limitations
in allocating sufficient financial resources to establish and
maintain robust data protection compliance measures.
Budgetary constraints may impede investment in
advanced technologies, staff training, and infrastructure
necessary for effective compliance.

Talent scarcity: The high demand for skilled data
protection professionals outpaces the available talent
pool. The shortage of expertise in data privacy laws, risk
management, security, and compliance further
exacerbates the challenge. Organizations struggle to
recruit and retain qualified professionals, hindering their
ability to manage compliance effectively.

Implementation and Maintenance
Measures

of Compliance

Organizational culture: Establishing a culture of
compliance within an organisation is crucial for
successfully implementing and maintaining data
protection measures. Resistance to change, lack of
stakeholder buy-in, and insufficient emphasis on
compliance can hinder effective implementation.

Operational complexity: Organizations with complex
data processing operations, multiple systems, and diverse
data flows face challenges in aligning their processes and
systems with the requirements of data protection
regulations. Integration difficulties, coordination across
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departments, and addressing legacy systems can pose
significant hurdles.

» Cross-Border Data Transfers

e Legal and regulatory variations: Different jurisdictions
have varying requirements and standards for cross-border
data transfers. Organizations must navigate a complex
landscape of international data transfer regulations,
including adequacy decisions, standard contractual
clauses, and other transfer mechanisms. Adhering to
multiple sets of rules increases the complexity and
compliance burden.

e Data localisation requirements: Some jurisdictions
impose restrictions or requirements on storing or
processing personal data within their borders. Complying
with data localisation laws adds complexity to cross-
border data transfers, as Organizations must ensure they
meet each jurisdiction's specific requirements.

» Data Security and Breach Response

e Sophisticated cyber threats: The evolving threat
landscape includes increasingly sophisticated cyber-
attacks, data breaches, and unauthorised access attempts.
Cybercriminals employ advanced techniques, such as
ransomware, social engineering, and zero-day exploits,
challenging Organizations' ability to protect personal data
effectively.

e Lack of comprehensive security measures: Insufficient
implementation of technical and organisational security
measures, such as encryption, access controls, and
intrusion detection systems, can leave vulnerabilities in
data protection practices. Inadequate incident response
planning and lack of regular security assessments
contribute to the challenge of safeguarding personal data.

» Evolving Technological Landscape

e Rapid technological advancements: The fast-paced
evolution of technology introduces new complexities in
data protection compliance. Emerging technologies, such
as artificial intelligence, machine learning, [oT, and cloud
computing, generate novel privacy risks and challenges
that Organizations must proactively address.

e Lack of privacy by design: Inadequate consideration of
privacy principles during developing and deploying new
technologies can contribute to privacy challenges. Failure
to incorporate privacy by design and default principles
can result in non-compliant data processing practices and
privacy breaches.

III. RESEARCH METHODOLOGY

This research utilises a survey-based approach to
investigate challenges in data protection compliance, offering
a robust method to gather insights from a diverse participant
pool. The survey will collect quantitative data through
structured questions, including closed-ended and Likert scale
items, facilitating a comprehensive analysis of compliance
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challenges (Yimam & Fernandez, 2016). A pilot study will
ensure the survey's validity and reliability, followed by
widespread distribution across various industries.

Despite an initial target of 150 participants, valuable
responses were obtained from approximately 80 participants,
providing meaningful insights. The survey data will be
analysed using statistical techniques such as descriptive,
correlation, and regression analyses to identify trends and
relationships. The findings will inform strategies to enhance
organisational compliance and reduce data breach risks
(Giacalone et al., 2018).

» Justification of the Survey-Based Approach.

The survey-based approach is chosen for this study due
to its effectiveness in investigating data protection
compliance challenges, as supported by a similar study,
"Surveying the Challenges of Data Protection Compliance in
the Healthcare Sector" by Antunes, Cardoso, and Mira da
Silva (2021). This study surveyed healthcare Organizations in
Portugal to explore compliance challenges, employing an
online questionnaire with 20 questions to assess difficulties
such as GDPR understanding, consent acquisition, data
security, and breach response.

This study's survey method allows for quantitative data
collection, providing a comprehensive view of compliance
challenges across various Organizations. This approach
enables efficient data gathering from a large sample, aligning
with the study's objectives to investigate and understand
specific organisational challenges in achieving data
protection compliance.

» Research Design

The study's survey design includes a structured
questionnaire  targeting data protection compliance
challenges, focusing on regulatory understanding, resource
allocation, implementation barriers, and organisational
maturity. The online survey ensures efficient data collection
and minimises biases associated with face-to-face
interactions (Groves, 2011).

Participants will be professionals and decision-makers
from various sectors, including healthcare, finance,
technology, and education—industries that handle sensitive
data. A purposive sampling technique will ensure diversity in
organisational size, industry, and location (Groves, 2011).
Participants will be recruited through professional networks,
industry associations, and online platforms, with invitations
clearly outlining the study's objectives and the importance of
their contribution (Schwarz et al., 2019).

» Data Collection Method

A structured questionnaire will be created to gather data
on Organizations' challenges in achieving data protection
compliance. It will feature 15-20 questions to address key
research objectives, covering regulatory understanding,
resource allocation, technological barriers, and organisational
maturity (Donnette et al., 2000).
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A pilot study will be conducted with a small, similar
group to the target population to ensure its effectiveness.
Feedback from this pilot will be used to refine the
questionnaire before its broader deployment. The final
questionnaire will include closed-ended questions for easy
quantification and Likert-scale questions to gauge
participants' agreement levels. Open-ended questions will
also capture qualitative insights and unanticipated issues,
offering a more nuanced understanding of data protection
compliance challenges (Leavy, 2022).

» Survey Administration

The survey was administered via Google Forms, which
offers a user-friendly data collection platform accessible on
various devices. Outreach efforts extended beyond traditional
methods, engaging with cybersecurity groups, professional
Organizations, and data protection forums on platforms like
LinkedIn. This approach ensured a diverse and representative
sample, enriching insights into compliance challenges
(Siedlecki, 2020).

Clear email invitations outlined the study's significance,
with reminders boosting participation (Sharma et al., 2021).
Confidentiality was prioritised, with minimal personal data
collected and analysis conducted at an aggregate level to
maintain anonymity.

» Ethical Considerations

The study adhered to strict ethical guidelines.
Participants received precise information about the study's
purpose, voluntary nature, and potential risks or benefits, with
informed consent obtained before participation. Data privacy
was ensured by storing information securely, anonymising
personal identifiers, and restricting access to the research
team. Participation was entirely voluntary, with the option to
withdraw without consequences. The survey questions were
carefully designed to avoid harm or discomfort, focusing
solely on the research objectives. The research team
maintained impartiality and objectivity, ensuring unbiased
data analysis and transparent reporting. Ethical approval was
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obtained from the University of Derby, upholding the study's
integrity and ethical standards.

Iv. RESULTS AND FINDINGS

The data collection for this research project utilised an
online survey administered through Google Forms, designed
to investigate the challenges Organizations face in data
protection compliance (Sesana et al., 2020). This approach
ensured efficient data collection and compatibility across
various devices, including desktops, tablets, and
smartphones. The goal was to gather responses from 100
participants, chosen to provide a diverse and substantial pool
of experts and professionals in data protection. The research
team targeted outreach to cyber security groups, professional
networks, and relevant communities to recruit participants.
Despite challenges in reaching exactly 100 participants due
to factors like time constraints and availability, the responses
received were substantial and engaged (Passos, 2021).

» Presentation of Findings:

The survey respondents' experience levels in their
current roles exhibit diverse diversity. Approximately 46% of
participants reported having 1-5 years of experience,
indicating a substantial presence of early-career professionals
in the data protection field. Additionally, around 26% of
respondents mentioned having 0-1 year of experience,
highlighting a notable influx of newcomers to the profession.

Furthermore, approximately 17% of participants
reported having 6-10 years of experience, signifying a
significant group of mid-career professionals. Interestingly, a
few respondents (around 4%) stated having 15+ years of
experience, representing seasoned experts with extensive
backgrounds in data protection. The variations in experience
levels among the survey participants offer valuable insights
into the composition of the data protection profession. They
will aid in comprehending the distinct challenges
professionals face at different stages of their careers (Sesana
et al., 2020).

Years employed
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0-1 year 1-5 years 10-15 years 15+ years B8-10 years
Fig 1 Years Employed
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The survey captured various professional roles within
Organizations, reflecting the complexity of data protection
compliance challenges. Cybersecurity professionals were the
largest group, making up about 34% of respondents,
highlighting their crucial role in data security (Johnston et al.,
2021). Around 26% of technical professionals underscored
the importance of technical expertise in maintaining data
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protection systems. Managerial roles constituted 17%,
indicating the vital role of leadership in enforcing
compliance. End users comprise approximately 12% of the
participants and are crucial to adhering to data protection
protocols. Legal professionals made up about 5%, providing
essential guidance on regulatory compliance.

Professional Role

20
15
10
5
0
Other Managerial Cybersecurity
role professional

End users Technical Legal

professional  professional

Fig 2 Professional Roles

The majority of survey participants indicated that they
work for medium-sized companies (50-500 employees), with
26 respondents falling into this category. Small companies
(less than 50 employees) were the second most common

category, with 15 participants working in such Organizations.
A smaller group of 9 respondents reported being employed in
large corporations (more than 500 employees).

Small company (less
than 50 employees)

Medium-sized
company (50-500
employeeas)

Large corporation
(More than 500
employees )

Size of Organization
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20 30

Fig 3 Size of the Organizations
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The responses to the question regarding the clarity of
data compliance policies and procedures in participants'
Organizations showed a range of opinions. Most respondents
(19 out 0f 47) strongly agreed or rated their agreement as very
high, indicating that their Organizations have clear policies
and procedures to ensure data compliance. Additionally, 14
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participants expressed a moderate or neutral stance on the
statement, suggesting a balanced view or a lack of strong
opinion on the clarity of policies. On the other hand, 5
participants disagreed or rated their disagreement as low,
indicating dissatisfaction with the existing policies or
uncertainty about their effectiveness.

Clarity of data compliance policies and procedures

Fig 4 Clarity of Data Compliance Policies and Procedures

The survey revealed generally positive perceptions of
training and knowledge about data compliance regulations.
Of 47 respondents, 30 agreed or strongly agreed that they felt
well-trained and informed, indicating practical training and
resources (Johnston et al., 2021). However, 11 participants

were neutral or moderately positive, suggesting room for
improvement in training programmes. Six respondents
disagreed or were dissatisfied, highlighting potential gaps in
training or information access.

Strongly disagree or very weak

Strongly Agree

MNeutral or Moderate/Medium

Disagree or Low

Agree or High

0 2
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Fig 5 Perception of Training and Knowledge
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Approximately half of the respondents (27 out of 53)
rated their organization’s measures as very practical or
effective, indicating a positive outlook on their data
protection practices (Ojifinni et al., 2019). However, a
sizeable portion (13 out of 53) expressed moderate views,
suggsting potential areas for improvement. Additionally, a
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small group (7 out of 53) considered their organization’s
measures ineffective or very ineffective, highlighting the
need for better data protection strategies. These findings
emphasise the significance of continuously evaluating and
enhancing data protection practices to ensure robust
safeguards for sensitive information within Organizations.

Very ineffective

Very effective

Moderately effective

Ineffective

Effective

0 2 4

&

8 10 12 14 16 18

Fig 6 Effectiveness of Organizations in Implementing Measures

The responses to Organizations' challenges in ensuring
data accuracy and validity reveal various participant
perceptions. Many respondents (23 out of 50) needed help
maintaining data accuracy and validity. This suggests that
while some efforts are in place, there is room for
improvement to enhance data integrity within these
Organizations. Additionally, many participants (14 out of 50)

indicated facing high or very high challenges, underscoring
the complexity of ensuring accurate and valid data. On the
other hand, a smaller group (5 out of 50) reported
encountering low difficulties, while a few respondents (8 out
of 50) considered facing very low challenges in this regard
(Allen, 2021).

(blank)
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Fig 7 Challenges Faced by Organizations in Ensuring Data Accuracy and Validity
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The responses to the question on the adaptability of
Organizations' data protection measures to the changing
threat landscape revealed a mixed outlook. While a
significant number of participants (25 out of 50) indicated
that their Organizations' measures are generally effective in
adapting to changing threats, 15 participants expressed a
higher confidence level, stating that their measures are highly
adaptive. However, a smaller group (8 out of 50) believed that

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/IJISRT24AUG1583

improvements could be made to address evolving threats
better, and 2 participants mentioned struggles in keeping up
with changing threats (Carrier et al., 2020). These findings
emphasise the importance of ongoing efforts to enhance data
protection strategies and agility, ensuring Organizations can
effectively mitigate emerging cybersecurity risks and
maintain robust data protection compliance.

25

15

10

Adequacy in training and knowledge

Fig 8 Adequacy in Training and Knowledge

» Findings Presented about Research Questions

The responses show that past data breach incidents have
been valuable learning experiences for Organizations.
Lessons learned include the critical importance of proactive
data protection measures, the need for continuous employee
training on data compliance, and the significance of incident
response planning (Dar et al., 2020). These incidents have

influenced Organizations to allocate more resources and
support to enhance data protection compliance, including
investments in advanced cybersecurity tools, regular security
audits, and staff training. The emphasis on vigilance and
proactive  measures  highlights the  Organizations'
commitment to safeguarding sensitive information and
compliance with data protection regulations.

Rate of Effective Implementations
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Effective Very effective Very ineffective Moderately effective Ineffective
Fig 9 Rate of Effective Implementation
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Based on the responses, non-compliance with data
protection regulations in Organizations poses various
significant consequences and risks. These include the
potential for data breaches, leading to financial losses, legal
penalties, and reputational damage. Non-compliance may
also result in the loss of customer trust, hinder business

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/IJISRT24AUG1583

opportunities, and attract increased scrutiny from regulatory
authorities. Organizations prioritise strong compliance
measures, regular security audits, and employee training to
address these risks, uphold data protection regulations, and
safeguard sensitive information (Chaudhuri, 2016).

25
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10

Moderate
challenges

Very low
challenges

Extent of facing challenges in ensuring data accuracy and
validity.

Low challenges

Very high
challenges

High challenges

Fig 10 Extent of Challenges

Excellent

Fig 11 Non-Compliance with Data Protection Regulations

Most respondents indicated they do not find specific
data compliance regulations particularly challenging to
implement in their Organizations. Regulations like GDPR,
CCPA, and POPIA require ongoing efforts in data protection,
consent management, and data security. Essential strategies
mentioned include training, regular audits, and staying
updated with evolving regulations. However, some
respondents reported no specific challenges or found their

IJISRT24AUG1583

compliance efforts satisfactory. Key challenges include
difficulties implementing technical solutions, employee
resistance, and regulatory complexity (Aslam et al., 2022).
While management support and resource constraints were
seen as less critical, addressing technical implementation,
fostering a compliance culture, and navigating complex
regulations are crucial for achieving robust data compliance
and protecting sensitive information effectively.
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» Data Analysis and Interpretation

The survey findings indicate that employee awareness
of data compliance regulations is generally high, reflecting
Organizations' successful training and communication
efforts. Regular training and awareness programmes
reinforce data compliance and ensure employees understand
regulations, risks, and best practices. However, challenges
persist, particularly in implementing technical solutions for
data compliance, which was identified as a significant
obstacle. Employee resistance and the complexity of
regulations also need to be improved. Despite these
challenges, management support was seen as less
problematic, suggesting that most Organizations have robust
management backing for compliance initiatives. Resource
constraints were perceived as minimal, indicating adequate
resource allocation for compliance efforts. While employee
awareness and training are strong, addressing technical
implementation issues and regulatory complexities remains
crucial for maintaining a robust data compliance culture and
safeguarding sensitive information effectively (Aslam et al.,
2022).

» Comparison with Existing Studies

A literature review on data compliance reveals that
challenges such as resource constraints, regulatory
complexity, and employee resistance are consistently
reported across studies. Essential privacy laws like GDPR,
CCPA, and HIPAA are frequently highlighted. Our study
confirms these challenges and echoes findings on fostering a
data protection culture (Cunningham, 2016). However, we
offer new insights into the moderate impact of implementing
technical solutions, suggesting it may be less challenging than
resource issues or regulatory complexity. Additionally, some
Organizations report fewer compliance challenges, indicating
effective systems and practices. Our research aligns with
existing studies while providing unique perspectives,
contributing to a deeper understanding of data compliance
practices and emphasising the need for ongoing efforts to
tackle compliance challenges effectively.

V. DISCUSSION

In this section, we analyse survey results on data
compliance within our organisation, focusing on factors
impeding full compliance and examining patterns across
departments. Key challenges include insufficient resources
and complex regulations, deemed critical obstacles to data
protection efforts (Alzahrani, 2021). Addressing these issues
is essential for improving compliance strategies.
Additionally, "employee resistance to compliance measures"
emerged as a significant concern, suggesting the need for
targeted communication and training to align employees with
data protection goals.

Conversely, factors such as "effective technical
solutions" and "employee collaboration and communication"
were less challenging, indicating that current measures in
these areas are adequate. Leveraging these successful
practices can enhance overall compliance across the
organisation. The analysis underscores the importance of
addressing resource allocation, regulatory complexity, and
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employee resistance while reinforcing successful practices to
improve data protection measures and compliance (The
World Bank, 2023).

VI PRACTICAL IMPLICATIONS AND
RECOMMENDATIONS

The study’s findings have important implications for
Organizations' data compliance strategies. Identifying key
obstacles, such as resource constraints and complex
regulations, highlights areas needing immediate focus and
resource allocation. Organizations should prioritise
addressing these challenges by investing in resources and
streamlining compliance processes to improve data
protection and reduce non-compliance risks (AlKalbani et al.,
2017). Factors contributing to high compliance, such as
effective technical solutions and strong employee
collaboration, also emphasise the need for robust technical
infrastructure and a culture of shared responsibility.

Organizations should conduct regular training to
enhance data compliance programmes, overcome employee
resistance and stay informed about evolving data protection
regulations (Tahaei et al., 2022). They should also invest in
advanced technical solutions like attribute-based access
control and encryption. Organizations operating under
multiple regulatory frameworks, such as GDPR and CCPA,
must carefully analyse and implement each regulation’s
requirements. Regular audits and proactive compliance
monitoring are crucial for identifying and addressing gaps (Li
et al., 2019).

» Theoretical Implications and Future Research

This study enhances the existing literature on data
protection compliance by linking its findings to theories of
organisational behaviour, compliance management, and
information security. For example, employee resistance to
compliance measures aligns with theories on human
behaviour and organisational change (Hoofnagle et al., 2019).
By integrating these insights, Organizations can better align
their strategies with theoretical frameworks to improve data
protection.

The study significantly contributes to the field by
detailing specific compliance challenges and offering a
nuanced understanding of data protection complexities
(Kotsios et al., 2019). It provides a valuable reference for
benchmarking and developing data compliance models
tailored to various contexts. Future research could explore
case studies of Organizations with exemplary compliance
practices, technologies like Al and blockchain impact on data
compliance (Nouwens et al., 2020), and cross-cultural
differences in compliance attitudes.

VIIL. LIMITATIONS

This research acknowledges several limitations that may
affect the interpretation and generalisability of its findings.
The sample size, limited to approximately 100 participants,
may not fully represent the broader population, potentially
restricting the generalisability of results. The reliance on self-
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reported survey data introduces the risk of response bias,
where participants may present socially desirable answers or
misstate challenges. Additionally, with its inherent
limitations, the survey format might need to capture the
nuanced or complex aspects of data protection compliance.
Time constraints could limit the depth of data collection and
analysis, while variations in response rates may introduce
non-response bias.

VIIIL. CONCLUSION AND FUTURE WORKS

Practical training, resource allocation, and technical
solutions boosted compliance levels. The research
underscores the importance of management commitment and
employee engagement in fostering a culture of compliance.
Continuous training and advanced technical solutions are
crucial for navigating complex regulations. The study also
provided valuable insights for Organizations to enhance their
compliance strategies. It addressed objectives by analysing
regulatory frameworks and existing research and conducting
a survey-based investigation, culminating in a comprehensive
understanding of compliance challenges and solutions.

> Future Works

Future studies could explore the root causes of
employee resistance to compliance and practical strategies to
address it. Longitudinal research tracking changes in
compliance levels and their impact on data breaches could
provide a deeper understanding of compliance dynamics.
Investigating various training approaches and organisational
culture’s influence on compliance attitudes may enhance
training programs. Additionally, examining sector-specific
and regional experiences could offer diverse perspectives on
compliance challenges. Future research should also explore
how emerging technologies, like Al and blockchain, can
improve compliance processes and data security.

REFERENCES

[1]. ALERT. (n.d.). Available at:
https://www.brotherssmithlaw.com/wp-
content/uploads/2020/05/ALERT-The-California-
Consumer-Privacy-Act-Updated-May-2020.pdf
[Accessed 3 Aug. 2023].

[2]. AlKalbani, A., Deng, H., Kam, B. and Zhang, X.
(2017). Information Security Compliance in
Organizations: An Institutional Perspective. Data and
Information Management, [online] 1(2), pp.104—114.
doi: https://doi.org/10.1515/dim-2017-0006

[3]. Allen, A. L. (2021) “HIPAA at 25 - A Work in
Progress.” Available at: https://papers.ssrn.com/
abstract=4022671 (Accessed: August 20, 2023).

[4]. Alzahrani, L. (2021). Factors Impacting Users’
Compliance with Information Security Policies: An
Empirical Study. International Journal of Advanced
Computer Science and Applications, 12(10). doi
https://doi.org/10.14569/ijacsa.2021.0121049.

IJISRT24AUG1583

[5].

[11].

[14].

[15].

WWW.ijisrt.com

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/IJISRT24AUG1583

Anon, (n.d.). The 2019 IAPP-EY Privacy Governance
Report was released at PSR. [online] Available at:
https://iapp.org/news/a/2019-iapp-ey-privacy-
governance-report-released-at-psr/ [Accessed 3 Aug.
2023].

Aslam, M. et al. (2022) “Getting smarter about smart
cities: Improving data security and privacy through
compliance,” Sensors (Basel, Switzerland), 22(23), p.
9338. doi 10.3390/522239338.

BBC (2015). Sony pays up to $8m over employees’
hacked data. BBC News. [online] 21 Oct. Available at:
https://www.bbc.com/news/business-34589710.
Bond, M., Human, K. and Kwon, N. (n.d.). Analysis
and Implications for Equifax Data Breach. [online]
Available at: http://cs.ucf.edu/~mohaisen/doc/
teaching/cap5150/fall2022/cap5150-proj2.pdf.
Bottoms, A. (2019) “Understanding compliance with
laws and regulations: A mechanism-based approach,”
in  Financial Compliance. =~ Cham:  Springer
International Publishing, pp. 1-45.

Carrier, B. et al. (2020) “Validity and reliability of
physiological data in applied settings measured by
wearable technology: A rapid systematic review,”
Technologies, 8(4), p. 70. doi 10.3390/
technologies8040070.

Centre for Intellectual Property and Information
Technology law. (2021). Data Protection (Compliance
and Enforcement) Regulations 2021: Key
Considerations - Centre for Intellectual Property and
Information Technology law. [online] Available at:
https://cipit.strathmore.edu/data-protection-
compliance-and-enforcement-regulations-2021-key-
considerations/.

Chaudhuri, A. (2016) “Internet of things data
protection and privacy in the era of the General Data
Protection Regulation,” Journal of Data Protection &
Privacy, 1(1), pp. 64-75. Available at:
https://www.ingentaconnect.com/content/hsp/jdpp/20
16/00000001/00000001/art00009.

Chen, Jim Q., and Allen Benusa. "HIPAA security
compliance challenges: The case for small healthcare
providers." International Journal of Healthcare
Management 10, no. 2 (2017): 135-146.

Chbhetri, T.R., Kurteva, A., DeLong, R.J., Hilscher, R.,
Korte, K. and Fensel, A. (2022). Data Protection by
Design Tool for Automated GDPR Compliance
Verification Based on Semantically Modeled
Informed Consent—sensors, 22(7), p.2763. Doi
https://doi.org/10.3390/s22072763.

Chhetri, T.R., Kurteva, A., DeLong, R.J., Hilscher, R.,
Korte, K. and Fensel, A. (2022). Data Protection by
Design Tool for Automated GDPR Compliance
Verification Based on Semantically Modeled
Informed Consent. Sensors, 22(7), p.2763. doi
https://doi.org/10.3390/s22072763.

Cunningham, E. (2016). Handling Resistance to
Technological Change in the Workforce. [online]
Unicorn HRO. Available at: https://unicornhro.com/
blog/handling-resistance-to-technological-change-in-
the-workforce/.

2145


https://doi.org/10.38124/ijisrt/IJISRT24AUG1583
http://www.ijisrt.com/
https://doi.org/10.1515/dim-2017-0006
https://papers.ssrn.com/
https://doi.org/10.14569/ijacsa.2021.0121049
http://cs.ucf.edu/~mohaisen/doc/%20teaching/cap5150/fall2022/cap5150-proj2.pdf
http://cs.ucf.edu/~mohaisen/doc/%20teaching/cap5150/fall2022/cap5150-proj2.pdf
https://cipit.strathmore.edu/data-protection-compliance-and-enforcement-regulations-2021-key-considerations/
https://cipit.strathmore.edu/data-protection-compliance-and-enforcement-regulations-2021-key-considerations/
https://cipit.strathmore.edu/data-protection-compliance-and-enforcement-regulations-2021-key-considerations/
https://doi.org/10.3390/s22072763
https://doi.org/10.3390/s22072763
https://unicornhro.com/%20blog/handling-resistance-to-technological-change-in-the-workforce/
https://unicornhro.com/%20blog/handling-resistance-to-technological-change-in-the-workforce/
https://unicornhro.com/%20blog/handling-resistance-to-technological-change-in-the-workforce/

Volume 9, Issue 8, August — 2024
ISSN No:-2456-2165

[17].

[18].

[19].

[20].

[21].

[22].

[23].

[24].

[25].

[26].

[27].

[28].

[29].

IJISRT24AUG1583

Dabrowski, A. et al. (2019) “Measuring cookies and
web privacy in a post-GDPR world,” in Passive and
Active Measurement. Cham: Springer International
Publishing, pp. 258-270.

Dar, M. H. et al. (2020) “Gender-focused training and
knowledge enhance the adoption of climate resilient
seeds,” Technology in society, 63(101388), p. 101388.
doi: 10.1016/j.techsoc.2020.101388.

decube.io. (n.d.). describe | Data Governance and
Compliance - Beginner’s Guide, Examples, and
Concepts. [online] Available at:
https://decube.io/post/data-governance-and-
compliance-concepts [Accessed 5 Aug. 2023].
Demetzou, K. (2019) “Data Protection Impact
Assessment: A tool for accountability and the
unclarified concept of ‘high risk’ in the General Data
Protection Regulation,” Computer Law and Security
Report, 35(6), p. 105342, doi
10.1016/j.clsr.2019.105342.

Donnette, Q. et al. (no date) Maastrichtuniversity.nl.
Available at: http://qdaii-fasos.maastrichtuniversity
.n1/20152016/GreenOffice02/wp-content/uploads/
2016/03/Research-Design-Green-Office.pdf
(Accessed: August 19, 2023).

European Commission (2016). Data protection in the
EU. [online] commission.europa.eu. Available at:
https://commission.europa.eu/law/law-topic/data-
protection/data-protection-eu_en.

GDPR (2018). General Data Protection Regulation
(GDPR). [online] General Data Protection Regulation
(GDPR). Available at: https://gdpr-info.eu/.
Giacalone, M., Cusatelli, C. and Santarcangelo, V.
(2018) “Big data compliance for innovative clinical
models,” Big data research, 12, pp. 35-40. doi
10.1016/j.bdr.2018.02.001.

Groves, R. M. et al. (2011) Survey Methodology. John
Wiley & Sons.

Hoofnagle, C. J., van der Sloot, B. and Borgesius, F.
Z. (2019) “The European Union general data
protection regulation: what it is and what it means,”
Information & communications technology law,
28(1), pp.- 65-98. doi 10.1080/13600834.2019.
1573501.

Johnston, L. D. et al. (2021) Key findings on
adolescent drug use, Umich.edu. Available at:
https://deepblue.lib.umich.edu/bitstream/handle/2027
42/171751/mtf-overview2021.pdf (Accessed: August
19, 2023).

Kotsios, A. et al. (2019) “An analysis of the
consequences of the General Data Protection
Regulation on social network research,” ACM
transactions on social computing, 2(3), pp. 1-22. doi
10.1145/3365524.

Leavy, P. (2022) Research design: Quantitative,
qualitative, mixed methods, arts-based, and
community-based participatory research approaches.
New York, NY: Guilford Publications.

[30].

[32].

[36].

[38].

[40].

[41].

[42].

WWW.ijisrt.com

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/IJISRT24AUG1583

Lenhard, J., Fritsch, L. and Herold, S. (2017) “A
literature study on privacy patterns research,” in 2017
43rd Euromicro Conference on Software Engineering
and Advanced Applications (SEAA). IEEE, pp. 194—
201.

Li, H., Yu, L. and He, W. (2019) “The impact of GDPR
on global technology development,” Journal of Global
Information Technology Management, 22(1), pp. 1-6.
Available at:  https://doi.org/10.1080/1097198x.
2019.1569186.

Li, H., Yu, L. and He, W. (2019) “The impact of GDPR
on global technology development,” Journal of Global
Information Technology Management, 22(1), pp. 1-6.
doi: 10.1080/1097198x.2019.1569186.

Lin, Tom CW. "Compliance, technology, and modern
finance." Brook. J. Corp. Fin. & Com. L. 11 (2016):
159.

Mahanti, R. (2021) “Data Governance and
Compliance,” in Data Governance and Compliance.
Singapore: Springer Singapore, pp. 109-153.
Meeting the challenges of big data: A call for
transparency, user control, data protection by design,
and  accountability.  (2015).  Available at:
https://edps.europa.eu/sites/edp/files/publication/15-
11-19 big data_en.pdf.

Nouwens, M. et al. (2020) “Dark patterns after the
GDPR: Scraping consent pop-ups and demonstrating
their influence,” in Proceedings of the 2020 CHI
Conference on Human Factors in Computing Systems.
New York, NY, USA: ACM.

Ojifinni, K., Motara, F. and Laher, A. E. (2019)
“Knowledge, attitudes and perceptions regarding
basic life support among teachers in training,” Cureus.
doi: 10.7759/cureus.6302.

Passos, K. (2021) “Compliance with Brazil’s new data
privacy legislation: What us companies need to
know,” SSRN Electronic Journal. Doi
10.2139/ssrn.3777357.

Peloquin, D. et al. (2020) “Disruptive and avoidable:
GDPR challenges to secondary research uses of data,”
European Journal of Human Genetics: EJHG, 28(6),
pp. 697-705. doi: 10.1038/s41431-020-0596-x.
Poller, J. and Analyst, S. (n.d.). The Need for Data
Compliance in Today’s Cloud Era 1 The Need for Data
Compliance in Today’s Cloud Era the Need for Data
Compliance in Today’s Cloud Era 2. [online]
Available at: https://www.ibm.com/downloads/cas/
YYLVQWE2 [Accessed 7 Aug. 2023].
PricewaterhouseCoopers (n.d.). A privacy reset —
from compliance to trust-building. [online] PwC.
Available at: https://www.pwc.com/us/en/services/
consulting/cybersecurity-risk-regulatory/library/
privacy-reset.html.

Privacyrights.org. (2017). Data Breaches | Privacy
Rights Clearinghouse. [online] Available at:
https://privacyrights.org/categories/data-breaches
[Accessed 18 Jan. 2020]

2146


https://doi.org/10.38124/ijisrt/IJISRT24AUG1583
http://www.ijisrt.com/
http://qdaii-fasos.maastrichtuniversity/
https://commission.europa.eu/law/law-topic/data-protection/data-protection-eu_en
https://commission.europa.eu/law/law-topic/data-protection/data-protection-eu_en
https://gdpr-info.eu/
https://doi.org/10.1080/1097198x
https://edps.europa.eu/sites/edp/files/publication/15-11-19_big_data_en.pdf
https://edps.europa.eu/sites/edp/files/publication/15-11-19_big_data_en.pdf
https://www.ibm.com/downloads/cas/
https://www.pwc.com/us/en/services/%20consulting/cybersecurity-risk-regulatory/library/%20privacy-reset.html
https://www.pwc.com/us/en/services/%20consulting/cybersecurity-risk-regulatory/library/%20privacy-reset.html
https://www.pwc.com/us/en/services/%20consulting/cybersecurity-risk-regulatory/library/%20privacy-reset.html

Volume 9, Issue 8, August — 2024
ISSN No:-2456-2165

[43].

[44].

[45].

[46].

[47].

[48].

[49].

[50].

[51].

[52].

[53].

[54].

IJISRT24AUG1583

Quach, S., Thaichon, P., Martin, K.D., Weaven, S. and
Palmatier, R.W. (2022). Digital technologies: tensions
in privacy and data. Journal of the Academy of
Marketing  Science, [online] 50(1).  Doi
https://doi.org/10.1007/s11747-022-00845-y.
research.aimultiple.com. (n.d.). Data Compliance in
2023: Best Practices & Challenges. [online] Available
at: https://research.aimultiple.com/data-compliance/
#:~:text=This%20is%20essential%20in%20ensuring
[Accessed 1 Aug. 2023].

Reuters (2017). Target Settles 2013 Hacked Customer
Data Breach For $18.5 Million. [online] NBC News.
Available at: https://www.nbcnews.com/business/
business-news/target-settles-2013-hacked-customer-
data-breach-18-5-million-n764031.

Schifer, F., Gebauer, H., Groger, C., Gassmann, O.
and Wortmann, F. (2022). Data-driven business and
data privacy: Challenges and measures for product
companies. Business Horizons. doi
https://doi.org/10.1016/j.bushor.2022.10.002.
Schwarz, C. G. et al. (2019) “Identification of
anonymous MRI research participants with face-
recognition software,” The New England Journal of
Medicine,  381(17), pp. 1684-1686.  doi:
10.1056/nejmc1908881.

Security  Sector integrity. (n.d.). Regulatory
Frameworks. [online] Available at:
https://securitysectorintegrity.com/standards-and-
regulations/procurement-monitoring-evaluation/.
Sesana, M. M., Rivallain, M. and Salvalai, G. (2020)
“Overview of the available knowledge for the data
model definition of a Building Renovation Passport
for non-residential buildings: The ALDREN project
experience,” Sustainability, 12(2), p. 642. doi:
10.3390/5u12020642.

Shahid, J., Ahmad, R., Kiani, A.K., Ahmad, T., Saeed,
S. and Almuhaideb, A.M. (2022). Data Protection and
Privacy of the Internet of Healthcare Things (IoHTs).
Applied Sciences, [online] 12(4), p.1927. doi
https://doi.org/10.3390/app12041927.

Sharma, A. et al. (2021) “A consensus-based checklist
for reporting of survey studies (CROSS),” Journal of
General Internal Medicine, 36(10), pp. 3179-3187.
doi 10.1007/511606-021-06737-1.

Siedlecki, S. L. (2020) “Understanding descriptive
research designs and methods,” Clinical nurse
Specialist ~ CNS,  34(1), pp. 8-12. doi
10.1097/nur.0000000000000493.

State Government of Victoria (2020). Data collection
challenges and improvements. [online]
www.vic.gov.au. Available at: https://www.vic.gov.
au/victorian-family-violence-data-collection-
framework/data-collection-challenges-and-
improvements.

State of California Department of Justice (2023).
California Consumer Privacy Act (CCPA). [online]
State of California - Department of Justice - Office of
the Attorney General. Available at:
https://oag.ca.gov/privacy/ccpa.

[55].

[57].

[58].

[60].

WWW.ijisrt.com

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/IJISRT24AUG1583

Stempel, J. (2019). Yahoo struck a $117.5 million data
breach settlement after the earlier accord was rejected.
Reuters.  [online] 9  Apr. Available at:
https://www.reuters.com/article/us-verizon-yahoo-
idUSKCNIRL1HI.

Stepenko, V., Dreval, L., Chernov, S., & Shestak, V.
(2021). EU Personal Data Protection Standards and
Regulatory Framework. Journal of Applied Security

Research, 1-14. https://doi.org/10.1080/19361610.
2020.1868928
Tahaei, M., Li, T. and Vaniea, K. (2022)

“Understanding privacy-related advice on Stack
Overflow,” Proceedings on Privacy Enhancing
Technologies, 2022(2), pp. 114-131. doi:
10.2478/popets-2022-0038.

The Emergence of Al and IoT on Cloud Computing:

Evolution, Technology, Future Research and
Challenges. (2019). Computer Engineering and
Intelligent Systems. doi https://doi.org/10.7176/

ceis/10-7-03.

The World Bank (2023). Data protection and privacy
laws | Identification for Development. [online]
id4d.worldbank.org. Available at:
https://id4d.worldbank.org/guide/data-protection-
and-privacy-laws.

Truong, N. B. et al. (2020) “GDPR-compliant
personal data management: A blockchain-based
solution,” IEEE Transactions on Information
Forensics and Security, 15, pp. 1746-1761. doi:
10.1109/ti5.2019.2948287.

U.S. Department of Health & Human Services. (2019,
January 4). Health Information Privacy. HHS.gov.
https://www.hhs.gov/hipaa/index.html
www.sciencedirect.com. (n.d.). Regulatory
Framework - an overview | ScienceDirect Topics.
[online] Available at: https://www.sciencedirect.com/
topics/earth-and-planetary-sciences/regulatory-
framework#:~:text=Regulatory%20frameworks%20d
iffer%20in%20the [Accessed 2 Aug. 2023].

Yimam, D. and Fernandez, E. B. (2016) “A survey of
compliance issues in cloud computing,” Journal of
internet services and Applications, 7(1). doi
10.1186/s13174-016-0046-8.

2147


https://doi.org/10.38124/ijisrt/IJISRT24AUG1583
http://www.ijisrt.com/
https://doi.org/10.1007/s11747-022-00845-y
https://research.aimultiple.com/data-compliance/
https://www.nbcnews.com/business/%20business-news/target-settles-2013-hacked-customer-data-breach-18-5-million-n764031
https://www.nbcnews.com/business/%20business-news/target-settles-2013-hacked-customer-data-breach-18-5-million-n764031
https://www.nbcnews.com/business/%20business-news/target-settles-2013-hacked-customer-data-breach-18-5-million-n764031
https://doi.org/10.1016/j.bushor.2022.10.002
https://securitysectorintegrity.com/standards-and-regulations/procurement-monitoring-evaluation/
https://securitysectorintegrity.com/standards-and-regulations/procurement-monitoring-evaluation/
https://doi.org/10.3390/app12041927
https://oag.ca.gov/privacy/ccpa
https://www.reuters.com/article/us-verizon-yahoo-idUSKCN1RL1H1
https://www.reuters.com/article/us-verizon-yahoo-idUSKCN1RL1H1
https://doi.org/10.1080/19361610.%202020.1868928
https://doi.org/10.1080/19361610.%202020.1868928
https://doi.org/10.7176/%20ceis/10-7-03
https://doi.org/10.7176/%20ceis/10-7-03
https://id4d.worldbank.org/guide/data-protection-and-privacy-laws
https://id4d.worldbank.org/guide/data-protection-and-privacy-laws
https://www.hhs.gov/hipaa/index.html
https://www.sciencedirect.com/

