Volume 10, Issue 12, December — 2025 International Journal of Innovative Science and Research Technology

ISSN No:-2456-2165 https://doi.org/10.38124/ijisrt/25dec091

Cyber Risk Oversight: Board Role in Preventing
Digital Fraud

Himanshu?

!Course -LL.M(CORPORATE)
Enroll No.-A50801825025

Sub — Corporate Governance
Sem- 15T

Submitted To — Vidushi Puri Mam

Publication Date: 2025/12/09

Abstract: The rise of digital fraud and cyber incidents poses significant threats to the existence of contemporary corporations.
In response, boards of directors, traditionally tasked with strategic decision-making, risk management, and stakeholder
accountability, are now compelled to include cyber risk in their corporate governance frameworks. This study delves into the
pivotal role of boards in preventing digital fraud by implementing governance structures, disclosure and compliance
frameworks, risk management strategies, and drawing insights from prominent breach cases. It amalgamates insights from
regulatory advancements, notably U.S. disclosure regulations, industry best practices (COSO, NIST, ISACA/industry manuals),
and enforcement patterns to offer practical guidance for boards, audit and risk committees, as well as management teams.

The digital revolution in global commerce has inadvertently led to a substantial increase in the vulnerability of businesses
to cyber fraud, transforming it from a mere IT concern to a pervasive challenge at the board level. Modern corporate cyber
fraud is characterized by its industrialized nature, utilization of advanced Al-driven deception techniques, and a strategic
emphasis on exploiting human vulnerabilities. This synopsis explores the multifaceted progression of cyber fraud, encompassing
intricate technical exploits, the weaponization of social engineering, and the significant economic and reputational repercussions
for modern enterprises.

The contemporary landscape is dominated by well-organized criminal syndicates driven by financial motives, leveraging
cutting-edge technology to achieve mass-scale operations and hyper-personalized attacks. Attack methods have evolved beyond
conventional phishing tactics to encompass vishing (voice phishing using sophisticated voice replicas of senior executives) and
deepfake assaults that convincingly mimic faces, voices, and writing styles. This paradigm shift has redefined social engineering,
positioning human trust as the primary security perimeter. Strategies like Business Email Compromise (BEC) and Payment
Diversion fraud, where attackers manipulate payment instructions to redirect substantial corporate funds, now heavily rely on
these Al-enhanced deceptive capabilities, resulting in substantial financial losses and severe erosion of stakeholder trust.
Moreover, the fusion of cyber threats with traditional financial crimes, including ransomware and assaults targeting critical
financial infrastructure, underscores a comprehensive threat landscape where data breaches, operational disruptions, and
financial theft are interlinked.

Mitigating these risks necessitates a fundamental shift in corporate defense tactics. Traditional security measures focused
on network perimeters alone are inadequate against these adaptive, context-aware threats. The imperative lies in implementing
a multi-layered, comprehensive security framework that integrates advanced technological defenses (e.g., behavioral analytics,
threat intelligence) with robust human training and procedural safeguards. This includes enforcing active verification protocols
reliant on confidential, non-public knowledge to counter the efficacy of deepfake attacks. In essence, combating corporate cyber
fraud transcends a mere technological battle; it is an essential organizational mandate demanding cultural resilience, ongoing
employee education, and the strategic fusion of cybersecurity, fraud prevention, and financial crime functions to safeguard the
enduring integrity and stability of digital enterprises.
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. INTRODUCTION

The rapid advancement of digital technologies in the
corporate sector has significantly broadened the attack surface,
with organizations increasingly relying on cloud services, third-
party vendors, and the accumulation of vast quantities of
sensitive data. This shift has led to a surge in cyber-enabled
fraud activities, encompassing various forms such as business-
email compromise, payment diversion, and large-scale data
exfiltration, resulting in financial losses, damage to reputation,
regulatory liabilities, and disruptions to operational functions.
Consequently, corporate boards are now tasked with viewing
cyber risk not merely as a technical concern relegated to the IT
department but as a strategic enterprise risk requiring vigilant
oversight.

The ongoing global trend towards digital transformation
has brought about substantial improvements in corporate
efficiency, market expansion, and operational flexibility.
However, this transformation has also led to a considerable
increase in the corporate attack surface due to widespread
adoption of cloud computing, intricate networks of third-party
collaborators, and the accumulation of highly sensitive data,
including proprietary information and vast amounts of
personally identifiable customer data. This evolution has
dissolved the traditional security perimeter, creating a porous
boundary that malicious actors can exploit, thereby
transforming cyber-enabled fraud from an isolated technical
issue to a pervasive threat affecting all aspects of modern
corporate operations.

The range of cyber-enabled fraudulent activities continues
to evolve, encompassing targeted financial crimes like Business
Email Compromise (BEC), sophisticated payment diversion
schemes redirecting substantial funds, and large-scale data
exfiltration operations aimed at stealing or holding critical
corporate assets hostage. The repercussions of such fraud are
multifaceted and severe, including direct financial losses,
substantial harm to reputation leading to erosion of trust among
customers and investors, significant regulatory exposures with
potential hefty fines under regulations such as GDPR and
CCPA, and severe operational disruptions that can significantly
impair core business functions.

Given this landscape, the conventional approach of
delegating cyber risk management solely to the IT department
is deemed inadequate and reflects a governance failure. Boards
of Directors are now compelled to redefine their approach to
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cyber risk, engaging actively with it as a strategic enterprise-
level risk that necessitates continuous informed oversight and
proactive management. Recognizing the direct impact of digital
security on the long-term sustainability and integrity of the
business model is crucial. This paradigm shift is further
underscored by stringent enforcement actions and increasing
regulatory requirements over the past decade, which have
heightened boards' fiduciary responsibilities, transparency
obligations, and disclosure requirements concerning their
organization's ability to handle and withstand significant cyber-
fraud incidents. This discussion lays the groundwork for a
detailed examination of the escalating complexity of corporate
cyber fraud and the imperative for a fundamental restructuring
of the corporate governance framework to ensure digital
resilience.

1. LITERATURE & REGULATORY LANDSCAPE

The surge in corporate cyber fraud has prompted the rapid
evolution of a robust governance and regulatory framework,
transforming the management of cyber risk from an optional
best practice to a crucial legal and fiduciary obligation. Current
discussions in corporate governance universally position cyber
resilience as an integral facet of Enterprise Risk Management
(ERM), supported by a global regulatory trend towards
enhanced transparency and accountability, particularly within
board governance structures.

Regarding key frameworks and guidance delineating the
board's responsibilities in overseeing cyber risk, a convergence
of frameworks within contemporary governance literature
establishes a standardized language for discussing risk.
Notably, the COSO Enterprise Risk Management (ERM)
Framework serves as a foundational guide for integrating cyber
risk into overall business strategies. This framework
emphasizes the necessity of viewing cyber risk in alignment
with business objectives rather than merely as a technical
security issue. It advocates for the application of established
ERM principles such as identification, assessment, response,
and monitoring to evaluate cyber threats comprehensively. By
employing the COSO framework, boards are encouraged to
assess how potential cyber fraud incidents could impact
strategic goals, capital, performance, and compliance, thus
ensuring that response strategies align with the company's risk
appetite and overarching objectives, thereby linking security
investments to shareholder value.
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Furthermore, the NIST Cybersecurity Framework (CSF),
particularly its updated version, offers a practical, outcomes-
based structure for managing and mitigating cyber risk.
Notably, the framework's "Govern™ Function is dedicated to the
board and executive leadership, emphasizing the importance of
defining and overseeing the boundaries of the cybersecurity
program in alignment with the overall risk strategy.
Additionally, the ISO/IEC 27001 standard and 1SO 31000 risk
management principles provide internationally recognized
benchmarks for cyber due diligence, requiring top management,
including the board, to formalize policies, allocate resources,
and demonstrate commitment to continual improvement.

In terms of regulatory changes, a notable shift towards
mandatory disclosure and rigorous enforcement underscores
the expectation that addressing cyber risk is a core fiduciary
duty. For instance, the U.S. Securities and Exchange
Commission (SEC) final rules mandate cyber governance as a
compulsory disclosure requirement for public companies,
enforcing timely disclosure of material incidents and annual
reporting on cyber-risk governance and strategy. Failure to
demonstrate adequate governance and control can result in
direct liability and substantial financial penalties, as
demonstrated by recent enforcement actions.

Moreover, global and sector-specific regulations, such as
the GDPR in the EU, NYDFS Cybersecurity Regulation, and
the Digital Operational Resilience Act (DORA), further elevate
compliance standards against cyber fraud, emphasizing the
importance of data protection controls, cybersecurity programs,
and resilience testing at the board level. This collective
regulatory pressure signifies that effective management and
governance of corporate cyber fraud risk is no longer a strategic
advantage but an essential prerequisite for operating in the
contemporary digital economy.

1. WHY BOARDS MATTER FOR PREVENTING
DIGITAL FRAUDS

This segment outlines the critical importance of strategic
governance in involving the board in cybersecurity matters.
A. Significance of Leadership & Allocation of Strategic
Resources

» Strategic Perspective Versus Tactical Approach: Boards are
urged to perceive cybersecurity as a strategic facilitator of
business operations and an essential element of
organizational resilience, transcending the limited scope of
mere IT compliance.

» Allocation of Capital for Advanced Defenses: Board
decisions influence the allocation of resources towards
crucial defense mechanisms:

e Zero Trust Architecture (ZTA): Investment in transitioning
from traditional perimeter security to a model that verifies
every user and device accessing resources, irrespective of
their location.
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Data Loss Prevention (DLP): Committing funds to tools and
protocols designed to classify, monitor, and safeguard
sensitive data across various endpoints, networks, and cloud
environments.

Cyber Insurance & Risk Transfer: Determining the
appropriate balance between self-insurance and commercial
cyber insurance coverage, ensuring that the policy includes
coverage for forensic expenses, business interruptions, and
potential regulatory penalties.

Investment in Talent & Organizational Culture: Approval of
budgets to recruit highly specialized cybersecurity
professionals (e.g., threat hunters, security architects) and
fostering a culture of security awareness throughout all
business units, not solely confined to the IT department.

Alignment with Business Strategy: Integration of cyber
resilience as a formal consideration during M&A due
diligence, the lifecycle of new product development, and
significant digital transformation initiatives (e.g., migration
to cloud-based systems).

. Establishing Risk Tolerance & Alignment with Business

Goals

Quantifiable Risk Metrics: Boards are tasked with defining
measurable cyber risk thresholds linked to potential
financial losses and acceptable operational downtime,
transcending qualitative assessments.

Illustration:  Determining the Maximum Tolerable
Downtime (MTD) for critical systems and the
corresponding Annualized Loss Expectancy (ALE) for
cyber incidents with high probabilities.

Third-Party and Supply Chain Risk Thresholds:
Implementation of explicit security standards for vendors,
suppliers, and partners, necessitating minimum
requirements such as SOC 2 Type Il adherence and frequent
security evaluations.

Geopolitical and Regulatory Harmony: Alignment of risk
tolerance with threats stemming from nation-state actors,
sanctions, and regulatory disparities across global
jurisdictions.

. Supervision of Controls, Compliance, and Assurance

Evaluation of Internal Controls: Ensuring the adoption and
compliance with established security frameworks (e.g.,
NIST CSF, ISO 27001, CIS Controls) and periodic testing
of controls by independent entities.

Audit Independence and Scope: Ensuring that the Internal

Audit function possesses the requisite technical proficiency
and autonomy to assess key cyber controls, with findings
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reported directly and without alteration to the Audit B.

Committee.

» Fiduciary Responsibility & Governance Shortcomings:
Regulatory bodies (e.g., the SEC) increasingly interpret
material errors or omissions regarding cyber readiness, or
inadequate internal reporting mechanisms, as governance
deficiencies potentially leading to directorial liability
(referencing the Caremark standard).

D. Crisis Management and Communication Protocols

» Frameworks  for Pre-Incident Decision-Making:
Establishment of pre-approved protocols for delegating
authority during crises (e.g., authorization for system
shutdown, ransom negotiations, or public disclosures) to

facilitate prompt, critical decision-making under pressure. C.

» Legal and Disclosure Obligations: Mandating immediate >

involvement of external legal counsel and forensic
specialists to oversee evidence management, uphold
attorney-client privilege, and ensure compliance with
stringent regulatory disclosure timelines (e.g., the SEC's 4-

day requirement). >

» Safeguarding Reputation and Stakeholder Confidence:
Oversight of the communication strategy by the board to
ensure transparency and coherence with investors,
customers, and the media in mitigating long-term harm to .
brand reputation and stock value.

(AVA BOARD STRUCTURES, COMPETENCIES AND .
PROCESSES

This section provides a comprehensive overview of the

essential organizational modifications and procedures crucial >

for the efficient management of cybersecurity governance
within an organization.

A. Board Composition & Specialized Expertise

» Cyber Literacy Imperative: Transitioning from reliance on D

a singular "cyber expert" to establishing a fundamental level
of cyber literacy throughout the entire board. This facilitates

the ability to pose informed inquiries to management. >

» Utilization of External Advisors: Institutionalizing the
involvement of a Cyber Advisory Council or enlisting
independent cybersecurity specialists to offer impartial
viewpoints that challenge internal assumptions.

» Director Training and Certification: Requiring regular and
ongoing educational programs for directors focusing on
emerging cyber threats (e.g., deepfakes, supply chain
breaches) and optimal governance practices (e.g., NACD or
ISACA certifications).
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Delegation and Committee Responsibilities

Dedicated vs. Integrated Oversight: Evaluating the board's
composition: should a separate Cybersecurity Committee
(for in-depth technical scrutiny) be established, or should
oversight be integrated into the existing Audit or Risk
Committee to maintain alignment with the Enterprise Risk
Management (ERM) structure?

Establishment of Clear Charters and Reporting: Clearly
defining the committee's duties in the charter, encompassing
the examination of the Chief Information Security Officer's
(CISO) mandate, endorsement of significant security
investments, and evaluation of specific security
performance indicators.

Reporting & Metrics (Information Essential for the Board)

Transition to Key Risk Indicators (KRIs): Boards
necessitate succinct, outcome-oriented metrics that evaluate
the current risk status and resilience, rather than solely
focusing on activities.

Vital Board Metric Categories:

Exposure Metrics: Including the proportion of critical
systems safeguarded by Multi-Factor Authentication
(MFA), system wvulnerability ratings, and current Third-
Party Risk evaluations.

Resilience Metrics: Encompassing Mean Time to Detect
(MTTD), Mean Time to Respond (MTTR), and the efficacy
of internal Red Team simulations.

Financial Risk Metrics: Quantifying potential losses (e.g.,
Annual Loss Expectancy) for the most impactful threat
scenarios.

Transparency regarding Control Failures: Ensuring that
reporting covers metrics on control lapses, deviations in
controls, and instances where security measures are
intentionally postponed or compromised for the sake of
operational speed.

. Board Education, Tabletop Exercises, and Scenario

Planning

Realistic Tabletop Exercises: Conducting routine
simulations that replicate critical threats (e.g., widespread
ransomware attacks, cloud breaches) to evaluate the board's
decision-making processes concerning legal, disclosure,
and reputational concerns in stressful situations.

Alignment of Playbooks: Utilizing exercises to confirm that
the organization's incident response playbook aligns
completely with the board's expectations regarding
escalation processes, external communications, and
financial reserves.
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V. INTEGRATING CYBER INTO ENTERPRISE
RISK MANAGEMENT (ERM)

The guidance provided by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO)
emphasizes the importance of integrating cyber risk
management within the broader framework of Enterprise Risk
Management (ERM). This involves incorporating cyber
considerations into various aspects of organizational decision-
making processes, such as strategy formulation, objective
setting, risk identification, response strategies, and monitoring
mechanisms. By adopting an ERM approach, governing boards
are empowered to: (a) effectively prioritize investments in
cybersecurity in comparison to other enterprise risks; (b) ensure
the development of robust continuity and recovery plans; and
(c) align external risk communication with stakeholders such as
investors and regulators.

This approach serves to elevate the perception of cyber
risk from being solely a technical issue to a quantifiable
financial risk that permeates the entire organization, aligning it
with comprehensive risk governance frameworks like COSO.

A. The Integration of Cyber Risk within ERM can be Further
Elucidated Through Specific Aspects:

» Embedding Cyber Across Strategy and Objective-Setting:
Boards are tasked with ensuring that cyber risk is
explicitly taken into account when devising new business
strategies, such as the launch of an e-commerce platform or
expansion into new markets. In cases where existing security
measures are deemed inadequate, the feasibility of the business
objective must be reevaluated or delayed. The potential impact
of cyber risks on the achievement of strategic goals, such as
brand reputation damage affecting market share or regulatory
penalties impeding operations, should be closely linked.

» Prioritization Through Comparative Risk Modeling:

To facilitate effective decision-making, a common risk
language should be adopted, employing consistent
methodologies, such as financial quantification, to compare
cyber risks (e.g., potential losses from data breaches) with
traditional enterprise risks (e.g., economic fluctuations,
geopolitical uncertainties, natural calamities). Utilizing risk
heat maps within an Enterprise Risk Map enables the
visualization of cyber risks alongside other threats, ensuring
that resource allocation is based on the potential impact and
likelihood of risks rather than solely on technical urgency.

» Information, Communication, and Reporting:

ERM necessitates the establishment of clear
communication channels from operational levels (e.g., Security
Operations Center/Chief Information Security Officer) to the
board, ensuring that risk-related information is timely, accurate,
and tailored to facilitate executive decision-making processes.
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B. Furthermore, the Adoption of Financial Quantification and
Risk Modeling Techniques can Enhance the Organization’s
Approach to Managing Cyber Risks:

» The FAIR Methodology (Factor Analysis of Information
Risk):

Boards are encouraged to promote the adoption of
frameworks like FAIR, which move beyond qualitative risk
assessments (e.g., High/Medium/Low) towards quantitative
financial modeling. Components of the FAIR framework, such
as Threat Event Frequency (TEF) and Loss Event Frequency
(LEF), allow for the calculation of Annualized Loss Expectancy
(ALE) in monetary terms, enabling boards to evaluate the return
on investment for security controls.

> Value-at-Risk (VaR) for Cyber:

By applying financial VaR concepts to cyber risk
management, organizations can determine the maximum
potential loss from a cyber incident within a specified period
(e.g., 95% confidence level over one year), aiding in setting
appropriate cyber insurance limits.

C. Furthermore, Considerations Related to Business
Continuity, Disaster Recovery, and Resilience are Crucial
Elements within the Context of Cyber Risk Management:

» Defining RTO and RPO Acceptance:

The board holds the ultimate responsibility for approving
acceptable Recovery Time Objectives (RTOs) and Recovery
Point Objectives (RPOs) for all mission-critical processes,
emphasizing that these decisions are business-driven rather than
solely IT-focused.

> Resilience vs. Recovery:

There is a shift in focus from traditional Disaster Recovery
(DR) practices, which aim at restoring systems post-incident,
towards a more proactive approach of Cyber Resilience, which
focuses on maintaining business operations during or
immediately after an attack.

» Validation of Immutable Backups:

Organizations are encouraged to ensure that backup
systems, especially those housing critical data, incorporate
immutability features (i.e., being resistant to deletion or
encryption by ransomware) and are regularly tested for swift
restoration capabilities.

VI. DISCLOSURE & LEGAL CONSIDERATIONS

This segment provides a comprehensive overview of the
obligatory adherence, increased exposure to legal liabilities,
and strategic supervisory roles that boards are mandated to
undertake under contemporary securities and corporate
regulations.
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In the realm of cybersecurity governance within publicly
traded companies, the U.S. Securities and Exchange
Commission (SEC) has revolutionized the landscape by
instituting specific mandates. It is incumbent upon boards to
serve as the ultimate decision-makers in ensuring compliance
with these regulations.

One of the key mandates is the disclosure of material
incidents, as outlined in Form 8-K Item 1.05. Companies are
required to submit a Form 8-K within four business days of
ascertaining the materiality of a cybersecurity incident, rather
than when the incident is initially discovered. The
determination of materiality necessitates a rigorous process
established by the board, guided by the Supreme Court's
materiality standard, which considers factors such as financial
implications, reputational damage, and operational disruptions.

Additionally, annual governance disclosure requirements
entail a detailed account of the board's oversight of
cybersecurity risks. This disclosure must elucidate whether
oversight is conducted by the entire board or a specialized
committee (such as Audit, Risk, or Cybersecurity), and
elucidate the processes through which the board or committee
is briefed on these risks. Companies must also disclose their risk
management  strategies  concerning the  assessment,
identification, and mitigation of cyber risks, including the
impact of previous incidents on the company's strategic
direction.

The SEC's enforcement trends underscore a strict stance
on companies that fail to disclose pertinent information
promptly, mislead investors by downplaying breach severity, or
exhibit internal control deficiencies leading to breakdowns in
incident reporting and disclosure protocols.

Furthermore, in light of the escalating litigation
surrounding cyber-related matters, the focus is on whether
directors have fulfilled their essential duty of oversight,
particularly in adherence to the Delaware Caremark doctrine.
Directors can be held personally accountable under this
doctrine if they are found to have acted in bad faith by
neglecting to establish monitoring systems or disregarding
known red flags indicating control failures.

To meet the Caremark standard, boards must implement
formal processes ensuring direct reporting of cyber risks to the
board or relevant committee, demand outcome-based metrics to
assess control effectiveness, and promptly investigate red flags
through independent reviews or forensic audits.

Moreover, boards must ensure that the initial stages of
incident response are overseen by external legal counsel to
leverage legal privileges like Attorney-Client Privilege and
Attorney Work Product Protection, safeguarding investigative
findings and remediation plans from disclosure in subsequent
legal proceedings.
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On a global scale, directors of multinational corporations
face the challenge of ensuring compliance with regulations such
as the EU's General Data Protection Regulation (GDPR) and
the NIS 2 Directive, which may conflict with U.S. data access
laws. Boards must also approve data architecture strategies that
align with strict data localization and sovereignty regulations in
countries like China and India to uphold data security according
to the highest applicable national standards.

VII. CASE STUDIES & LESSONS LEARNED

The comprehensive examination of actual instances of
corporate cyber fraud is essential for comprehending the
various avenues of attack and fortifying defensive mechanisms.
These occurrences frequently underscore deficiencies in
technology, procedures, and human elements.

In the realm of cyber threats, phishing and Business Email
Compromise (BEC) represent significant risks by exploiting
human susceptibility to deceive employees into executing
unauthorized actions that lead to direct financial harm. An
illustrative case involves financial wire fraud where a
perpetrator assumes the identity of a high-ranking executive or
a trusted vendor, coercing a finance department staff member
through urgent emails to transfer substantial funds promptly to
an unfamiliar bank account. The success of such schemes
hinges on social engineering tactics that induce a sense of
urgency and authority, circumventing standard financial
safeguards through the use of subtly modified email addresses
or the compromise of legitimate accounts.

Lessons gleaned from such incidents emphasize the
necessity of stringent verification procedures for wire transfer
requests, including secondary authentication through separate
communication  channels, recurrent security training
encompassing simulated phishing exercises to evaluate
employee preparedness and decrease susceptibility, as well as
the enforcement of Multi-Factor Authentication (MFA) across
corporate email and financial platforms to thwart unauthorized
access even in cases of password compromise.

Similarly, data breaches and identity theft stem from
exploiting technical vulnerabilities to pilfer substantial amounts
of sensitive data, such as customer details, employee records,
or proprietary business information. For instance, an unpatched
vulnerability on a public-facing server serves as a gateway for
threat actors to infiltrate a company's network and extract
extensive databases containing Personal Identifiable
Information (PIl), subsequently trading this data on illicit
platforms for identity fraud.

Mitigation strategies underscore the importance of robust
patch management protocols, network segmentation techniques
utilizing firewalls and virtual LANS to restrict lateral movement
within the network, and the implementation of data encryption
at rest to render purloined information unusable without
decryption keys.
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Ransomware attacks, involving the encryption of essential
files to extort payment, lead to severe financial repercussions
due to operational disruptions. An instance of insider
compromise facilitating ransomware infiltration underscores
the critical need for robust backup strategies adhering to the 3-
2-1 rule, stringent access controls following the Principle of
Least Privilege to limit the impact of compromised accounts,
and the deployment of Endpoint Detection and Response
(EDR) solutions for early detection and containment of
ransomware activities.

Moreover, third-party/supply chain risks exploit less
secure vendors or suppliers to breach a corporation's fortified
systems. A case study involving a software update backdoor
exemplifies how a malicious actor can compromise a third-
party software provider to introduce clandestine code into
widely distributed updates, creating a covert entry point for
corporate espionage or data theft. Countermeasures advocate
for thorough vendor vetting procedures, the segregation of
vendor access to closely monitored network segments with
minimal permissions, and continuous monitoring of outbound
communications to detect potential supply chain compromises
seeking to establish unauthorized connections with external
servers.

VIII. PREVENTIVE MEASURES & BOARD
CHECKLIST

This segment delves into the proactive measures that a
corporation, with a particular emphasis on its Board of
Directors, must undertake to establish a robust and all-
encompassing defense mechanism against cyber fraud and
attacks.

Governance & Strategy play a pivotal role in effective
cybersecurity implementation, with the integration of risk
management into the fundamental corporate strategy and
governance structure being paramount. To achieve this, several
key steps need to be taken:

Firstly, it is imperative to define a board-level cyber risk
charter and designate the responsible committee for oversight.
The charter serves to formally establish the Board's ultimate
accountability for cybersecurity, delineating its roles,
responsibilities (such as resource approval and risk tolerance
setting), and reporting frequency, thereby transcending cyber
risk from being solely an IT concern. Typically, oversight
responsibility is assigned to the Audit Committee or a dedicated
Risk Committee to ensure that cyber risk is deliberated on par
with financial and operational risks. Furthermore, the Board
must articulate its Cyber Risk Appetite, specifying the level and
nature of cyber risk the organization is willing to endure, for
instance, adopting a stance of "Zero tolerance for loss of
customer Personally Identifiable Information (PII)."

Moreover, cybersecurity integration into enterprise
strategy and capital planning is indispensable. This involves
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aligning cybersecurity roadmaps directly with business
objectives — for instance, supporting a digital transformation
initiative necessitates corresponding security investments.
Budgeting and capital planning should be proactive rather than
reactive, encompassing provisions for multi-year security
projects and continuous modernization efforts, not solely
addressing issues post-incident. Talent acquisition and
retention strategies should be mandated to attract and retain
skilled security professionals (e.g., Chief Information Security
Officers (CISOs), security architects), recognizing human
capital as a primary defense mechanism. Additionally, a
thorough review of the current Cyber Liability Insurance
policy's coverage limits, exclusions, and stipulations for claim
eligibility is imperative for the Board.

Capabilities & Resourcing entail ensuring that the
organization possesses the requisite technical expertise and
control mechanisms to execute the cybersecurity strategy
delineated. This involves ensuring documented access to cyber
expertise, either internal or external, and regular briefings from
the CISO (Chief Information Security Officer) to the Board. At
least one Board member should possess or have access to
profound cyber expertise to pose well-informed, critical
inquiries. It is imperative to confirm that the CISO maintains a
direct reporting line to the CEO or the Board/Committee to
prevent risks from being filtered or diluted by middle
management. These briefings should concentrate on business
risk and changes in the threat landscape, conveyed in clear, non-
technical language for the Board's comprehension.
Additionally, confirming adequate investments in core cyber
hygiene practices such as privileged access management,
Multi-Factor  Authentication (MFA), endpoint detection,
encryption, and patch management is crucial.

Third-Party & Supply-Chain Risk management is vital
due to third parties representing a significant risk vector. The
Board must supervise the framework for managing vendor
security, which includes approving frameworks for vendor
security assessments, contractual security obligations, and
ongoing monitoring. The framework should categorize due
diligence based on vendor criticality, with contracts mandating
security obligations like the right to audit, immediate breach
notification, and liability clauses. Periodic reassessment of
critical vendors and efforts to map digital connections with
critical suppliers are indispensable measures.

Monitoring & Metrics provide the Board with a succinct
overview of the organization's cyber posture linked to business
impact, rather than raw IT data. The adoption of key risk
indicators tied to business outcomes, such as Mean Time To
Detect (MTTD) and Mean Time To Respond (MTTR), critical
asset coverage, third-party risk levels, and vulnerability
remediation rate, is recommended.

Disclosure & Legal Readiness necessitate establishing
disclosure protocols aligned with statutory requirements and
conducting scenario walk-throughs for regulatory filings.
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Engagement of outside legal counsel specialized in
cybersecurity, communication team readiness, and approval of
the Crisis Communications Plan for managing media and
investor relations are vital components.

Exercises & Continuous Learning entail regular testing to
validate the defensive strategy and enhance leadership's
decision-making during crises. Scheduling annual tabletop
exercises covering legal, financial, operational, and reputational
responses, evaluating board decision processes, and post-
exercise remediation processes are essential for continuous
improvement and preparedness.

IX. CHALLENGES & LIMITATIONS

The presence of ambiguity in regulatory material poses
significant challenges, as it necessitates high-stakes judgment
calls by decision-makers. One notable challenge is the talent
gap, wherein the recruitment of directors possessing profound
technical expertise proves to be a difficult task. Boards are often
compelled to seek assistance from external advisors to navigate
this gap while ensuring that oversight responsibilities are not
neglected. Additionally, the rapid evolution of threats in the
cybersecurity landscape underscores the importance of
vigilance, as controls can swiftly become obsolete. Boards are
thus urged to prioritize the conduct of periodic strategic reviews
to address this rapid evolution effectively.

RECOMMENDATIONS (POLICY & PRACTICE)

» Systematize cybersecurity oversight within the governance
structure of the organization by establishing formal written
charters, dedicated committees, and a clear reporting
schedule at the board level.

» Enforce the requirement for independent cyber expertise,
either through the appointment of a director possessing
specialized knowledge in cybersecurity or by engaging
external advisors with relevant experience in the field.

> Integrate cybersecurity into the Enterprise Risk
Management (ERM) framework by mandating the
evaluation and prioritization of cyber risks in conjunction
with other strategic risks, in alignment with established
frameworks such as COSO and NIST.

» Implement performance metrics that not only focus on
technical aspects but also reflect the business impact of
cybersecurity incidents, linking Key Risk Indicators (KRIs)
to financial outcomes, customer relations, and essential
operational processes.

» Enhance governance of third-party relationships by
stipulating security Service Level Agreements (SLAS) in
contracts and conducting regular security audits for critical
external suppliers to ensure compliance with cybersecurity
standards.
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» Proactively address the risks associated with disclosure and
regulatory enforcement by conducting rehearsals of
potential disclosure scenarios, seeking early legal advice,
and meticulously documenting all board discussions related
to cybersecurity matters.

XI. CONCLUSION

The role of boards in managing cyber risk has evolved
significantly, moving beyond a passive observation role to
becoming key decision-makers responsible for shaping an
organization's capacity to mitigate and address digital fraud.
This transformation is driven by changing regulatory demands,
outlined guidelines from entities such as COSO and NIST, and
a series of notable incidents underscoring the urgency for
boards to formalize their oversight of cybersecurity. To
institutionalize effective cyber governance, boards must
enhance their understanding through acquiring specialized
knowledge, integrating cybersecurity into Enterprise Risk
Management (ERM) frameworks, insisting on relevant and
substantial performance indicators, overseeing risks emanating
from third-party relationships, and preparing for transparent
communication of cybersecurity incidents. A robust oversight
by the board serves to diminish both the likelihood and
repercussions of digital fraud while also bolstering the
confidence of stakeholders in the organization.
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