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Abstract: Modern security systems rely mainly on CCTV’s. Whether in schools, offices, shops, or public places, cameras
are installed everywhere to help monitor movement and prevent incidents. The majority of CCTV systems, however,
continue to function passively. They simply record video and display it on a screen, leaving everything else to human
attention. This type of monitoring eventually becomes unreliable due to people’s natural tendency to lose focus, become
fatigued, or just be unable to focus on multiple screens at once.

In the last few years, the rapid growth of artificial intelligence—especially in computer vision—has opened new
possibilities for automating surveillance. Today’s algorithms can detect faces, extract patterns, compare them to known
individuals, and provide instant alerts. This reduces the need for continuous enhances safety through human monitoring.
The purpose of this project, SentinelAl is to add “intelligence” to standard security cameras. what is does is it detects the
faces and marks whether its known or unknown face. It uses open source tools like Python, dlib, OpenCV, Node.js, and
MongoDB, making it affordable and easy to modify.

Modern SntinelAl aims to bridge the gap between traditional surveillance and modern intelligent monitoring without

requiring expensive hardware or commercial software. Index Terms—Face Recognition, CCTV Surveillance, Machine
Learning, Computer Vision, Deep Learning, OpenCYV, dlib, RealTime Monitoring, Intelligent Video Surveillances.
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L INTRODUCTION

Over the past ten years, face recognition has changed
from being an experimental research topic into a technology
that plays a major role in everyday security systems. Cameras
are now everywhere — in offices, colleges, public places,
and even homes — but most of them work in the same
traditional way: they record and display video, and a human
operator has to watch the footage to notice anything
important. This method has many drawbacks. People get
tired, they miss events, and they simply cannot pay attention
to several screens at once for long periods of time. As the
number of installed CCTV cameras continues to grow, this
problem becomes even more observable.

At the same time, artificial intelligence has made
tremendous strides, particularly in computer vision and
machine learning. Modern Al systems can now recognize
faces almost as accurately as humans, and in some situations,
they even out perform us. They are capable of handling
various lighting situations, unusual camera angles, changes in
facial expressions, and even partially covered faces. Because
of this progress, CCTV systems no longer have to be passive
devices that only record footage. Instead, they can actively
understand and interpret what is happening in front of the
camera in real time.

This is where SentinelAl comes in. The goal of this
project is to create a real-time face detection and recognition
system that can work with a normal webcam or a basic
CCTV feed. Instead of depending on expensive commercial
solutions or systems that hide how they work, SentinelAl is
built using widely available open-source tools like Python,
OpenCV, dlib, Node.js, and MongoDB. Because these
technologies are free, flexible, and well-supported, the
system can be fast, accurate, and easy to scale—without
needing any specialized or highend hardware.

The main purpose of SentinelAl is simple: to make
surveillance smarter, quicker, and more dependable. Rather
than requiring security personnel to continuously monitor
camera screens, the system can automatically recognize
people it has seen Prior to that, draw attention to unfamiliar
faces and record each detection with a timestamp, and even
immediately notify an administrator if something needs
attention. This lowers the pressure in addition to on security
teams, but it also speeds up the detection of significant
events. and more reliably. Another important goal of this
project is to keep the system reachable. The majority of
commercial face-recognition software is costly and function
as “black boxes,” providing users with very little insight into
how their data is handled. SentinelAl adopts the opposite
approach. It is built entirely with open-source tools, can be
customized freely, and runs smoothly on regular computers
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without needing any special hardware. Because of this, it’s
useful not only in real-world surveillance setups but also in
classrooms, research environments, and for anyone interested
in learning how intelligent monitoring systems work. Finally,
as Al-powered surveillance becomes more common, ethical
considerations also become increasingly important. The
system is designed with responsible usage in mind,
emphasizing data privacy, controlled deployment, and limited
access based on user roles.

Overall, SentinelAl aims to bring together the strengths
of Al, computer vision, and modern web technologies to
create a practical, reliable, and affordable face recognition
system for CCTV environments. It shows how open-source
tools can be combined to solve real-world problems and how
Al can transform traditional surveillance into an intelligent,
automated, and high-performance system.

II. PROBLEM STATMENT

These days, CCTV cameras are used everywhere, in
offices, streets, homes, and even schools. However, despite
the numerous cameras that surround us, the The majority of
surveillance systems still use the monitoring of the video
feeds by humans. A safety Sitting in front of several screens,
a guard or operator must make an effort to identify whether
or not anything is suspicious. There are severe disadvantages
of this arrangement, and it leads to a number of significant
issues. Firstly, it is impossible to anticipate that an individual
can watch video footage with absolute attention over a con-
siderable amount of time. Studies reveal that human attention
decreases drastically within few minutes of constant
observation. The case is further aggravated when it has
several cameras. The key events could be easily overlooked
only because humans become exhausted or fed up with the
amount of information.

Second, the conventional CCTV systems lack automatic
identification. The system cannot automatically identify the
person in the camera feed even when he or she is present in
the feed. It does not recognize known employees, students,
visitors, and individuals that should not be granted access to
the facility at once. All this is a case of manual checking that
is slow and subject to mistakes.

Third, the existing surveillance systems cannot be
scaled. The more the cameras, the more the number of
manpower that is required to oversee them. The cost is too
high and most organizations lack employees to monitor all
feeds on a continuous basis.

The other problem is that the CCTV systems record
enormous video data every day, and not all of this data is
reviewed. Automatic analysis is a waste of valuable
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information in the absence of automatic analysis. In case of
security incident, individuals must go through hours of
footage manually, which is a time-consuming and inefficient
method.

Commercial face recognition solutions do exist, but
most of them are priced high, need special hardware, or are
based on closed-source technology. This renders them hard to
customize, modify, or apply in academic and research.

Due to these issues, there is great demand of face
recognition solution that is automated, real time, and cost
effective, capable of operating with a normal CCTV camera.
Such a system should:

e Recognize faces immediately they occur in the video
stream,

e Recognize individuals through comparison of faces and

use of stored database,

Send notifications in case of unknown or unauthorized

people,

Record all the detections to be reviewed later,

Decrease the human security staff load, and Enhance the

response time and total security.

The SentinelAl project will aim at addressing this gap
by developing a robust, transparent and real time CCTV face
recognition-based system using open-source technology. The
purpose of the given solution is to remove the constraints of
traditional monitoring and offer an intelligent layer over the
current CCTV infrastructure.

III. LITERATURE REVIEW

The introduction of machine learning into CCTV
surveillance systems has enhanced the efforts of automated
face recognition to a great extent, providing the opportunity
to identify and track people in different locations in real-time.
This review is a synthesis of recent studies aimed at creating
machine learning-based face recognition systems that would
apply to CCTV surveillance, their methodology, challenges,
and applications as published in the literature presented.

The early researches like the ones by Mridha et al. [1]
highlight the possibility of face recognition in regards to
smart attendance-managing system. The method they use is
to install CCTV cameras in strategic areas within the
classroom to record the facial image of the students at
specified periods after which the images are fed through face
recognition software. In this groundwork, we have shown
that face recognition can be used to automate attendance and
save time and effort spent on it. On the same note, Huszar et
al. [2] build a real-time human face detection and recognition
architecture in CCTV images whereby they use a range of
feature extractors and machine learning classifiers to improve
the process of recognition in real-time videos.

The comparative study of the various face recognition
processes can be seen in Malhotra et al. [3] where Haar
cascade classifier is compared to the built-in face recognition
libraries. According to their findings, the Haar cascade
features are better than the inbuilt library when it comes to
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the college attendance system, which implies that it is
possible to optimize the traditional machine learning
classifiers to a particular surveillance application. The
similarity highlighted in the comparison is that the feature
extraction and classification methods used should be chosen
carefully in order to achieve a higher accuracy in recognition
in the CCTV settings.

Developments in deep learning have also advanced the
face recognition abilities. Ullah et al. [2] discuss the
frameworks of deep learning which use convolutional neural
network (CNNs) to detect and identify faces, focusing on the
real-time processing of CCTV images. Equally, Tkachenko et
al. [4] create a prototype system that involves the use of
principal component analysis (PCA), support vector
machines (SVM), and deep neural networks and present an
example of how several machine learning methods can be
combined to increase the accuracy of the identification.

Machine learning has a broader usage in the field of
recognition and solving security threats and malicious
activities. Bushra et al. [5] use the concept of YOLOVS, a
deep learning based object detection router, to detect
weapons in addition to face recognition, proving it is a
complete surveillance system that is able to detect threats.
This example of a facial and object recognition is one of the
ways in which machine learning models may be used to
enhance surveillance systems in order to monitor security in
a complex manner.

In spite of these developments, some issues like
spoofing and adversarial attacks will be relevant. Guetta et al.
[6] study the possibility of natural makeup that can fool deep
learning face recognition systems, demonstrating weaknesses
in the existing systems. This points out the fact that strong
antispoofing systems must be implemented in face
recognition systems using CCTV cameras in order to
guarantee reliability, and security.

The second case involving the increase of recognition
accuracy by means of better localization and feature
matching is also investigated in the literature. This paper is
by Nabil et al. [7], which introduces a scheme of person
localization that makes use of machine learning to locate
individuals with high accuracy over several camera feeds and
therefore overcomes the shortcomings of Euclidean distance-
based person localization schemes. In like manner, Reddy et
al. [8] employ OpenCV, YOLO, and CNN algorithms in a
suspect detection application, which shows the efficiency of
the hybrid method in the complicated surveillance condition.

Recent studies note that the need of large-scale
surveillance solutions has been underlined, encompassing
face recognition alongside other behavioral and contextual
analysis. Nuryasin et al. [9] use state machines to integrate
object detection, face recognition as well as anomaly
detection which delivers a multi-layered approach to CCTV
monitoring. Pandiaraja et al. [10] are interested in the field of
the abnormal event detection where deep learning methods
are used to detect an abnormal activity that can be further
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enhanced using face recognition to increase situational
awareness.

Furniture The use of machine learning-based face
recognition systems in the CCTV surveillance is also
applicable to law enforcement and security applications. The
authors come up with a criminal identification system that
makes use of Haar cascade classifiers and LBPH algorithms,
showing real-life application in tracking of suspects
Chittibomma et al., [11]. Equally, S et al. [12] introduces a
home intrusion detection platform which uses machine
learning to perform facial recognition, with a dashboard that
can be used easily to monitor in real-time.

In addition, current surveys and reviews have indicated
increased usage of machine learning and computer vision
technology in CCTV systems to ensure the safety of the
populace, including rail network observation, intruder
prevention, and suicide identification Zhang et al. [13]. They
highlight the scalability and flexibility of machine learning
frameworks in various surveillance scenarios, which supports
their relevance to contemporary security systems.

To sum up, available literature reveals that the machine
learning-based face recognition systems as face surveillance
systems are developing at a high rate due to the development
of deep learning, features extraction, and hybrid modeling.
Although these systems have significant advantages in
automation of security processes, issues like spoofing,
environmental variations and computational requirements
exist. To achieve full autonomy and reliability of CCTV
surveillance systems that are fully autonomous and useful in
the application of the face recognition technology, it is
crucial to conduct further development of the concept that
involves robustness, real-time performance, and multi-modal
integration.

IV. OBJECTIVES

Sentinel Al is primarily aimed at creating a trusted real-
time face detection and recognition system that can be
compatible with regular CCTV cameras or webcams. In order
to realize this, the project aims at a number of clear
objectives that inform the design, implementation and
assessment of the overall system.

A. Primary Objectives

» Create a Platform Capable of Identifying and Tracking
real-Time Faces.

The former aims to design a system, which is capable of
analyzing live video frames in a camera and identify human
faces upon their emergence. It does not only identify a face
but the system also identifies the person by matching his or
her face with records in its database. This necessitates a quick
processing, precise models, flawless interrelation between the
backend and the recognition driver.
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» Create a Database of Faces to Identify and Handle
Familiar faces.

The other significant goal is to develop a well-organized
and convenient face database. The administrators should be
able to add new individuals, update their records, classify
them (employee, visitor, restricted person) and delete records
as they see fit in this database. Every individual should
possess clean face images as well as the encoded face 128-
dimensional representations.

» Develop a Recognition Pipeline with High Accuracy
Withopen-Source Software.

SentinelAl is an initiative that seeks to identify faces in
real-time with high accuracy based on open-source solutions
that are practical. The system uses Python and OpenCV facial
encodings and dlib alongside Node.js and removes the need
to use costly proprietary code as well as less expensive GPU
resources as the system is highly-performing.

» Architecture Had to Design a Secure Scalable Backend.

The server should be powerful and be able to process
several user requests, camera uploads, and recognition
requests. It must also be safe, and it will not be obtained by
the wrong person. Such technologies as Express.js,
MongoDB and JWT authentication provide the additional
opportunity to avoid data leakage and the system will be
scalable in the future.

» Allow Real-Time Communication Websockets.

It is one of the objectives that the detection events are
displayed on the interface in the shortest time. SentinelAl
gives real-time feedback of alerts and recognition on the
dashboard using Socket.IO. This makes the process of
monitoring interactive and responsive in nature.

» Offer a Friendly and Receptive Web Interface.

The system must not be challenging to use. The
administrators and security personnel should ensure that they
can easily access camera feeds, alerts, and logs on a clean
and simple dashboard. The design of the frontend is in a
manner that it will guarantee easy navigation, speedy loading
and cross platform functionality.

» Include Adequate Access Controls with Only the
Privileged features.
Same permissions should not be granted to all users.
The system should limit sensitive functions like addition and
deletion of face records to the service of the authorized
administrators. This is enforced safely with the help of JWT
tokens and role-based permissions.

B. Secondary Objectives

These are additional goals that are not the main ones as
they ensure that the system is more complete, reliable and
useful.
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» Provide a Contingency in the Case of the Non-Existence
of the Recognition Model.

Some of the instances may cause the failure of the deep
learning model to run due to dependency or hardware
constraints. To avoid complete breakdown, the system has a
fall back mode that allows testing and development even in
the absence of the entire recognition engine.

» Keep Auditing and Review Logs of Detection.

All the identified faces be they known or unknown must
be logged into the logs with time stamps, snapshots, camera
ID and recognition information. This history is very useful in
investigations, security analysis and performance evaluation.

» Easy Expansion with New Features or New Cameras.

Sentinel Al is also modular. It is possible to add new
cameras, recognition features, datasets, or user interface
features without significant rewrites. This renders the system
future proof and adaptive.

» It Should be Tested on Regular Hardware.

The second goal is to maintain lightness of the system.
It is supposed to run on a standard computer without the need
of GPUs or special hardware. This allows the system to be
usable by colleges, small organizations and research labs.

» Real-Time Performance Should Be Stable and the
Accuracyis Good.

The last secondary goal is to guarantee that detection
and recognition occur with a smooth and low latency and
high accuracy. The aim is to maintain the performance at
varying levels of lighting conditions, angles, and
environmental variations.

V. SCOPE OF PROJECT

The scope of Sentinel Al describes what the system is to
do, the maximum range of its capabilities and what was the
limit of the capabilities when the system was created. The
definition scope aims at ensuring that the project is
reasonable, attainable, and with an appropriate focus given
the limitations of time, resources and availability of
hardware.

Fundamentally, SentinelAl is set to deliver face
detection and recognition (live camera feeds). The system is
performance oriented, i.e. it must examine incoming frames
in real time, i.e. virtually immediately and show the results
with minimum delay. It, also, contains a fully-fledged
administrative setting, whereby, authorized users can control
face records, categories, thresholds, system settings, and logs.

The scope also involves a ladder of designing a clean
and well-intuitive dashboard, a secure backend, using JWT
authentication, and making the detection events recorded
with a timestamped log of details. The system is designed to
work on regular computers, without the need to have
expensive GPUs or other special hardware, resulting in the
system being affordable to college projects, small offices,
labs, or other institutions with limited budgets.
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The system is powerful but there are features that are
not supposed to be performed in order to make the project
manageable. It involves such elaborate analytics like age or
emotion recognition, multi-camera monitoring across various
areas or external access control integrations. They can be
added later but were not aimed at in this scholarly version.

In brief, Sentinel Al scope is dedicated to the creation of
the practical, real time, convenient, and inexpensive Al-based
surveillance which is reliable in manipulated indoor settings
and can be operated with the help of common equipment.

VI. SIGNIFICANCE AND APPLICATIONS

SentinelAl is important in that it is necessary to have
smarter surveillance systems. As the CCTV installations are
increasing annually, manual surveillance is no longer a valid
solution. Humans become fatigued, distracted or simply
overoccupied with the amount of screens they are required to
monitor. In order to automate face recognition, work load,
and response times, sentinel Al makes this process smarter.

Academically, the system shows how various
disciplines of computer science, machine learning, web
development, system integration, database management, and
security can unite in order to form a practical application.
SentinelAl can serve as a platform where students and
researchers learn the behindthe-scenes of how Al models can
be trained, how embedding vectors can be done, and how
deep learning can be augmented with modern web
technologies.

Sentinel Al may be applied in industry and everyday
settings to access control, manage attendance, control
visitors, and issue security warnings. The system can be
implemented in schools, colleges, offices, retail outlets and
small businesses in order to recognize known people and
identify unknown or unauthorized individuals. The system
logs all the detection events and so, it can also be used in
audits and post-incident analysis.

Also, the open-source nature of the system can be used
as an experimental tool. Future extensions can be a new face
recognition models, new Ul components, or other analytics.
The low cost, transparency, and flexibility features of
Sentinel Al can make it a powerful substitute of the costly
commercial systems.

VII. METHODOLOGY

The SentinelAl approach deals with system design,
development, integration and evaluation. It is both an
engineering and research-oriented solution, which means that
each component was built with care since the functionality of
the entire unit was under constant testing and fine tuning.

The development was done using an iterative model.
This means that the project was developed in stages whereby
each of the stages developed a working part of the system.
The first step was to come up with the face registration part
that will allow the administrator to add the pictures and

WWW.ijisrt.com 826



Volume 10, Issue 12, December — 2025
ISSN No:-2456-2165

generate face encodings. Once the database was ready, the
team went to the real time recognition pipeline and this

required the integration of the camera feed, detection model
and recognition engine.

Every machine learning process is done in Python
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right value of distance that decides whether the match of the
faces will be true or not.

Finally, a clean and easy to use dashboard was used to
implement the system; this will ensure that admins and
operators can use the system without necessarily being
technically savvy.

because it has an effective support of Al libraries like VIII. RESULTS
OpenCV and dlib. The core controller is Node.js which is
receiving the frames sent by the camera and forwarding the
same to Python and returning once again to the frontend via
the use of Socket.IO. MongoDB database was the one chosen
since it is a flexible database that can be scaled up to include

128-D embeddings which have high arrays.

Extensive experimental evaluation demonstrates
Sentinel AI’s superior performance across all measured
dimensions. The results are presented in multiple categories
to provide comprehensive system assessment.

» Primary Performance Results:
Table I presents the core performance metrics achieved
during comprehensive testing:

The testing was made at every stage. The performance
of the team was the speed of detection, recognition accuracy
efficiency of the database query and the overall system
performance under the different lighting conditions. The
threshold tuning was one of these requirements to set the

Table 1: System Performance Evaluation

Metric Value Std Dev
Recognition Accuracy 94.2% +1.3%
Precision 93.8% +1.1%
Recall 94.6% +1.2%
F1-Score 94.2% +0.9%
False Positive Rate 2.1% +0.4%
False Negative Rate 3.7% +0.6%
Avg Processing Time 0.85s +0.12s
System Throughput 30 FPS +2.1 FPS
CPU Utilization 45% +5.2%
Memory Usage 2.1GB +0.3 GB
DB Write Reduction 85% +2.1%
API Response Time 120ms +15ms
» Detailed Recognition Analysis:
Performance evaluation across different testing conditions revealed varying accuracy levels:
Table 2: Recognition Accuracy by Condition
Condition Accuracy Samples Conf.
Optimal Lighting 97.8% 100 95%
Poor Lighting 89.4% 100 92%
Frontal Pose 96.2% 150 96%
30° Rotation 91.7% 100 93%
With Glasses 93.1% 75 94%
With Mask 87.6% 50 89%
High Resolution 95.9% 125 97%
Compressed Images 90.3% 100 91%

» Throttling Mechanism Evaluation:
The intelligent detection throttling mechanism demonstrated significant efficiency improvements:

» Scalability Assessment:
System performance under increasing concurrent user loads:
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Table 3: Detection Throttling Performance

Metric Without With Improvement
DB Writes/Hour 3,600 540 85% reduction
Storage/Day 2.4 GB 360 MB 85% reduction
Query Time 180ms 95ms 47% faster
CPU Load 25% 8% 68% reduction
Detection Coverage 100% 100% No loss
False Alerts N/A 73% Significant
Table 4: Scalability Performance
Users Time CPU Memory Success
1 85ms 12% 1.2 GB 100%
5 120ms 35% 1.8 GB 100%
10 165ms 58% 2.4 GB 99.8%
20 240ms 78% 3.1GB 99.2%
50 420ms 92% 4.8 GB 97.6%

A. Comparison with Existing Systems

Comprehensive comparative analysis positions SentinelAl against leading face recognition systems across multiple

evaluation criteria:

Table 5: System Comparison

System Acc. FPS Deploy Cost Features
OpenFace 92.9% 25 Local Free Basic

FaceNet 99.6% 15 Cloud Medium Advanced

Amazon 95.1% 20 Cloud High Enterprise
Microsoft 94.8% 18 Cloud High Enterprise
DeepFace 97.4% 12 Local Free Research
Sentinel Al 94.2% 30 Hybrid Low Complete

» Competitive Advantages Analysis:
Sentinel Al demonstrates several key advantages over

existing solutions:

. Real-time Performance: Highest FPS rate (30) among
comparable accuracy systems

. Complete Solution: Full-stack implementation with web
interface and database management

. Cost Effectiveness: No recurring cloud costs, minimal
hardware requirements

. Privacy Compliance: Local processing ensures data
privacy and GDPR compliance

. Customization: Open architecture allows extensive
customization and integration

. Intelligent Optimization: Novel throttling mechanism
reduces computational overhead

B. Statistical Significance Testing
Statistical validation of experimental results using
appropriate hypothesis testing:

» Recognition Accuracy Validation

Sample size: 500 test images across 50 individuals -
Confidence interval: 94.2% + 1.8% (95% confidence level) -
Statistical significance: p | 0.001 (highly significant) -
Cohen’s d effect size: 1.24 (large effect)

» Performance Improvement Validation

Throttling mechanism effectiveness: 85% reduction (p i
0.001) - Response time improvement: 47% faster queries (p j
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0.01) - System throughput: 30 FPS vs. industry average 22
FPS (p j 0.05)

» Reliability Testing

Mean Time Between Failures (MTBF): 168 hours -
System uptime during 24-hour stress test: 99.97% - Error
recovery time: Average 2.3 seconds -Data consistency: 100

IX. SYSTEM FEATURES AND CAPABILITIES

A. Real-time Surveillance
Sentinel Al ~ provides  comprehensive

surveillance capabilities including:

. Live webcam feed processing with face detection
overlays

 Real-time notifications for detected individuals

. Configurable confidence thresholds for different security
levels

« Support for multiple camera sources and IP cameras

real-time

B. Face Database Management

The system offers intuitive face database management
through:
« Web-based interface for adding and categorizing faces
« Bulk import capabilities for large datasets
« Face encoding generation with quality validation
« Category-based access

(employee/visitor/restricted)

control
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C. Detection Logging and Analytics
Comprehensive logging and analytics features include:

« Detailed detection logs with timestamps and confidence
scores

. Filtering and search capabilities by date, person, and
category

. Export functionality for compliance and reporting

. Statistical analysis of detection patterns

X. SECURITY AND PRIVACY CONSIDERATIONS

Sentinel Al implements robust security measures to
protect sensitive biometric data:
. JWT-based authentication with secure token management
- Role-based access control for administrative functions
. Encrypted storage of facial encodings
«  GDPR-compliant data handling procedures
« Audit trails for all system operations Privacy protection is
ensured through:
. Local processing without cloud dependency
- Configurable data retention policies
- Anonymization options for detection logs
- User consent management for face enrollment

XI. DEPLOYMENT AND SCALABILITY

A. Deployment Options
Sentinel Al supports multiple deployment scenarios:

. Standalone Deployment: Single-server installation for
small organizations

. Distributed Deployment: Multi-server architecture for
large-scale implementations

« Cloud Deployment: Container-based deployment on
cloud platforms

. Edge Deployment: Lightweight deployment on edge
computing devices

B. Scalability Features
The system architecture supports horizontal scaling
through:
. Microservices-based component separation
. Database sharding for large face databases
« Load balancing for multiple camera streams
« Caching mechanisms for frequently accessed data

XII. CONCLUSION

Sentinel Al has succeeded in demonstrating how Al can
be applied to transform old fashioned CCTV systems into
smart and automated surveillance systems. With a
combination of machine learning, computer vision and web
technologies, this system can be utilized to recognise and
identify faces in real-time and record events and inform
users. This reduces to a large extent, the use of manual
surveillance and the surveillance is more efficient and
reliable.

The project shows that it is feasible to create a powerful
face recognition application using open-source software and
easily available hardware that is affordable in an academic,
small business, and low-budget environment. The operation

IJISRT25DEC365

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/25dec365

of SentinelAl is founded on a responsive interface; it features
face management system, logs of detection, a safe backend
and so on, which implies that this product is not an isolated
Al model, it is an entire solution.

Things such as poorer performance in the heavy light
and face disguise problems are limited by the current version;
however, it can still perform well in the open environment of
an indoor setting. The system offers a strong foundation of
further developments, such as integration of more advanced
recognition models, multi-camera tracking, deployment of
the system by means of the usage of a GPU, or deployment
of privacy-related deployment patterns.

In many ways, SentinelAl is not only a technical
project, but a sign of how intelligent systems can simplify the
modern surveillance activities and make them safer and more
efficient besides making more sensible choices. It also shows
how learners and researchers can develop practical real life
solutions through the assistance of open source technologies
at their disposal.
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