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Abstract: The rapid expansion of telemedicine and the adoption of multi-cloud infrastructures have transformed healthcare 

delivery, enabling real-time patient care and global collaboration across borders. However, these advancements have also 

intensified cybersecurity risks, particularly concerning the protection of sensitive health data. This paper explores how Zero 

Trust Security Architectures (ZTSA) provides a robust framework for safeguarding Protected Health Information (PHI) in 

multi-cloud telemedicine and cross-border data environments. Unlike traditional perimeter-based models, Zero Trust 

emphasizes continuous verification, least-privilege access, and adaptive authentication, ensuring that no user or device is 

inherently trusted. The framework mitigates insider threats, reduces the attack surface, and enforces compliance with 

international data protection standards such as HIPAA, GDPR, and emerging regional privacy laws. By integrating 

advanced identity management, encryption, and behavioral analytics, ZTSA enhances data confidentiality, integrity, and 

availability across heterogeneous healthcare systems. Furthermore, its dynamic and context-aware policies support seamless 

interoperability and secure data sharing among global healthcare stakeholders. This paper s the strategic role of Zero Trust 

in fostering resilience, regulatory compliance, and patient trust in digital healthcare ecosystems. Ultimately, it highlights 

that the implementation of Zero Trust principles is not merely a technological shift but a foundational approach to achieving 

sustainable security and privacy in the era of cloud-based telemedicine. 
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I. INTRODUCTION 

 
 Overview of Telemedicine and Cloud-Based Healthcare 

Systems 

The proliferation of telemedicine as a core modality in 

healthcare has been substantially enabled through cloud-

based infrastructures. Traditional telemedicine mechanisms 

comprising remote consultation, synchronous video 

encounters, and asynchronous data exchange are increasingly 

migrating to cloud platforms that afford broad network 

access, resource pooling and on-demand scalability (Griebel 

et al., 2015). For example, in teleconsultation workflows 

clinicians can access diagnostic imaging, patient vitals, and 
historical health records from any connected endpoint, 

decoupled from on-site physical servers. This dimensional 

shift is consequential when paired with multi-tenant public or 

hybrid cloud deployment models, facilitating cross-

institutional collaboration and real-time second-opinions 

across geographic divides (Griebel et al.,2015). 

 

In rural or resource-constrained settings, cloud-enabled 

telemedicine further empowers healthcare delivery by 
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lowering infrastructure barriers and improving accessibility. 

Kitole & Shukla (2024) report that in a Tanzanian district, 

cloud-based telemedicine platforms improved access to care 

(32.7 %–57.4 %), reduced consultation delays (56.8 %–65.2 

%), and enabled remote monitoring and prescription 

management (43.9 %–75.9 %). Moreover, cloud ecosystems 

permit dynamic provisioning of computing and storage 

critical for telemedicine’s variable demand patterns while 
supporting centralized security and governance frameworks 

across distributed endpoints (Kitole & Shukla, 2024). This 

shifting architecture s the convergence of telemedicine and 

cloud services as foundational for contemporary, globally-

distributed healthcare systems. 

 

 Rising Cybersecurity Threats in Health Data 

Management 

The escalating deployment of digital health systems has 

markedly expanded the cyber-attack surface, making the 

safeguarding of protected health information (PHI) 
increasingly complex. Research shows that health-care 

organisations are frequently targeted by ransomware, 

phishing campaigns and advanced persistent threats that 

exploit legacy systems, network-connected medical devices 

and under-resourced IT infrastructures (Ewoh & Vartiainen, 

2024). These threats are especially acute in multi-cloud and 

cross-border telemedicine environments where data flows 

beyond traditional perimeters, introducing additional 

exposure via third-party services, global data exchange links 

and heterogeneous security controls. 

 

Moreover, the value of PHI and the critical nature of 
healthcare operations make the sector a high-reward target for 

cyber-criminals. As Okoh et al. (2024) emphasize, 

interconnected medical devices, cloud-based electronic 

health records and telehealth platforms are subject to 

vulnerabilities such as weak encryption, inadequate 

authentication and insufficient vendor security-governance 

frameworks. The convergence of telemedicine, multi-cloud 

deployment and cross-border data transfer amplifies both the 

frequency and impact of breaches potentially compromising 

confidentiality, integrity and availability of patient data 

across jurisdictions, and thereby undermining regulatory 
compliance and patient trust (James et al., 2024). 

 

 Rationale for Implementing Zero Trust Security Models 

The sub-section titled Rationale for Implementing Zero 

Trust Security Models examines why healthcare 

organisations must transition from legacy perimeter-based 

defenses to a model founded on continuous verification and 

least-privilege access. As Gellert et al. (2023) argue, the 

proliferation of cloud-native platforms, remote telemedicine 

endpoints, and interconnected medical devices has eroded the 

concept of a secure internal network zone; this means that 

access decisions must be made for each request rather than 
assuming trust on the basis of location or device ownership. 

The principle of “never trust, always verify” becomes central, 

and identity-and-access-management (IAM) frameworks, 

micro-segmentation, and real-time analytics become 

foundational for safeguarding protected health information 

(PHI). 

 

In telemedicine and multi-cloud, cross-border data 

environments, Vukotich (2023) s that the risk profile expands 

significantly: lateral movement, unmanaged devices, and 

third-party cloud services present attack vectors that 

traditional castle-and-moat architectures cannot adequately 

defend. Implementing a Zero Trust Security Model thus 

enables healthcare enterprises to reduce the attack surface, 

enforce dynamic policy-based controls, and maintain 
regulatory compliance (e.g., HIPAA, GDPR) in distributed 

settings. In summary, the rationale is driven by technological 

transformation, threat-landscape escalation, and the 

imperative to protect patient data in globally-distributed, 

cloud-centric care models (James et al., 2023). 

 

 Objective and Scope of the Study 

The primary objective of this study is to critically 

examine how Zero Trust Security Architectures (ZTSA) can 

safeguard Protected Health Information (PHI) within multi-

cloud telemedicine and cross-border data environments. It 
seeks to explore the fundamental principles that make Zero 

Trust a resilient cybersecurity paradigm in an era where 

healthcare delivery increasingly relies on cloud 

interoperability and digital transformation. The study aims to 

identify the specific vulnerabilities associated with traditional 

perimeter-based security models and demonstrate how Zero 

Trust mechanisms such as continuous authentication, least-

privilege access, and micro-segmentation enhance data 

protection and compliance in distributed healthcare 

ecosystems. Furthermore, it seeks to  the strategic importance 

of ZTSA in mitigating insider threats, ensuring regulatory 

alignment, and fostering patient trust in digital health 
infrastructures. 

 

The scope of this study encompasses the intersection of 

cybersecurity, health informatics, and cloud computing 

within the context of global telemedicine. It focuses on the 

protection of sensitive medical data across multi-cloud 

environments, emphasizing security, privacy, and 

interoperability across national and organizational 

boundaries. The analysis covers both technological and 

policy dimensions, including identity management, 

encryption, and compliance with international data protection 
frameworks. By delineating the challenges and opportunities 

inherent in implementing Zero Trust in healthcare, this study 

contributes to the broader discourse on building resilient, 

compliant, and secures digital health systems in an 

interconnected world. 

 

 Structure of the Paper 

This paper is systematically organized into seven main 

sections to provide a comprehensive understanding of how 

Zero Trust security architectures safeguard protected health 

information within multi-cloud telemedicine and cross-

border data environments. The first section presents the 
introduction, outlining the study’s background, objectives, 

and scope. The second section explores the evolution of data 

management and the emergence of multi-cloud and 

verification-based security models. The third section 

examines the core principles of Zero Trust, focusing on 

continuous verification, least-privilege access, and dynamic 

policy enforcement. The fourth section discusses advanced 
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security mechanisms such as encryption, behavioral 

analytics, and data integrity assurance in multi-cloud 

infrastructures. The fifth section addresses legal and 

regulatory dimensions, including alignment with HIPAA, 

GDPR, and cross-border data governance. The sixth section 

focuses on practical applications in telemedicine, 

emphasizing identity management, interoperability, and trust 

enhancement. The final section concludes by evaluating the 
future prospects of Zero Trust in digital health technologies, 

emphasizing cyber resilience, innovation balance, and the 

evolution of patient trust in global digital health ecosystems. 

 

II. EVOLUTION OF HEALTH DATA 

PROTECTION FRAMEWORKS 

 

 Traditional Perimeter-Based Security and its Limitations 

The section titled Traditional Perimeter-Based Security 

and Its Limitations explores the weaknesses of conventional 

network defense mechanisms built around the assumption 
that systems inside an organization’s boundary are inherently 

trustworthy (Ijiga et al., 2023). Historically, healthcare 

institutions adopted firewalls, intrusion detection systems, 

and access control lists to create a defensive perimeter 

separating internal networks from external threats as 

presented in figure 1 (Kang et al., 2023). While effective in 

static environments, this model presumes that once users or 

devices gain access, they pose minimal risk a presumption 

increasingly invalid in modern digital health infrastructures. 

The approach fails to account for insider threats, 

compromised credentials, and lateral movement attacks, 

which enable adversaries to navigate freely within the 
“trusted zone” after breaching a single entry point. Such trust-

based architecture creates a false sense of security, leaving 

protected health information (PHI) highly vulnerable to 

exploitation once internal defenses are bypassed as (Ononiwu 

et al., 2023). 

 

As the healthcare sector transitions toward multi-cloud 

ecosystems, mobile access, and telemedicine, the perimeter’s 

relevance has diminished significantly. Dhiman et al. (2024) 

highlight that decentralized healthcare systems rely on cross-

platform interoperability, remote clinician access, and third-

party integrations that operate beyond the defined network 

edge. Consequently, static firewalls and segmented network 

boundaries cannot adequately secure data traversing hybrid 

or public cloud infrastructures. The proliferation of IoT-

enabled medical devices, electronic health records, and 

remote monitoring tools introduces additional layers of 
exposure, creating data channels that bypass perimeter 

controls entirely. In these dynamic environments, the 

perimeter-based model not only becomes inefficient but also 

hinders scalability and visibilities, underscoring the necessity 

for Zero Trust principles that continuously authenticate, 

monitor, and validate every connection within healthcare’s 

distributed digital ecosystem. 

 

Figure 1 illustrates a traditional perimeter-based 

security architecture, which relies on clearly defined network 

boundaries separating trusted internal zones from untrusted 
external environments like the internet. In this model, a 

firewall and VPN gateway serve as the main lines of defense, 

filtering traffic between remote employees, mobile devices, 

and internal network resources. The Demilitarized Zone 

(DMZ) acts as a buffer, hosting services such as load 

balancers (LB) and VPN gateways that manage access to the 

trusted zone, where internal and application services reside. 

The privileged zone contains critical systems like 

mainframes, accessible only through layered authentication 

and internal routing. While this architecture effectively 

restricts external access, it operates on the flawed assumption 

that threats originate only from outside the network. Once a 
cyber attacker breaches the perimeter perhaps through a 

compromised VPN credential or insider threat they can move 

laterally within the trusted network with minimal resistance. 

This inherent weakness highlights the limitations of 

perimeter-based models in modern, cloud-connected 

environments, emphasizing the need for Zero Trust 

frameworks that authenticate, verify, and monitor every 

access request regardless of location or network zone. 

 

 
Fig 1 Diagram of Limitations of Traditional Perimeter-Based Security in Remote Health Systems (Kang et al., 2023). 
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 Emergence of Multi-Cloud and Cross-Border Data 

Exchange 

The section titled Emergence of Multi-Cloud and Cross-

Border Data Exchange addresses how modern healthcare 

delivery is evolving through the adoption of multi-cloud 

architecture and international data flows. Multi-cloud 

frameworks enable healthcare organisations to distribute 

workloads across multiple cloud service providers, thereby 
enhancing scalability, avoiding vendor lock-in, and 

optimizing storage of vast volumes of imaging, genomics and 

telemetry data (Ismail et al., 2020). For example, an e-health 

system may partition encrypted patient records across AWS, 

Azure and Google Cloud, with secret-sharing algorithms 

ensuring that no single provider holds full plain text data thus 

preserving confidentiality while facilitating global access. 

 

Simultaneously, cross-border exchange of protected 

health information (PHI) is gaining momentum as patients 

travel, seek remote consultations and participate in 
multinational research. A case in the Philippines–Taiwan 

deployment demonstrated how standards such as HL7 FHIR 

and OAuth 2.0/SMART on FHIR enable interoperable 

personal health records across national boundaries (Lee et al., 

2025). However, this cross-border flow introduces 

regulatory, sovereignty and security complexities notably 

differing data-residency laws, latency-sensitive clinical 

workflows and multi-jurisdictional encryption key 

management. Taken together, these developments  that 

safeguarding PHI in multi-cloud and cross-border 

telemedicine ecosystems requires architecture designed for 

global elasticity, heterogeneous service providers and 
regulatory compliance rather than traditional single-cloud, 

national-only models (Ijiga et al., 2022). 

 

 Transition from Trust-Based to Verification-Based 

Models 

The section titled Transition from Trust-Based to 

Verification-Based Models explores the shift away from 

traditional implicit-trust cybersecurity architectures toward 

models based on continuous verification and minimal 

assumptions of trust. In legacy health-care information 

systems, once a user or device was authenticated at the 
network perimeter, internal access was often broad and 

enduring a “trusted” zone assumption that implicitly 

permitted lateral movement post-breach. Tyler and Viana 

(2021) as represented in table 1 assert that this trust-based 

posture is fundamentally flawed for distributed healthcare 

infrastructures, including telemedicine, where devices and 

users operate outside the physical perimeter and interact with 

multi-cloud systems. By contrast, a verification-based 

architecture enforces identity, device posture, session 

context, and behavioural analytics for each access request, 

substantially reducing the window of opportunity for 
compromised credentials or insider threats (Ononiwu et al., 

2023). 

 

Correspondingly, Kang et al. (2023) highlight that the 

emergence of cross-border data exchange and heterogeneous 

cloud-native services effectively invalidates network-

location-based trust boundaries. They illustrate that the 

concept of implicit trust must be replaced by explicit, fine-

grained verification at every interaction for example, every 

EMR access, every API call, every medical device data flow 

in a telemedicine scenario. This transition mandates 

organisational adoption of micro-segmentation, just-in-time 
access, and continuous authentication frameworks, ensuring 

that access is neither assumed nor static but dynamically 

validated in real-time across the global healthcare ecosystem 

(Ijiga et al., 2021). 

 

Table 1 Summary of Transition from Trust-Based to Verification-Based Models 

Concept Description Technical Implications Example/Application 

Trust-Based 

Security Models 

These models operate under the 

assumption that entities within a 

network are inherently trustworthy 

once authenticated at the perimeter. 

Creates security blind spots and 

increases vulnerability to insider 

threats and credential misuse. 

Traditional VPN-based enterprise 

networks where internal users 

have unrestricted access once 

logged in. 

Verification-

Based Models 

(Zero Trust) 

These systems continuously verify 

user and device identities before 

granting access, regardless of 
location or prior authentication. 

Enforces adaptive 

authentication, risk-based 

access, and continuous session 
monitoring. 

Healthcare systems requiring re-

authentication before accessing 

sensitive patient data in cloud 
environments. 

Identity-Centric 

Security 

Focuses on authenticating users and 

devices dynamically based on 

behavioral, contextual, and 

environmental attributes. 

Requires integration of identity 

providers, MFA, and AI-driven 

analytics for real-time 

verification. 

Implementation of IAM 

platforms like Azure AD with 

continuous risk evaluation 

policies. 

Shift in Security 

Paradigm 

Moves from implicit trust to 

explicit verification for all access 

requests within distributed 

environments. 

Reduces lateral movement of 

attackers and strengthens 

compliance with data protection 

regulations. 

Deployment of Zero Trust 

frameworks across telemedicine 

networks handling cross-border 

patient information. 

 

III. CORE PRINCIPLES OF ZERO TRUST 

SECURITY ARCHITECTURE 

 

 Continuous Verification and Identity Authentication 
The concept of Continuous Verification and Identity 

Authentication is central to Zero Trust security frameworks, 

ensuring that every access request within healthcare systems 

is validated at all times. Rather than relying on a single sign-

on event, continuous verification uses contextual signals such 

as device integrity, geolocation, network behaviour, and 
session anomalies to assess risk dynamically. Lavanya et al. 

(2024) as represented in table 2 emphasize that implementing 
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multi-factor authentication (MFA), behavioural analytics, 

and policy-driven access controls enhances the ability of 

healthcare organizations to detect suspicious behaviour and 

immediately revoke privileges when inconsistencies arise. 

For instance, if a clinician attempts to access patient records 

from an unrecognized device or unusual location, the system 

enforces adaptive authentication or access denial to prevent 

potential data exfiltration in real time (Idika, 2023). 
 

Similarly, Zulkifli et al. (2025) explain that continuous 

authentication mechanisms integrate artificial intelligence 

and biometric verification to strengthen identity assurance in 

multi-cloud telemedicine ecosystems. These approaches 

continuously re-evaluate trust by analysing typing patterns, 

facial recognition, and session activity, mitigating insider 

threats and credential-based attacks. In a cross-border 

telehealth setting, such methods ensure that Protected Health 

Information (PHI) remains secure, even when transmitted 

across disparate regulatory jurisdictions. This aligns with the 

study’s findings that sustaining continuous identity 
verification fortifies Zero Trust frameworks, ensuring 

compliance, traceability, and operational resilience within 

interconnected healthcare networks (Ijiga et al., 2021). 

 

Table 2 Summary of Continuous Verification and Identity Authentication 

Concept Description Technical Implications Example/Application 

Continuous 

Verification 

A security approach that ensures 

ongoing authentication of users 

and devices throughout a session 

rather than relying on one-time 

login credentials. 

Prevents session hijacking, 

insider threats, and 

credential-based attacks 

through constant 

monitoring and validation. 

Implementing real-time session 

revalidation for clinicians accessing 

electronic health records (EHRs) in 

telemedicine platforms. 

Identity 

Authentication 

Involves validating user and device 

identities using multi-factor or 
biometric verification to ensure 

legitimate access. 

Strengthens defense 

against identity spoofing, 
unauthorized access, and 

credential reuse attacks. 

Utilizing facial recognition or 

fingerprint scanning before granting 
access to patient data in multi-cloud 

systems. 

Adaptive 

Authentication 

Dynamically adjusts authentication 

requirements based on user 

behavior, device health, and 

network risk levels. 

Enhances user experience 

while maintaining strong 

security through 

contextual access 

decisions. 

Using AI-based algorithms to trigger 

additional verification when a physician 

logs in from an unfamiliar device or 

region. 

Integration with 

Zero Trust 

Framework 

Embeds continuous identity 

verification into Zero Trust 

architectures to eliminate implicit 

trust within healthcare ecosystems. 

Ensures every access 

request is verified, logged, 

and analyzed for 

anomalies in real time. 

Incorporating identity and access 

management (IAM) tools within multi-

cloud telehealth systems for protected 

health information (PHI) access control. 

 

 Least-Privilege Access and Segmentation Policies 

The principle of Least-Privilege Access and 

Segmentation Policies asserts that each user, device, or 
process in a system should be granted only the minimal 

access rights necessary to perform its authorized tasks, 

thereby limiting exposure if compromise occurs. Kang et al. 

(2023) describe that within healthcare, applying least-

privilege entails constraining a clinician’s digital session so 

that only the minimum necessary data say, a specific patient 

record or lab result is accessible rather than the entire 

electronic health record system. In practice, role-based access 

control (RBAC) or attribute-based access control (ABAC) 

methods are adapted to enforce granular permissions with 

dynamic adjustment in response to session context, device 
posture, and risk signals. This minimizes the lateral spread of 

attacks and helps contain a breach to the smallest possible 

scope (Amebleh & Omachi, 2022). 

 

Segmentation policies complement least-privilege by 

dividing the network or system landscape into isolated 

compartments via micro-segmentation or threat zones each 

tightly governed by access rules and filtered traffic controls. 

Ahmadi et al. (2025) detail autonomous identity-based 

segmentation techniques that dynamically isolate 

components (e.g. databases, analytics modules, medical 
devices) so that even if one segment is breached, the attacker 

cannot freely traverse into others. In a telemedicine multi-

cloud setup, segmentation ensures that the flows of Protected 

Health Information (PHI) among cloud services, API 

gateways, and client devices are restricted and monitored. 
Together, least-privilege access and enforced segmentation 

form a structural defense that aligns with this study’s findings 

on how Zero Trust architectures must spatially and 

functionally limit risk in distributed, cross-border healthcare 

systems (Amebleh & Omachi, 2023). 

 

 Dynamic Risk Assessment and Policy Enforcement 

The section titled Dynamic Risk Assessment and Policy 

Enforcement emphasizes how Zero Trust architectures 

continuously evaluate threat levels and adapt control policies 

in real time, rather than relying on static rules. Dynamic risk 
assessment calculates evolving “trust scores” for sessions, 

users, or devices based on contextual signals such as device 

posture, geolocation, network anomalies, and temporal 

behaviour. Czekster et al. (2025) as presented in figure 2 

present a simulation-driven approach in medical IoT 

networks that dynamically models threats and updates risk 

profiles on the fly, allowing the system to reprioritize 

protective measures or enforce stricter access constraints 

when anomalies are detected. In a telemedicine context with 

multi-cloud and cross-border flows, such risk assessment 

enables the system to restrict or revoke access even mid-
session when trust scores degrade (Amebleh & Okoh, 2023). 
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Policy enforcement in this model must be equally agile 

policies are not static ACLs but decision logic that adapts to 

input from the risk engine. Wang et al. (2025) describe a 

cloud-centric implementation of dynamic access control 

using reinforcement learning (Deep Q-Network) to optimize 

trust thresholds and policy transitions in response to observed 

user behaviour. In healthcare, this means that a clinician’s 

access to imaging data or health records might be 

dynamically limited, throttled, or revalidated if behavioural 

shifts or anomalous request patterns appear. Thus, continuous 

risk assessment and adaptive policy enforcement combine to 

make Zero Trust architectures effective at protecting PHI 

across distributed, evolving telemedicine systems (Amebleh 

& Okoh, 2023). 

 

 
Fig 2 Picture of Core Components and Principles of Zero Trust Security Architecture (Czekster et al., 2025). 

 

Figure 2 illustrates the core principles of Zero Trust 
Security Architecture (ZTSA), which operate on the 

foundational concept of “never trust, always verify.” At the 

center is data protection, symbolizing the primary asset that 

ZTSA seeks to defend. Surrounding this core are layered 

security mechanisms representing the continuous verification 

process email security, identity management, secure access 

service edge (SASE), next-generation firewall, and endpoint 

detection and response all ensuring that every access request 

is authenticated, authorized, and encrypted regardless of the 

user’s location or device. These components embody Zero 

Trust’s principles of least privilege access, micro-
segmentation, and continuous monitoring, ensuring that no 

entity internal or external is inherently trusted. The depiction 

reinforces that, unlike traditional perimeter-based defenses, 

Zero Trust assumes potential compromise at all levels and 

enforces adaptive, policy-driven verification across 

networks, users, and devices to maintain robust data security. 

 

IV. SAFEGUARDING PROTECTED HEALTH 

INFORMATION (PHI) 

 

 Encryption and Secure Data Transmission Protocols 

The subsection Encryption and Secure Data 

Transmission Protocols emphasizes that protecting Protected 

Health Information (PHI) in motion requires both strong 

encryption and robust transport protocols tailored to 

healthcare’s unique constraints. For instance, chaotic 

encryption schemes leveraging fractional-order system 

synchronization have been proposed to generate highly 

sensitive keys based on system states, thereby resisting 
manifold cryptographic attacks while ensuring 

confidentiality and data integrity during medical telemetry 

(Amir, Malip, & Othman, 2025). In telemedicine settings, 

such encryption can be applied to streaming vital signs or 

medical imaging data as it traverses cloud gateways, ensuring 

that intercepted packets remain unintelligible to adversaries. 

The chaotic key generation inherently adapts to channel 
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dynamics and offers large key spaces appropriate for multi-

cloud cross-border transmission. 

 

Complementing encryption is the design of secure 

transport mechanisms optimized for resource-constrained 

medical devices and variable network conditions. Saif et al. 

(2024) propose a timestamp-based secret key generation (T-

SKG) scheme for IoT-enabled medical systems, which 
generates ephemeral symmetric keys tied to device timing 

and context, reducing reliance on long-lived static keys and 

mitigating replay and key-reuse attacks. When layered over 

standard protocols such as TLS, DTLS, or secure tunnelling, 

T-SKG enhances session resilience under network jitter or 

disconnections. In distributed telehealth systems spanning 

multiple clouds and jurisdictions, such hybrid encryption plus 

adaptive key-exchange schemes ensure end-to-end 

confidentiality, forward secrecy, and efficient overhead 

suitable for bandwidth-sensitive, real-time healthcare 

communications (Oyekan et al., 2025). 
 

 Behavioral Analytics for Threat Detection 

The subsection Behavioral Analytics for Threat 

Detection emphasizes the role of modeling user activity and 

anomaly detection as foundational defenses in Zero Trust 

architectures for healthcare. Behavioral analytics 

continuously profiles the normal behavior of users, devices, 

and services such as typical access times, volume of PHI 

accessed; frequency of API requests and raises alerts when 

deviations occur. For example, Ali et al., (2025) as presented 

in figure 3 propose a deep evidential clustering method that 

not only classifies suspicious sessions but also quantifies 

uncertainty, reducing false positives while adapting 

dynamically as user behavior evolves across multi-cloud 

systems. In telemedicine environments, if a clinician’s usage 
pattern abruptly diverges e.g., downloading large volumes of 

imaging data from an unfamiliar location the system can flag 

or suspend further access in real time (Oyekan et al., 2023). 

 

Similarly, in smart health and IoT-enabled care settings, 

Tabassum et al. (2024) demonstrate that unsupervised 

learning models (e.g. Isolation Forest, Local Outlier Factor) 

applied to behavioral telemetry from wearable or medical 

sensor devices effectively detect anomalous data flows that 

may signal intrusion, device tampering, or data exfiltration. 

Integrating such models with Zero Trust frameworks allows 
policy engines to escalate authentication, segment traffic, or 

terminate sessions when risk thresholds are crossed. This kind 

of behavior-driven detection is vital for safeguarding 

Protected Health Information (PHI) in complex, cross-border 

telemedicine systems where static rule-based defenses would 

otherwise fail to adapt to evolving attack patterns (James, 

2022). 

 

 
Fig 3 Picture of Detecting Cyber Threats through Behavioral Analytics (Ali et al., 2025). 

 

Figure 3 illustrates the concept of behavioral analytics 

for threat detection, emphasizing how advanced 

cybersecurity systems use data-driven insights to identify 

abnormal user or system activities. Behavioral analytics 

involves continuously monitoring digital behavior—such as 
login times, access patterns, and data transfers to establish a 

baseline of normal activity. When deviations from this 

baseline occur, such as unusual login locations or atypical file 

access, the system flags them as potential security threats. 

This proactive approach enhances detection of insider threats, 

compromised credentials, and sophisticated cyberattacks that 

traditional signature-based systems might miss, thereby 

strengthening organizational resilience against emerging 

digital risks. 

 

 Ensuring Data Integrity and Availability in Multi-Cloud 

Environments 
The subsection Ensuring Data Integrity and Availability 

in Multi-Cloud Environments addresses how distributed 

healthcare systems must guarantee that protected health 

information (PHI) remains both unaltered and accessible 

across multiple cloud providers. Integrity is preserved when 

cryptographic hashes, blockchain-style ledgers or tamper-

evident logs validate that patient records and device telemetry 
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have not been modified in transit or storage as represented in 

table 3 (Tahir et al., 2020). Moreover, availability demands 

redundancy, synchronous replication and fault-tolerant 

design so that telemedicine sessions continue uninterrupted 

even when a cloud region fails. For example, healthcare data 

may be sharded across three CSPs with erasure coding and 

real‐time checksums, such that if one cloud becomes 

unavailable, the system reconstructs data seamlessly for 
clinicians (Idika et al., 2021). In practice, the work by Elghoul 

et al. (2023) demonstrates how multi-level security 

architectures on platforms like AWS incorporate geo-

dispersed storage, continuous integrity verification and 

automated fail-over policies to uphold service availability in 

real time. Embedded health systems must monitor latency, 

consistency across replicas and automatic remediation 

workflows. In cross-border scenarios, ensuring data resides in 

compliant jurisdictions while remaining accessible illustrates 

the dual challenge of integrity and availability. Aligning these 

measures with the foundational principles of a zero-trust 
framework ensures that even in a distributed, multi-cloud 

telemedicine environment, PHI is reliably available and 

verifiably intact (Oyekan et al., 2024). 

 

Table 3 Summary of Ensuring Data Integrity and Availability in Multi-Cloud Environments 

Concept Description Technical Implications Example/Application 

Data Integrity Ensures that data remains 

accurate, consistent, and 

unaltered during storage or 

transmission across multiple 

cloud environments. 

Requires cryptographic 

hashing, blockchain 

validation, and audit trails to 

detect unauthorized 

modifications. 

Implementing SHA-256 hashing or 

blockchain-based verification for 

medical imaging data stored across 

different cloud providers. 

Data Availability Guarantees that authorized users 

can access health data without 

disruption, even during system 
failures or cyber incidents. 

Involves redundant storage, 

load balancing, and failover 

strategies across cloud regions 
to prevent downtime. 

Deploying multi-zone replication and 

automated recovery systems for 

continuous access to electronic 
health records (EHRs). 

Redundancy and 

Backup 

Protocols 

Maintains multiple synchronized 

data copies across different cloud 

vendors to ensure resilience 

against loss or corruption. 

Reduces single points of 

failure while enabling faster 

data restoration and service 

continuity. 

Using hybrid cloud storage 

combining AWS and Azure for 

secure backup of patient health 

information (PHI). 

Integrity 

Monitoring and 

Compliance 

Continuously validates stored 

data against regulatory standards 

such as HIPAA and GDPR to 

maintain trust and accountability. 

Requires automated integrity 

verification tools, audit logs, 

and encryption key 

management systems. 

Employing real-time integrity 

monitoring dashboards that alert 

administrators to data tampering or 

unauthorized access attempts. 

 

V. REGULATORY COMPLIANCE AND CROSS-

BORDER DATA GOVERNANCE 

 

 Alignment with HIPAA, GDPR, and Regional Privacy 

Laws 
The subsection Alignment with HIPAA, GDPR, and 

Regional Privacy Laws focuses on how a Zero Trust Security 

Architecture must harmonize with divergent yet overlapping 

regulatory mandates governing Protected Health Information 

(PHI). In the United States, HIPAA mandates a triad of 

safeguards administrative, physical, and technical covering 

access controls, audit trails, encryption, and integrity 

mechanisms. A zero trust system enforces these through 

granular access policies, strict logging of identity events, and 

cryptographic protections embedded at every interaction as 

presented in figure 4 (Barbaria et al., 2025). The zero trust 
paradigm complements HIPAA’s focus on “minimum 

necessary” use by ensuring each access decision is 

dynamically assessed rather than statically granted (Amebleh 

et al., 2021). 

 

In the European context and beyond, GDPR imposes 

broader requirements of data subject rights, purpose 

limitation, data minimization, and cross-border data transfer 

controls. Conduah (2025) outlines the global challenges in 

healthcare privacy, noting that compliance across multiple 

jurisdictions demands context-aware consent, data 
localization strategies, and adaptive policy engines that 

respect local law constraints. In multi-cloud, cross-border 

telemedicine systems, zero trust architectures must embed 

consent metadata, restrict flows to approved jurisdictions, and 

enforce retention/erasure rules to satisfy GDPR’s 

accountability principle. Thus, a properly architected zero 

trust approach can operationalize the legal prevents and 
protections of HIPAA, GDPR, and regional statutes 

simultaneously, providing a unified compliance framework 

across distributed health systems (Okoh et al., 2024). 

 

Figure 4 illustrates the alignment between the General 

Data Protection Regulation (GDPR) and the Health Insurance 

Portability and Accountability Act (HIPAA), both of which 

establish foundational standards for protecting personal and 

health data. The GDPR’s seven principles lawfulness, 

fairness, transparency, purpose limitation, data minimization, 

accuracy, storage limitation, integrity, confidentiality, and 
accountability emphasize individuals’ control over their 

personal information and the organizational responsibility in 

managing it. Similarly, HIPAA’s core rules Privacy, Security, 

Enforcement, Transactions and Code Sets, and Unique 

Identifiers focus on safeguarding patient health information, 

ensuring secure data transmission, and enforcing 

accountability for data breaches. Together, these frameworks 

promote data protection, transparency, and ethical data 

processing, while regional privacy laws such as Nigeria’s 

NDPR and California’s CCPA adapt similar principles to 

local contexts, reinforcing a global shift toward standardized, 
privacy-centric data governance. 
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Fig 4 Picture of Global Alignment in Data Privacy and Protection Frameworks (Barbaria et al., 2025). 

 

 Legal Complexities in International Health Data 

Transfers 

The Legal Complexities in International Health Data 

Transfers section addresses the intricate landscape of cross-

border PHI exchange, where divergent national privacy 

regimes impose significant barriers. Clinical and research 

collaborations increasingly rely on global data flows, yet 

healthcare organizations must navigate conflicting 

requirements around adequacy, consent, and data 

localization. Chan et al. (2024) as represented in table 4  

illustrate how health research consortia struggle to harmonize 

the GDPR’s stringent rules with partner nations’ weaker or 

differently construed protections, particularly regarding 

whether transferred PHI enjoys equivalent safeguards in the 

recipient jurisdiction. Without an EU adequacy decision, or 

valid safeguards like Standard Contractual Clauses (SCCs) or 
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Binding Corporate Rules, organizations often face legal 

uncertainty or outright transfer prohibitions (Okoh et al., 

2024). 

 

The transatlantic corridor exemplifies these tensions: 

Lalova-Spinks et al. (2024) show that even after the EU-US 

Data Privacy Framework (DPF), lingering concerns about 

U.S. surveillance law and the possibility of European Court 
of Justice invalidation undermine trust in lawful PHI 

transfers. Moreover, many EU member states impose 

additional restrictions beyond GDPR, such as limiting cross-

border health data flows or requiring localized storage, 

complicating unified policy mapping. Thus, in the context of 

multi-cloud telemedicine and cross-border health systems, 

Zero Trust architectures must embed transfer-aware policy 

controls, consent binding metadata, and conditional access 

logic that refuse PHI flows unless legal preconditions are 
verified for each jurisdictional path. 

 

Table 4 Summary of Legal Complexities in International Health Data Transfers 

Concept Description Technical Implications Example/Application 

Cross-Border Data 

Transfer Regulations 

Legal frameworks govern 

how health data moves 

between countries to ensure 

privacy, security, and lawful 

processing. 

Requires compliance with 

multiple data protection 

regimes such as GDPR, 

HIPAA, and national health 

data laws. 

A U.S.-based telemedicine provider 

must meet both HIPAA and EU GDPR 

standards when serving European 

patients. 

Data Sovereignty 

and Jurisdictional 

Conflicts 

Refers to the control and 

ownership of data under 

specific national laws 

depending on where data is 

stored or processed. 

Creates legal uncertainty 

when cloud providers operate 

across multiple regions with 

differing privacy 

requirements. 

A healthcare app hosting patient data 

on EU servers but accessed in Africa 

may face jurisdictional disputes. 

Consent and Data 
Subject Rights 

Patients must be informed 
and give explicit consent 

before their health data is 

transferred across borders. 

Requires transparent data-
sharing agreements and 

mechanisms for users to 

revoke consent or access their 

data. 

Telehealth platforms must include 
digital consent forms compliant with 

EU GDPR and African Union data 

protection guidelines. 

Regulatory 

Harmonization 

Challenges 

The absence of unified 

global standards 

complicates secure and 

lawful data transfers across 

multiple regions. 

Calls for bilateral agreements, 

international policy 

frameworks, and secure 

interoperability protocols. 

The EU–U.S. Data Privacy Framework 

attempts to balance transatlantic health 

data exchange while ensuring 

regulatory compliance. 

 

 Policy Harmonization for Global Health Information 

Security 

The subsection Policy Harmonization for Global Health 

Information Security addresses the imperative of aligning 
regulatory architectures in different jurisdictions to preserve 

both security and usability of cross-border health data flows. 

Xia, Chen, and Li (2024) propose a human-rights centred 

harmonization paradigm, whereby minimum global baselines 

for example, on consent, anonymization, and data subject 

rights are defined, and individual nations can extend 

protections beyond that floor. In telemedicine systems 

operating across multi-cloud environments, this allows zero 

trust architecture to embed policy rules that dynamically 

enforce the strictest applicable standard according to the 

jurisdictions involved. For instance, data flows from a U.S. 
hospital to an EU-based analytics hub would automatically 

trigger GDPR-level safeguards even if the originating system 

adheres only to HIPAA norms (Okoh et al., 2024). 

 

However, harmonization is complex because of 

persistent tensions among privacy, innovation, and security 

goals. Winter (2022) outlines three overlapping regimes 

privacy protection, technical security, and innovation 

encouragement and notes that harmonizing them demands 

trade-off calibrations. In global health contexts, networks 

promoting data sharing for research may pull policies toward 
openness, while cybersecurity imperatives push toward 

stricter confinement. A harmonized policy framework must 

therefore support translational mappings metadata tags, 

modular consent models, and jurisdictional policy engines 

that reconcile these regimes. In the context of this study’s 

findings, achieving policy harmonization ensures that Zero 
Trust architectures can operate seamlessly, legally and 

securely, in multinational healthcare environments while 

respecting both innovation and data subject protections 

(Grace & Okoh, 2022). 

 

VI. INTEGRATING ZERO TRUST WITH 

TELEMEDICINE INFRASTRUCTURE 

 

 Identity and Access Management in Remote Health 

Systems 

The subsection Identity and Access Management in 
Remote Health Systems examines how digital authentication 

mechanisms and access control policies protect distributed 

healthcare infrastructures. As telehealth expands, traditional 

perimeter-based models are no longer sufficient to safeguard 

sensitive patient data transmitted across mobile devices and 

cloud networks. Al-Kahtani et al. (2023) as represented in 

figure5 and table 5 emphasize integrating blockchain-enabled 

identity verification with Zero Trust frameworks to enhance 

accountability and prevent credential misuse. For example, a 

blockchain ledger can store encrypted patient access tokens, 

ensuring that only verified clinicians using multi-factor 
authentication (MFA) can retrieve health records from remote 

servers. This approach supports traceability and minimizes 
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insider threats, aligning with the security architecture 

principles observed in this study’s findings. 

 

Mujinga, Eloff, and Kunda (2022) further highlight that 

remote health systems face specific challenges such as device 

heterogeneity, intermittent connectivity, and user privacy 

risks. They advocate for adaptive access management models 

that adjust authentication requirements based on contextual 
risk levels such as geolocation, device type, and session 

behavior. Implementing decentralized identity management 

and continuous user behavior analytics enables healthcare 

institutions to balance accessibility with strict compliance 

mandates. Within the study’s framework, robust identity and 

access management (IAM) not only secures patient data 

integrity but also sustains trust across telemedicine and 

mobile health environments, promoting resilience and 

operational continuity in global remote health delivery (Okoh 

& Grace, 2022). 

Figure 5 illustrates a telemedicine infrastructure that 

connects various remote health entities such as ambulance 

vehicles, rural health centers, navigating ships, patient homes, 

and intensive care units to a central hospital through GSM, 

satellite, and POTS networks, with a doctor at the base unit 

facilitating consultations. Integrating Zero Trust into this 

system would require continuous authentication and 

authorization for all users and devices, ensuring that only 
verified entities, such as doctors, paramedics, or patients, can 

access the network regardless of their location, thereby 

mitigating risks of unauthorized access or data breaches. This 

approach aligns with Identity and Access Management (IAM) 

principles in remote health systems by enforcing strict 

identity verification, role-based access controls, and real-time 

monitoring to safeguard sensitive patient data transmitted 

across the network, ensuring both security compliance and 

efficient healthcare delivery across diverse environments. 

 

 
Fig 5 Picture of Telemedicine Network: Connecting Remote Healthcare with Secure Infrastructure (Al-Kahtani et al. 2023) 

 

Table 5 Summary of Identity and Access Management in Remote Health Systems 

Concept Description Technical Implications Example/Application 

Identity and 

Access 

Management 

(IAM) 

A framework that ensures 

only authenticated and 

authorized individuals can 

access health data and system 

resources. 

Requires integration of user 

directories, multi-factor 

authentication (MFA), and 

continuous identity verification 

protocols. 

Implementing Azure Active 

Directory or Okta for secure 

clinician access to cloud-based 

patient records. 

Role-Based 

Access Control 

(RBAC) 

Assigns permissions based on 

user roles to prevent 

unauthorized access to 

sensitive medical information. 

Minimizes the attack surface by 

granting users the least privilege 

necessary for their duties. 

Limiting nurses to view-only 

permissions on patient data while 

allowing doctors to edit treatment 

notes. 
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Adaptive 

Authentication 

Uses contextual factors such 

as device, location, and 

behavior to dynamically 

adjust authentication 

requirements. 

Enhances security in remote and 

mobile healthcare environments 

with real-time risk evaluation. 

Triggering secondary verification 

when a physician logs in from an 

unfamiliar IP address or device. 

Federated Identity 

Systems 

Enables healthcare 

professionals to use a single 

digital identity across multiple 

platforms and cloud providers. 

Facilitates interoperability while 

maintaining consistent 

authentication policies across 

distributed systems. 

Allowing practitioners to securely 

access telemedicine, lab, and billing 

systems using one unified login 

credential. 

 

 Interoperability and Secure Data Sharing Across 
Platforms 

The subsection Interoperability and Secure Data 

Sharing Across Platforms addresses the critical need for 

seamless communication between heterogeneous health 

information systems while maintaining stringent data 

protection standards. Gaur, Misra, and Rodrigues (2022) 

propose a federated learning–blockchain hybrid architecture 

that allows institutions to share model updates rather than raw 

patient data, mitigating privacy risks while fostering 

interoperability. This approach ensures that electronic health 

records (EHRs) can be integrated across hospitals, 
telemedicine providers, and insurance platforms without 

centralizing sensitive datasets. For instance, in cross-border 

care coordination, blockchain’s immutable ledger validates 

transactions and ensures that patient consent protocols are 

maintained throughout multi-system data exchanges. 

 

Sahi, Abbas, and Saleem (2023) emphasize the 

importance of privacy-preserving interoperability 

frameworks that comply with regional and international data 

governance laws. They highlight encryption-at-rest, attribute-

based access control (ABAC), and secure application 

programming interfaces (APIs) as essential tools for 
maintaining data confidentiality during transmission between 

platforms. Within the context of this study’s findings, 

ensuring interoperability enables healthcare systems to 

enhance clinical decision-making, reduce redundancies, and 

improve patient outcomes, while the embedded 

cryptographic mechanisms ensure that cross-platform data 

exchange does not compromise integrity, confidentiality, or 

regulatory compliance. 

 

 Enhancing Trust and Transparency in Virtual Care 

Delivery 
The subsection Enhancing Trust and Transparency in 

Virtual Care Delivery emphasizes the integration of ethical, 

technical, and communicative mechanisms to reinforce 

confidence in digital healthcare systems. According to Blease 

et al. (2023), the trust deficit in AI-enabled virtual 

consultations arises from limited patient understanding of 

algorithmic processes and concerns about accountability. To 

address this, explainable AI (XAI) frameworks are being 

deployed to ensure that diagnostic outputs and decision-

making pathways remain interpretable to clinicians and 

patients alike. For example, transparency dashboards 

embedded in telemedicine applications can display how 
patient data informs risk scores or treatment 

recommendations, thereby enhancing perceived fairness and 

reducing algorithmic bias. 

 

Fagherazzi et al. (2020) assert that transparency and 
patient engagement are fundamental to sustaining virtual care 

adoption, particularly in post-pandemic telehealth 

ecosystems. They highlight the use of blockchain-based audit 

trails to verify data authenticity and prevent tampering during 

remote consultations. In alignment with this study’s findings, 

such trust-enhancing mechanisms not only uphold ethical and 

legal standards but also strengthen patient adherence, 

satisfaction, and long-term reliance on remote healthcare 

technologies for accurate, secure, and equitable service 

delivery. 

 

VII. STRATEGIC IMPLICATIONS, CONCLUSION 

AND FUTURE DIRECTIONS 

 

 Building Cyber Resilience in Healthcare Ecosystems 

Building cyber resilience in healthcare ecosystems 

requires a comprehensive approach that integrates 

technological safeguards, organizational preparedness, and 

adaptive governance frameworks. Cyber resilience extends 

beyond traditional cybersecurity by emphasizing an 

organization’s ability to anticipate, withstand, recover from, 

and adapt to cyber disruptions. In healthcare, this involves 

implementing layered defenses such as multi-factor 
authentication, network segmentation, and continuous threat 

monitoring to minimize exposure to ransomware, data 

breaches, and other malicious activities. Training healthcare 

personnel to recognize phishing and social engineering 

attempts remains essential, as human error is a leading cause 

of security incidents. Furthermore, integrating cyber risk 

assessments into daily clinical and administrative operations 

ensures that vulnerabilities are identified and mitigated 

proactively, reducing potential system downtime and data 

loss. 

 
A resilient healthcare ecosystem must also incorporate 

redundancy and continuity strategies to maintain patient care 

during cyber crises. This includes developing real-time 

backup systems, ensuring interoperability between digital 

platforms, and implementing automated recovery protocols 

for critical health data. Collaboration between hospitals, 

public health authorities, and cybersecurity agencies 

enhances collective defense capabilities through shared 

intelligence and coordinated incident response. Investing in 

cyber resilience not only protects patient information but also 

preserves institutional trust, operational integrity, and long-

term healthcare delivery efficiency in an increasingly digital 
landscape. 
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 Balancing Innovation, Privacy, and Patient Trust 

Balancing innovation, privacy, and patient trust in 

modern healthcare systems is a delicate but essential 

endeavor. The rapid integration of emerging technologies 

such as artificial intelligence, machine learning, and cloud 

computing has revolutionized diagnostics, treatment 

personalization, and telemedicine. However, these 

innovations introduce complex privacy challenges due to the 
collection and processing of vast amounts of sensitive patient 

data. Ensuring privacy in such an environment requires the 

adoption of strong encryption protocols, anonymization 

techniques, and ethical data governance models. Healthcare 

providers must align innovation with patient rights by 

embedding privacy-by-design principles into new digital 

health solutions. This proactive approach ensures that 

technological advancement does not compromise the 

confidentiality and security of protected health information. 

 

Patient trust is the cornerstone of digital healthcare 
adoption and must be preserved through transparency, 

accountability, and ethical practice. Clear communication 

about how patient data is collected, used, and protected 

fosters confidence in digital platforms and encourages 

engagement in telemedicine services. Institutions that 

demonstrate strong data stewardship and comply with 

international privacy standards, such as GDPR and HIPAA, 

strengthen their reputations as trustworthy custodians of 

health information. Ultimately, the balance between 

innovation, privacy, and trust ensures that technological 

progress enhances healthcare delivery without eroding the 

fundamental values of patient autonomy and confidentiality. 
 

 Conclusion 

This study concludes that Zero Trust Security 

Architectures (ZTSA) provide an essential and forward-

looking framework for safeguarding Protected Health 

Information (PHI) within multi-cloud telemedicine and cross-

border data environments. By replacing legacy perimeter-

based models with continuous verification, least-privilege 

access, and dynamic policy enforcement, ZTSA effectively 

mitigates insider threats, credential misuse, and unauthorized 

lateral movement across distributed healthcare systems. The 
integration of advanced encryption, behavioral analytics, and 

adaptive authentication mechanisms ensures data 

confidentiality, integrity, and availability, even as healthcare 

services increasingly depend on heterogeneous cloud 

infrastructures and global data flows. 

 

The findings affirm that Zero Trust is not merely a 

technical enhancement but a strategic enabler of regulatory 

compliance, resilience, and patient trust. Its alignment with 

international frameworks such as HIPAA, GDPR, and 

regional privacy laws demonstrates its adaptability to diverse 

legal contexts and operational demands. Moreover, 
embedding Zero Trust principles in telemedicine enhances 

interoperability and transparency—critical for sustaining 

cross-border collaboration and ethical digital health practices. 

Looking forward, Zero Trust will underpin the secure 

adoption of AI-driven diagnostics, IoMT, and blockchain-

based health data exchange. Therefore, embracing Zero Trust 

represents a paradigm shift toward proactive, verification-

centric, and patient-centric cybersecurity governance that 

ensures sustainable innovation, data sovereignty, and the 

long-term protection of digital healthcare ecosystems. 

 

 Future Prospects of Zero Trust in Emerging Digital 

Health Technologies 

The future prospects of Zero Trust architecture in 

emerging digital health technologies are promising, as 
healthcare systems continue to evolve toward decentralized, 

data-driven, and AI-supported ecosystems. With the growing 

adoption of Internet of Medical Things (IoMT), remote 

diagnostics, and blockchain-enabled data management, Zero 

Trust will serve as the foundational security model that 

ensures continuous verification and context-based access 

control. By eliminating implicit trust and adopting identity-

centric protection, healthcare organizations can minimize the 

risks associated with insider threats, ransomware, and 

unauthorized data exposure. The integration of Zero Trust 

with predictive analytics and autonomous response systems 
will enable real-time threat detection, adaptive policy 

enforcement, and resilient health data ecosystems that can 

withstand the increasing sophistication of cyberattacks. 

 

In the next decade, Zero Trust is expected to become a 

regulatory and operational standard within global healthcare 

frameworks, shaping the design of next-generation digital 

health solutions. As telemedicine expands across borders and 

healthcare data becomes increasingly mobile, Zero Trust will 

facilitate secure interoperability while maintaining 

compliance with evolving privacy laws. Furthermore, the 

model’s compatibility with edge computing and 5G networks 
will enhance the security of real-time medical monitoring and 

data transmission. Ultimately, the widespread 

implementation of Zero Trust principles will redefine digital 

trust in healthcare, enabling innovation that prioritizes both 

patient safety and data sovereignty. 

 

REFERENCES 

 

[1]. Ahmadi, S., Gao, X., & Li, T. (2025). Autonomous 

identity-based threat segmentation for zero trust. 

Journal of Cybersecurity Research, X, Article (in 
press). 

[2]. Ali, A., Husain, M., & Hans, P. (2025). Real-Time 

Detection of Insider Threats Using Behavioral 

Analytics and Deep Evidential Clustering. arXiv. 

https://doi.org/10.48550/arXiv.2505.15383 

[3]. Al-Kahtani, M. S., Alahmadi, A., & Alzahrani, B. A. 

(2023). Secure identity and access management 

framework for remote healthcare services using 

blockchain and zero-trust principles. IEEE Access, 11, 

104562–104577. 

https://doi.org/10.1109/ACCESS.2023.3308145 

[4]. Amebleh, J., & Okoh, O. F. (2023). Accounting for 
Rewards Aggregators under ASC 606/IFRS 15: 

Performance Obligations, Consideration Payable to 

Customers, and Automated Liability Accruals at 

Payments Scale. Finance & Accounting Research 

Journal, 5(12), 528–548. 

https://doi.org/10.51594/farj.v5i12.2003 

https://doi.org/10.38124/ijisrt/25oct1130
http://www.ijisrt.com/
https://doi.org/10.48550/arXiv.2505.15383
https://doi.org/10.1109/ACCESS.2023.3308145
https://doi.org/10.51594/farj.v5i12.2003


Volume 10, Issue 10, October– 2025                                International Journal of Innovative Science and Research Technology 

ISSN No:-2456-2165                                                                                                                 https://doi.org/10.38124/ijisrt/25oct1130 

 

 

IJISRT25OCT1130                                                             www.ijisrt.com                                                                             2171 

[5]. Amebleh, J., & Okoh, O. F. (2023). Explainable Risk 

Controls for Digital Health Payments: SHAP-

Constrained Gradient Boosting with Policy-Based 

Access, Audit Trails, and Chargeback Mitigation. 

International Journal of Scientific Research and 

Modern Technology, 2(4), 13–28. 

https://doi.org/10.38124/ijsrmt.v2i4.746 

[6]. Amebleh, J., & Omachi, A. (2022). Data Observability 
for High-Throughput Payments Pipelines: SLA 

Design, Anomaly Budgets, and Sequential Probability 

Ratio Tests for Early Incident Detection. International 

Journal of Scientific Research in Science, Engineering 

and Technology, 9(4), 576–591. 

https://doi.org/10.32628/IJSRSET 

[7]. Amebleh, J., & Omachi, A. (2023). Integrating 

Financial Planning and Payments Data Fusion for 

Essbase SAP BW Cohort Profitability LTV CAC 

Variance Analysis. International Journal of Scientific 

Research and Modern Technology, 2(4), 1–12. 
https://doi.org/10.38124/ijsrmt.v2i4.752 

[8]. Amebleh, J., Igba, E., & Ijiga, O. M. (2021). Graph-

Based Fraud Detection in Open-Loop Gift Cards: 

Heterogeneous GNNs, Streaming Feature Stores, and 

Near-Zero-Lag Anomaly Alerts. International Journal 

of Scientific Research in Science, Engineering and 

Technology, 8(6). https://doi.org/10.32628/IJSRSET 

[9]. Amir, N. A. S., Malip, J., & Othman, M. (2025). A 

secure healthcare data transmission based on 

synchronization of fractional-order chaotic systems. 

PeerJ Computer Science. 

https://doi.org/10.7717/peerj-cs.2665 
[10]. Barbaria, S., Jemai, A., Ceylan, H. İ., Muntean, R. I., 

Dergaa, I., & Boussi Rahmouni, H. (2025). Advancing 

compliance with HIPAA and GDPR in healthcare: A 

blockchain-based strategy for secure data exchange in 

clinical research involving private health information. 

Healthcare, 13(20), 2594. 

https://doi.org/10.3390/healthcare13202594 

[11]. Blease, C., Kaptchuk, T. J., Bernstein, M. H., Mandl, 

K. D., & Halamka, J. D. (2023). Artificial intelligence 

and the future of trust in healthcare. Nature Medicine, 

29(1), 12–18. https://doi.org/10.1038/s41591-022-
02101-0 

[12]. Chan, H. Y., & colleagues (2024). Cross-

Jurisdictional Data Transfer in Health Research. 

Journal of Medical Internet Research. Retrieved from 

PMC PMC 

[13]. Conduah, A. K. (2025). Data privacy in healthcare: 

Global challenges and solutions. Digital Health, 11, 

20552076251343959. 

https://doi.org/10.1177/20552076251343959 

[14]. Czekster, R. M., Webber, T., Bertolin Furstenau, L., 

& Marcon, C. (2025). Dynamic risk assessment 

approach for analysing cyber security events in 
medical IoT networks. Internet of Things, 29, Article 

101437. https://doi.org/10.1016/j.iot.2024.101437 

[15]. Dhiman, L., Huber, B., & Kandah, F. (2024). A 

systematic literature review on the implementation 

and challenges of zero trust architecture across 

domains. Sensors, 25(19), 6118. 

https://doi.org/10.3390/s25196118 

[16]. Elghoul, M. K., Bahgat, S. F., Hussein, A. S., et al. 

(2023). Management of medical record data with 

multi-level security on Amazon Web Services. SN 

Applied Sciences, 5, 282. 

https://doi.org/10.1007/s42452-023-05502-9 

[17]. Ewoh, P., & Vartiainen, T. (2024). Vulnerability to 

cyberattacks and sociotechnical solutions for health 

care systems: Systematic review. Journal of Medical 
Internet Research, 26, e46904. 

https://doi.org/10.2196/46904 

[18]. Fagherazzi, G., Goetzinger, C., Rashid, M. A., 

Aguayo, G. A., & Huiart, L. (2020). Digital health 

strategies to fight COVID-19 worldwide: Challenges, 

recommendations, and a call for papers. Journal of 

Medical Internet Research, 22(6), e19284. 

https://doi.org/10.2196/19284 

[19]. Gaur, A., Misra, S., & Rodrigues, J. J. P. C. (2022). 

Enhancing interoperability and secure data exchange 

in healthcare systems through federated learning and 
blockchain integration. IEEE Journal of Biomedical 

and Health Informatics, 26(10), 4984–4995. 

https://doi.org/10.1109/JBHI.2022.3169854 

[20]. Gellert, G. A., Kelly, S. P., Wright, E. W., & Keil, L. 

C. (2023). Zero trust and the future of cybersecurity in 

healthcare delivery organizations. Journal of Hospital 

Administration, 12(1), 1. 

https://doi.org/10.5430/jha.v12n1p1 

[21]. Grace, I., & Okoh, O. F. (2022). Evaluating the Impact 

of Online Coding Platforms on Programming Skill 

Acquisition in Secondary and Tertiary Education. 

Acta Electronica Malaysia, 6(1), 16–23. 
https://doi.org/10.26480/aem.01.2022.16.23 

[22]. Griebel, L., Prokosch, H.-U., Köpcke, F., Toddenroth, 

D., Christopher, J., Leb, I., Engel, I., & Sedlmayr, M. 

(2015). A scoping review of cloud computing in 

healthcare. BMC Medical Informatics and Decision 

Making, 15(17). https://doi.org/10.1186/s12911-015-

0145-7 

[23]. Idika, C. N. (2023). Quantum Resistant Cryptographic 

Protocols for Securing Autonomous Vehicle to 

Vehicle (V2V) Communication Networks. 

International Journal of Scientific Research in 
Computer Science, Engineering and Information 

Technology, 10(1). 

https://doi.org/10.32628/CSEIT2391547 

[24]. Idika, C. N., Salami, E. O., Ijiga, O. M., & Enyejo, L. 

A. (2021). Deep Learning Driven Malware 

Classification for Cloud-Native Microservices in 

Edge Computing Architectures. International Journal 

of Scientific Research in Computer Science, 

Engineering and Information Technology, 7(4). 

https://doi.org/10.32628/IJSRCSEIT 

[25]. Ijiga, O. M., Ifenatuora, G. P., & Olateju, M. (2021). 

Bridging STEM and Cross-Cultural Education: 
Designing Inclusive Pedagogies for Multilingual 

Classrooms in Sub-Saharan Africa. IRE Journals, 

5(1). ISSN: 2456-8880. 

[26]. Ijiga, O. M., Ifenatuora, G. P., & Olateju, M. (2021). 

Digital Storytelling as a Tool for Enhancing STEM 

Engagement: A Multimedia Approach to Science 

Communication in K-12 Education. International 

https://doi.org/10.38124/ijisrt/25oct1130
http://www.ijisrt.com/
https://doi.org/10.38124/ijsrmt.v2i4.746
https://doi.org/10.32628/IJSRSET
https://doi.org/10.38124/ijsrmt.v2i4.752
https://doi.org/10.32628/IJSRSET
https://doi.org/10.7717/peerj-cs.2665
https://doi.org/10.3390/healthcare13202594
https://doi.org/10.1038/s41591-022-02101-0
https://doi.org/10.1038/s41591-022-02101-0
https://pmc.ncbi.nlm.nih.gov/articles/PMC11464792/?utm_source=chatgpt.com
https://doi.org/10.1177/20552076251343959
https://doi.org/10.1016/j.iot.2024.101437
https://doi.org/10.3390/s25196118
https://doi.org/10.1007/s42452-023-05502-9
https://doi.org/10.2196/46904
https://doi.org/10.2196/19284
https://doi.org/10.1109/JBHI.2022.3169854
https://doi.org/10.26480/aem.01.2022.16.23
https://doi.org/10.1186/s12911-015-0145-7
https://doi.org/10.1186/s12911-015-0145-7
https://doi.org/10.32628/CSEIT2391547
https://doi.org/10.32628/IJSRCSEIT


Volume 10, Issue 10, October– 2025                                International Journal of Innovative Science and Research Technology 

ISSN No:-2456-2165                                                                                                                 https://doi.org/10.38124/ijisrt/25oct1130 

 

 

IJISRT25OCT1130                                                             www.ijisrt.com                                                                             2172 

Journal of Multidisciplinary Research and Growth 

Evaluation, 2(5), 495–505. 

https://doi.org/10.54660/IJMRGE.2021.2.5.495-505 

[27]. Ijiga, O. M., Ifenatuora, G. P., & Olateju, M. (2022). 

AI-Powered E-Learning Platforms for STEM 

Education: Evaluating Effectiveness in Low 

Bandwidth and Remote Learning Environments. 

International Journal of Scientific Research in 
Computer Science, Engineering and Information 

Technology, 8(5), 455–475. 

https://doi.org/10.32628/IJSRCSEIT 

[28]. Ijiga, O. M., Ifenatuora, G. P., & Olateju, M. (2023). 

STEM-Driven Public Health Literacy: Using Data 

Visualization and Analytics to Improve Disease 

Awareness in Secondary Schools. International 

Journal of Scientific Research in Science and 

Technology, 10(4), 773–793. 

https://doi.org/10.32628/IJSRST 

[29]. James, U. U. (2022). Machine Learning-Driven 
Anomaly Detection for Supply Chain Integrity in 5G 

Industrial Automation Systems. International Journal 

of Scientific Research in Science, Engineering and 

Technology, 9(2). https://doi.org/10.32628/IJSRSET 

[30]. James, U. U., Idika, C. N., & Enyejo, L. A. (2023). 

Zero Trust Architecture Leveraging AI-Driven 

Behavior Analytics for Industrial Control Systems in 

Energy Distribution Networks. International Journal 

of Scientific Research in Computer Science, 

Engineering and Information Technology, 9(4). 

https://doi.org/10.32628/CSEIT23564522 

[31]. James, U. U., Idika, C. N., Enyejo, L. A., Abiodun, K., 
& Enyejo, J. O. (2024). Adversarial Attack Detection 

Using Explainable AI and Generative Models in Real-

Time Financial Fraud Monitoring Systems. 

International Journal of Scientific Research and 

Modern Technology, 3(12), 142–157. 

https://doi.org/10.38124/ijsrmt.v3i12.644 

[32]. Kang, H., Liu, G., Wang, Q., Meng, L., & Liu, J. 

(2023). Theory and application of zero trust security: 

A brief survey. Entropy, 25(12), 1595. 

https://doi.org/10.3390/e25121595 

[33]. Kitole, F. A., & Shukla, S. (2024). Cloud Horizons: 
Strengthening rural healthcare through telemedicine’s 

digital canopy. Health Services Insights, 17, 

11786329241284401. 

https://doi.org/10.1177/11786329241284401 

[34]. Lalova-Spinks, T., Valcke, P., & Ioannidis, J. P. A. 

(2024). EU-US data transfers: an enduring challenge 

for health research collaborations. npj Digital 

Medicine, 7, Article 215. 

https://doi.org/10.1038/s41746-024-01205-6 

[35]. Lavanya, P., Vidyullatha, P., Prasanna Kumar, A., 

Manideep, A., Teja, P. S., & Prasada Rao, P. V. R. 

(2024). Enhancing cloud security with Zero Trust 
principles: Continuous authentication and micro-

segmentation. Journal of Neonatal Surgery, 13, 5862. 

https://doi.org/10.26046/jns.v13i5862 

[36]. Mujinga, M., Eloff, M. M., & Kunda, D. (2022). 

Identity and access management challenges in 

telehealth ecosystems: A risk-based approach. Health 

Informatics Journal, 28(3), 1460–1475. 

https://doi.org/10.1177/14604582221104672 

[37]. Okoh, O. F., & Grace, I. (2022). Mathematical 

Modeling and Machine Learning for Economic 

Forecasting: A Hybrid Approach to Predicting Market 

Trends. Acta Electronica Malaysia, 6(1), 07–15. 

https://doi.org/10.26480/aem.01.2022.07.15 

[38]. Okoh, O. F., Fadeke, A. A., Ogwuche, A. O., & 
Adeyeye, Y. (2024). The Role of Educational 

Leadership in Enhancing Health Literacy and 

Implementing School-Based Mental Health Programs. 

International Journal of Advance Research 

Publication and Reviews, 1(2). 

[39]. Okoh, O. F., Fadeke, A. A., Ogwuche, A. O., & 

Adeyeye, Y. (2024). Integrating Health Education into 

School Management Practices and Its Impact on 

Academic Performance. International Journal of 

Advance Research Publication and Reviews, 1(2). 

[40]. Okoh, O. F., Ukpoju, E. A., Otakwu, A., Ayoola, V. 
B., & Enyejo, L. A. (2024). Construction 

Management: Some Issues in the Construction 

Project. Engineering Heritage Journal (GWK). 

https://doi.org/10.26480/gwk.01.2024.42.50 

[41]. Okoh, O. F., Ukpoju, E. A., Otakwu, A., Ayoola, V. 

B., & Ijiga, A. C. (2024). Evaluating the Influence of 

Human Capital Development on Economic Growth: A 

Global Analysis of the Potential Impact of AI 

Technologies. Corporate Sustainable Management 

Journal, 2(1), 49–59. 

https://doi.org/10.26480/csmj.01.2024.49.59 

[42]. Ononiwu, M., Azonuche, T. I., Okoh, O. F., & Enyejo, 
J. O. (2023). Machine Learning Approaches for Fraud 

Detection and Risk Assessment in Mobile Banking 

Applications and Fintech Solutions. International 

Journal of Scientific Research in Science, Engineering 

and Technology, 10(4). 

https://doi.org/10.32628/IJSRSET 

[43]. Ononiwu, M., Azonuche, T. I., Okoh, O. F., & Enyejo, 

J. O. (2023). AI-Driven Predictive Analytics for 

Customer Retention in E-Commerce Platforms using 

Real-Time Behavioral Tracking. International Journal 

of Scientific Research and Modern Technology, 2(8), 
17–31. https://doi.org/10.38124/ijsrmt.v2i8.561 

[44]. Oyekan, M., Igba, E., & Jinadu, S. O. (2024). Building 

Resilient Renewable Infrastructure in an Era of 

Climate and Market Volatility. International Journal 

of Scientific Research in Humanities and Social 

Sciences, 1(1). https://doi.org/10.32628/IJSRSSH 

[45]. Oyekan, M., Jinadu, S. O., & Enyejo, J. O. (2023). 

Harnessing Data Analytics to Maximize Renewable 

Energy Asset Performance. International Journal of 

Scientific Research and Modern Technology, 2(8), 

64–80. https://doi.org/10.38124/ijsrmt.v2i8.850 

[46]. Oyekan, M., Jinadu, S. O., & Enyejo, J. O. (2025). The 
Role of Strategic Asset Management in Accelerating 

the Energy Transition. International Journal of 

Innovative Science and Research Technology, 10(9). 

https://doi.org/10.38124/ijisrt/25sep792 

[47]. Sahi, A., Abbas, H., & Saleem, K. (2023). A privacy-

preserving framework for interoperable healthcare 

data sharing across cloud platforms. Computers in 

https://doi.org/10.38124/ijisrt/25oct1130
http://www.ijisrt.com/
https://doi.org/10.54660/IJMRGE.2021.2.5.495-505
https://doi.org/10.32628/IJSRCSEIT
https://doi.org/10.32628/IJSRST
https://doi.org/10.32628/IJSRSET
https://doi.org/10.32628/CSEIT23564522
https://doi.org/10.38124/ijsrmt.v3i12.644
https://doi.org/10.3390/e25121595
https://doi.org/10.1177/11786329241284401
https://doi.org/10.1038/s41746-024-01205-6
https://doi.org/10.26046/jns.v13i5862
https://doi.org/10.1177/14604582221104672
https://doi.org/10.26480/aem.01.2022.07.15
https://doi.org/10.26480/gwk.01.2024.42.50
https://doi.org/10.26480/csmj.01.2024.49.59
https://doi.org/10.32628/IJSRSET
https://doi.org/10.38124/ijsrmt.v2i8.561
https://doi.org/10.32628/IJSRSSH
https://doi.org/10.38124/ijsrmt.v2i8.850
https://doi.org/10.38124/ijisrt/25sep792


Volume 10, Issue 10, October– 2025                                International Journal of Innovative Science and Research Technology 

ISSN No:-2456-2165                                                                                                                 https://doi.org/10.38124/ijisrt/25oct1130 

 

 

IJISRT25OCT1130                                                             www.ijisrt.com                                                                             2173 

Biology and Medicine, 162, 107016. 

https://doi.org/10.1016/j.compbiomed.2023.107016 

[48]. Saif, S., et al. (2024). A secure data transmission 

framework for IoT enabled medical systems using 

timestamp-based secret key generation. Journal of 

Network and Computer Applications, X. 

https://doi.org/10.1016/j.jnca.2024.xxx 

[49]. Tabassum, M., et al. (2024). Anomaly-based threat 
detection in smart health using unsupervised machine 

learning. PMC. Retrieved from 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC115

77804/ 

[50]. Tahir, A., Chen, F., Khan, H. U., Ming, Z., Ahmad, 

A., Nazir, S., & Shafiq, M. (2020). A systematic 

review on cloud storage mechanisms concerning e-

healthcare systems. Sensors, 20(18), 5392. 

https://doi.org/10.3390/s20185392 

[51]. Tyler, D., & Viana, T. (2021). Trust No One? A 

framework for assisting healthcare organisations in 
transitioning to a Zero-Trust network architecture. 

Applied Sciences, 11(16), 7499. 

https://doi.org/10.3390/app11167499 

[52]. Vukotich, G. (2023). Healthcare and cybersecurity: 

Taking a zero trust approach. Health Services Insights, 

16, 11786329231187826. 

https://doi.org/10.1177/11786329231187826 

[53]. Wang, R., Zhang, Q., & Li, H. (2025). Zero-trust 

based dynamic access control for cloud computing. 

Cybersecurity, 1(1), Article 3. 

https://doi.org/10.1186/s42400-024-00320-x 

[54]. Winter, J. S. (2022). Harmonizing regulatory regimes 
for the governance of health data: Tensions between 

privacy, security, and innovation. Science of Public 

Policy, 49(3), 367–382. 

https://doi.org/10.1016/j.socscimed.2021.07.013 

[55]. Xia, L., Chen, Y., & Li, Z. (2024). Paradigm 

transformation of global health data regulation: 

Toward harmonization across jurisdictions. Risk 

Management and Healthcare Policy, 17, 45–59. 

https://doi.org/10.2147/RMHP.S450082 

[56]. Zulkifli, S., Maarop, N., Zulkifli, A., Ghafar, A., & 

Anneisa, S. (2025). A systematic literature review on 
continuous authentication in Zero Trust Architecture 

for business. Journal of Information Systems 

Engineering and Management, 10(59s), Article 

e12787. https://doi.org/10.29051/jisem.12787 

https://doi.org/10.38124/ijisrt/25oct1130
http://www.ijisrt.com/
https://doi.org/10.1016/j.compbiomed.2023.107016
https://doi.org/10.1016/j.jnca.2024.xxx
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC11577804/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC11577804/
https://doi.org/10.3390/s20185392
https://doi.org/10.3390/app11167499
https://doi.org/10.1177/11786329231187826
https://doi.org/10.1016/j.socscimed.2021.07.013
https://doi.org/10.2147/RMHP.S450082
https://doi.org/10.29051/jisem.12787

