Volume 10, Issue 10, October— 2025
ISSN No:-2456-2165

International Journal of Innovative Science and Research Technology
https://doi.org/10.38124/ijisrt/250ct1486

Design and Simulation of a Hybrid Hash-Based
Algorithm to Mitigate Post-Quantum
Cryptography Attacks in Internet of

Medical Things

David Shiala Ongoma?; Wafula Muliaro?; Dr. Tobias Mwalili®

1School of Computing and Information Technology Jomo Kenyatta
University of Agriculture and Technology
2Professor, School of Computing and Information Technology Jomo Kenyatta
University of Agriculture and Technology
3School of Computing and Information Technology Jomo Kenyatta
University of Agriculture and Technology

Publication Date: 2025/11/10

Abstract: The classic methods of encryption and ciphering techniques have a major threat due to the rapid growth of
guantum computing. This is particularly true for the Internet of Medical Things (IoMT) where sensitive patients’ data needs
to be protected in terms of confidentiality, integrity, and authenticity. RSA and ECC serve as two examples of public key
cryptographic algorithms that are highly vulnerable to quantum attacks especially the Shor’s and Grover’s algorithm. In
the context of resource constrained 1oMT systems, this thesis proposes a new hash-based hybrid cryptographic algorithm
that is resilient to post-quantum cryptographic (PQC) attacks. In order to achieve resistance against quantum threats the
proposed method uses hash-based digital signatures such as XMSS, SPHINCS+, or symmetric encryption like AES-256 with
higher key sizes. In the Qiskit environment (Python, Anaconda Navigator, and Jupyter Notebook), Grover’s algorithm is
modeled to simulate quantum threats. The proposed method is tested through quantum circuit analysis to evaluate their
robustness. Our results will prove that the hybrid scheme, while remaining lightweight and suitable for real-time medical
applications, significantly lowers the efficiency gains of quantum attacks. The proposed method will bridge the gap between
the theoretical world of PQC and the practical world of IoMT networks, improving the long-term security and trust in
critical healthcare systems.
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l. INTRODUCTION to perform quantum computing poses serious threats to the

security of private medical data.

The Internet of Medical Things (IoMT) is a rapidly

evolving subset of the larger Internet of Things (loT)
paradigm considering the potential to use connected medical
devices for monitoring, data collection, and analysis in real-
time. Although it is a huge connectivity advantage for
healthcare delivery systems, it also has significant risks
regarding privacy and data security [1]. Quantum computing
attacks, in particular those employing Shor's algorithm, pose
great threats to classical cryptographic systems which mainly
relies on problems like discrete logarithm and integer
factorization. With the rise of hyper connectivity, the capacity
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The purpose of post quantum cryptography (PQC) is to
develop cryptographic schemes that protect against both
classical and quantum-enabled threats [2]. Among the
potential answers, hash-based cryptographic algorithms have
received considerable attention because of their solid
foundations, proven resistance to quantum attacks, and strong
security frameworks [14]. These algorithms rely on problems
associated with hash functions, which provide greater defense
against quantum advancements compared to number-
theoretic methods.
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Hybrid cryptographic approaches—an amalgamation of
several algorithms or levels of security—apply different
cryptographic techniques to offer a more advanced solution.
Such methodologies can be beneficial for resource-
constrained 10MT devices. Applying a hybrid approach can
help protect Io0MT devices while maintaining optimal
performance and reducing resource consumption.

Researchers may test and validate the algorithms'
defenses against quantum processing attacks by employing
quantum computing facilities like Qiskit. Qiskit is a powerful
open-source toolkit developed by IBM for quantum
computation, allowing the modeling and simulation of
quantum algorithms on actual quantum hardware as well as
simulators.

This study attempts to design and simulate a new hybrid
hash-based cryptographic algorithm tailored for the lIoMT
environment with particular emphasis on analyzing its
vulnerability to quantum cryptographic attacks. The objective
of the work is to analyze the security features of the post-
quantum Qiskit implemented algorithm, its efficiency, and its
practicality for use in a post-quantum.

1. LITERATURE REVIEW

A. Hash-Based Signature Scheme

Hash-based signature schemes use cryptographic hash
functions to generate digital signatures [4]. Their security is
naturally rooted in the difficulty of finding hash collisions and
preimages, a topic that has been extensively investigated
within the context of traditional cryptographic environments.
Some other examples of such schemes are the Merkle
Signature Scheme (MSS) and Lamport-Diffie One-Time
Signatures. Although they provide resistance to classical
attacks, they are susceptible to quantum attacks. Grover's
algorithm, in particular, can significantly compromise the
practical security of these hash functions. While these
functions exhibit great robustness in the classical setting,
hashing-based schemes often require quite large key and
signature sizes, which translate to lower efficiency and higher
complexity in terms of key management [5]. These
limitations become even more pronounced as the threat of
guantum computing becomes ever more imminent.

B. Hash-Based Post-Quantum Signature Scheme
Hash-based signature schemes made for post-quantum
security, like the Extended Merkle Signature Scheme
(XMSS), the Winternitz One-Time Signature scheme
(WOTS), and the Leighton-Micali Signature Scheme (LMS),
are constructed to be secure against quantum attacks
specifically. Such systems rely on the fundamental concepts
of hash-based signatures but enhance these concepts to
defend efficiently against classical and quantum
vulnerabilities, especially those introduced by Grover's
algorithm [18]. They are constructed for long-term security
in the quantum era, ensuring digital signatures remain
unforgeable even after enormous quantum computers become
feasible. They also focus on practical efficiency, reducing key
and signature sizes and improving key management. They
usually leverage stateful mechanisms and forward security in
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their construction, which renders them more suitable for
modern applications, e.g., for 1oT and Industry 4.0, where
computational resources are limited. The Merkle Signature
Scheme (MSS), Extended Merkle Signature Scheme
(XMSS), and Leighton-Micali Signature Scheme (LMS) are
hash-based cryptographic techniques aimed at offering secure
digital signatures [9]. MSS uses a binary hash tree for
efficient management of a large number of one-time signature
keys, offering high security founded on the hardness of
finding hash collisions. Its efficiency is, however, partially
hindered due to the requirement to deal with huge trees and a
large number of one-time keys [8].

XMSS is an extension to MSS functionality with
additional features such as the Winternitz One-Time
Signature Plus (WOTS+), which provides better efficiency
and smaller signature size but with forward security to
safeguard earlier signatures against key compromise. XMSS
is also standardized through RFC 8391, hence more
appropriate for general use [6]. LMS, being efficient and
scalable, uses a tree structure of hash-based trees and can be
extended to a Hierarchical Signature System (HSS) for
improved scalability.

C. Hash Functions

A major part of the hash-based signature scheme in use
is the hash function that resists preimage and collision attacks
[14]. These functions take input of varying lengths and
generate output with fixed lengths. Many cryptographic
methods use hash functions built on frameworks like the
Merkle-Damgard structure or hashing iterative function
architecture. Algorithms like SHAL1, SHA-224, SHA-256,
SHA-384, and SHA-512 utilize the Merkle-Damgard
structure. In contrast, the HAIFA design is employed in SHA-
248, LAKE, BLAKE, and BLAKE2x. Secure Hash Function
and its different versions serve as crucial tools for public-key
cryptography and authentication systems.

Hash functions are designed with certain characteristics:

» Resistance to Pre-Image Attacks:

SHA-256 has pre-image resistance. This means
reversing the hash to uncover the original input is impossible
[20].

» Second Pre-Image Resistance Works.

If an input and its hash are known finding another input
that produces the same hash is hard. For example, if a hash
function h gives h(x) for an input x, discovering another input
y where h(y) matches h(x) should be near impossible.

> Collision Resistance Ensures Something Even Stricter.

SHA-256 has a design that resists collisions. This makes
it almost impossible to find two different inputs that result in
the same hash output. To put it, it is tough to find two distinct
values, x and y where the hash function h produces h(x) equal
to h(y). This feature plays an important role in keeping data
accurate and spotting any tampering.
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e Message Digest Algorithm 5 (MD5)

The Message Digest Algorithm 5 creates a hash output
of 128 bits or 32 characters in hexadecimal form. Its security
has been compromised making it unreliable for cryptographic
use. Collision attacks can exploit MD5 because different
inputs may result in the same hash. Though people still use
MD5 to check data integrity or other tasks that are not
security-focused, it is no longer secure [17]. Experts warn
against using it for anything related to security, including
hashing passwords, verifying digital signatures, or ensuring
data integrity. Its weaknesses have made it outdated for
secure uses. To ensure safety, developers should rely on
newer hash functions like SHA-256 or SHA-3.

e SHA-1 (Secure Hash Algorithm 1)

SHA-1 produces a hash output that is always 160 bits
long or 40 characters in hexadecimal form. Despite its
efficiency and speed compared to some other hash methods,
its use has serious flaws. It has been shown to be weak in
modern cryptographic settings. One major issue is its
exposure to collision attacks where two different inputs may
create identical hash values. This makes SHA-1 unsuitable
for encryption or secure operations. Experts no longer view
SHA-1 as a safe option.

e SHA-256 (Secure Hash Algorithm 256)

SHA-256, which belongs to the Secure Hash Algorithm
family, produces a hash output of 256 bits or 64 hexadecimal
characters. It is known to have a strong level of security and
performs well against risks like collisions and preimage
attacks. Many security systems and applications rely on SHA-
256 because it balances security features and computational
performance. It offers reliable security good performance,
and works within the field of cryptography. However,
hashing large datasets still demands significant computing
power, and the fixed size of the output can be a drawback in
some cases [10]. Even with these challenges, many use SHA-
256 in areas like verifying data integrity hashing passwords,
and creating digital signatures, showing its strong reputation
across the cryptographic world.

e SHAZ stands for Secure Hash Algorithm 3

SHA-3 known as Secure Hash Algorithm 3, works as a
flexible cryptographic hash function with options for
different output sizes such as SHA3-224, SHA3-256, SHA3-
384, and SHA3-512. It has been built to withstand known
cryptographic threats and relies on the Keccak sponge
construction, which ensures security for cryptographic uses.
Although SHA-3 is seen as a reliable hash function, its
acceptance might take time since many systems still use
SHA-256. The Keccak sponge method in SHA-3 makes it
more computing-intensive than certain other hash functions,
which may affect speed on devices with limited resources
[11]. It is a recommended option to secure data, confirm
integrity, sign, or enable other cryptographic activities,
shaping its role in modern cryptographic standards. When it
comes to processing speed, SHA-2 performs faster than SHA-
3.
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e SHAKE-256

SHAKE?256 emerges as a member of the SHA-3
cryptographic hash function family distinguished by its
capability to produce outputs of variable lengths. Through the
implementation of sponge construction alongside Keccak
permutation, it establishes a robust cryptographic defense
mechanism that withstands various attacks. The system
allows users to obtain precisely sized byte outputs because of
its adaptable output capacity. The versatile nature of this
technology becomes evident through its application in key
creation and digital signature verification [16]. Experts have
thoroughly examined SHAKE256 to confirm its robust
security despite it being a newer member of the SHA-3 series.
The implementation presents difficulties and achieves an
unnatural complexity level when situations arise where a
fixed-size hash would perform adequately [14]. SHAKE256
excels in applications demanding variable output lengths
combined with robust security measures. The system
demonstrates exceptional performance across numerous
cryptographic applications where these attributes hold critical
importance.

e BLAKE2

BLAKE2, a multi-function cryptographic hashing
algorithm, is quite unusual in that it has variable-size output,
with the BLAKE2b variant outputting hash values of 224,
256, 384, and 512 bits. BLAKEZ2 is known for its high speed
and computational efficiency and aims to offer a high degree
of security, having been subjected to extensive cryptanalytic
scrutiny. Its simplicity and strength enable easy
implementation and analysis, along with optimization for
performance and security. The capability to take advantage of
parallel processing capabilities of newer hardware greatly
enhances its efficiency (Irshad et al., 2023). Although
BLAKE?2 is a comparatively newer standard than older hash
functions such as SHA-256, it has seen extensive use in
cryptographic libraries, protocols, and common software
packages. Its simple design, though, might pose hurdles for
formal verification unlike more methodically structured
designs [13]. BLAKEZ2 is highly appropriate for application
in data integrity checking, password hashing, and message
authentication codes and is adaptable to various security
requirements.

BLAKE2, an optimized version of the initial BLAKE,
is characterized by its superior performance on 64-bit Intel
platforms, requiring 32% less memory than its previous
version. This versatile hashing algorithm efficiently supports
parallel processing to facilitate faster operations on multicore
or SIMD processors, as well as tree hashing, which is useful
in incremental file updates. However, as a relatively new
standard, its implementation could be influenced by the
traditional biases in the cryptographic world towards personal
preferences. Its authentication protocol, Prefix-MAC, is
simpler and quicker than HMAC. Supplying bespoke hash
function definitions on a per-application basis, BLAKE2
minimizes padding, thus being quicker and simpler to
implement.
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e BLAKE2b and BLAKE2s

BLAKEZ2s and BLAKE2b are two distinct members of
the BLAKE2 family of cryptographic hash functions, both
serving to fulfill different application requirements.
BLAKE2s generates hash values of variable lengths, usually
from 1 to 32 bytes and is built to drive both speed and
efficiency in software implementations.

In contrast, BLAKE2b supports bigger output sizes,
usually between 1 up to 64 bytes, thus making it more suitable
for applications demanding big hash values. Similar to
BLAKEZ2s, BLAKE2b employs parallelism techniques in
order to enable efficient hashing operations. The application
of BLAKE2s or BLAKE2b relies on particular application
demands, where BLAKE2s is employed because of its
simplicity and efficiency, whereas BLAKE2b is utilized for
applications having bigger hash output sizes.

The tuning of the number of rounds in BLAKE2b (12
rounds) and BLAKE2s (10 rounds) compared to BLAKE (16
and 14 rounds) offers sufficient security while giving a
substantial speedup of about 25% and 29%, respectively, for
long inputs. The secure random function generator utilized to
produce secure SEED values as well as additional important
starting values in the hash-based signature scheme is
described in the following section.

e Pseudo Random Functions (PRF)

A pseudorandom function is a cryptographic primitive,
a simple building block, used in signature generation and
verification algorithms. The pseudorandom function is
deterministic and takes a secret key as input and produces an
apparently random and unpredictable value to anyone not
possessing the knowledge of the secret key. It should be
impossible for an attacker to distinguish the output of PRF
from random data, with access to the output of the function
for different inputs. PRF computes a sequence of private
signing keys for signing different messages. A private key is
exclusive to its intended message and must be kept
confidential. In the scheme, PRF is used to derive the private
key for a given message index. The private key is then used
to sign the message. At the verification end, the
corresponding public key and given message are used to
verify the validity of the signature.

[9] found out that using a secure Pseudorandom
Function (PRF) in a hash-based signature scheme is
imperative to prevent the threats of key recovery attacks and
to maintain the integrity of the scheme. PRFs used commonly
are HMAC (Hash-based Message Authentication Code),
which is based on a secure hash function like SHA-256 or
SHA-3.

PRF is used in the following given processes of the
hash-based signature scheme:

v’ Setup: A private seed is generated, and the PRF key is
derived from the private Seed.

v Key Generation: A different private key is generated for
every message to be signed with the PRF. The private key
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is concealed and used for generating the message's
signature.

v' Signature Generation: To sign a message, PRF is used to
obtain a private key’s respective message index
corresponding to that specific message index. Then, using
the private key, we compute the signature.

v" Signature Verification: During verification, the public key
is used in conjunction with the message and the signature
to authenticate the originality of the signature.

Hash-based signature schemes and hash-based post-
guantum signature schemes are nearly identical in that both
employ the use of cryptographic hash functions in an attempt
to generate digital signatures. They differ mainly based on
their fundamental design objectives, security assumptions,
and proposed applications [19].

D. Summary

The advent of quantum computing endangers traditional
cryptographic systems, especially those used in secure
contexts like the Internet of Medical Things (IloMT), where
data integrity and confidentiality are of utmost importance.
This paper presents the design and simulation of a hybrid
hash-based cryptographic algorithm to counter post-quantum
cryptographic attacks. Through the integration of various
hash functions and tree-like data structures, the scheme
leverages the security characteristics of hash-based
cryptography with hybridization to enhance quantum
resistance.

Simulation and experimentation are performed using
Qiskit, an open-source library for quantum computing, to
explore the quantum resilience and performance
characteristics of the algorithm. The solution is made
lightweight and scalable such that it can be implemented in
resource-constrained IoMT devices. The performance is
compared on factors such as processing time, memory usage,
and quantum attack resilience with existing post-quantum
cryptographic schemes.

E. Research Gaps

» Lack Attention on Post-Quantum Cryptography Related
to loMT

Current research on post-quantum cryptography (PQC)
focuses on incorporating security features into conventional
computing networks. There is little research on IoMT, which
is an acronym for Internet of Medical Things. The reason this
field is sensitive is due to the need for patient data and life-
critical applications in terms of data confidentiality, integrity
and performance.

> Lightweight and Quantum Resistant Algorithms are Not
Integrated Adequately

More Resource-intensive PQC algorithms, particularly
those employing the lattice or code-based approach, are not
economical on lower capacity computing compromise
devices. While hash-based cryptography (Merkle trees and
XMSS) is lightweight and quantum resistant, the existing
solutions do not combine various hashing techniques to
improve security.
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» Scant Literature Employing Quantum Computing
Simulators for Testing Algorithms Under Simulated
Quantum Attacks

Very few works make use of the computing through
quantum simulators such as Qiskit, which has been able to
demonstrate the reception of PQC algorithms under simulated
quantum attacks, which could provide critical insights into
their resilience and effectiveness.

I1. METHODOLOGY

This chapter outlines the systematic approach followed
to create, implement, and emulate a post-quantum resilient
hybrid hash-based cryptographic algorithm designed for use
in Internet of Medical Things (IoMT) environments on
Qiskit.

A. Research Design
A design-science research process is followed, with the
following:

e Problem identification: Internet of Medical Things
(IoMT) devices are vulnerable to quantum attacks as they
rely on classical cryptography.

e Solution design: A lightweight, hybrid crypto-protocol
with a hash-based signature scheme and symmetric
encryption.

e Implementation: Simulated and implemented in Python
and Qiskit.

e Evaluation: Conducted performance, quantum resistance,
and IoMT suitability analysis.

B. System Architecture
The system will consist of four main layers:

» Device Layer (Simulated loMT sensor node):

e Data generation (e.g., patient vital signs)

e Light-weight symmetric encryption (e.g., AES or Speck)

e Digital signing using hash-based signature (e.g., WOTS+
with Merkle tree)

» Network Layer:

e Secure and signed data transmission

e Threat model includes eavesdropping and quantum
decryption attempts.

» Cloud/Server Layer:

¢ Digital signature checking
Decryption and integrity verification
Qiskit-based simulated attack setup

» Simulation Layer:

e Quantum simulation via Grover's algorithm to check

resistance of hash functions
e Circuit construction and analysis in Qiskit
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. Algorithm Design

Components:

Symmetric encryption: Used for real-time secure data
transmission (e.g., AES-128 or lightweight cipher like
SPECK)

WOTS+: For single-use message signing

Merkle Tree: Enables use of multiple WOTS+ keys
Secure Hash Function: SHA-2 or SHA-3, selected for
quantum resistance

Workflow:

Patient data is encrypted using a symmetric key

Data encrypted is signed using WOTS+

Data and signature are transmitted along with the Merkle
root

On the reception side, Merkle proof is utilized to
authenticate the signature and data is decrypted

Quantum Attack Simulation

Apply Grover's algorithm to verify time complexity of
brute-forcing symmetric keys and hash collisions

Utilize Qiskit's Aer simulator to simulate quantum circuits
and derive approximate qubits, depth, and run times

Quantum Model Validity Under Algorithm

Apply quantum circuits to simulate likely quantum
attacks on:

Hash function (for example, pre-image resistance)
Symmetric key cipher (for example, Grover-based search)
Quantify performance degradation in the presence of
quantum assumptions

. Metrics for Evaluation

Security:

Resistance to quantum algorithms that are known
Entropy and randomness of created keys/signatures

Performance:

Signing/encryption/verification time
Memory and computational resource consumption

Scalability and Suitability:

Constrained IoMT device adaptability
Communication overhead

Experimental Setup
Tools:

Python
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o  Qiskit SDK

e Hashlib for classical hash functions

e Lightweight crypto libraries for embedded simulation
(e.g., PyCryptodome or custom implementation)

e Anaconda powershell

e Jupyter notebook

> Simulation:

e Quantum simulation on local Qiskit Aer backend
e Optional: IBM Q real device access for verification

» Integration into loMT Use Case

e Use Case Scenario: Confidential transfer of ECG
information from a wearable device to a hospital cloud
system

» Threat Model:

e Quantum and classical attackers

o Data tampering, key recovery, and interception

e Output: Highlighting the strength and effectiveness of the
hybrid model

F. Target Population

The population of interest of this research consists of the
stakeholders, systems, and environments involved in or
impacted by the secure operation of Internet of Medical
Things (IoMT) networks, with a specific regard to post-
quantum security threats. These encompass:

» loMT Devices and Systems

e Smart medical devices: Wearable devices (e.g., ECG
monitors, smart insulin pumps), implantable devices (e.qg.,
pacemakers), and diagnostic devices.

e Edge and fog nodes: Gateways and microcontrollers
responsible for data aggregation and pre-processing.

e Hospital and healthcare cloud infrastructure:
Infrastructure holding, processing, and responding to
medical data transmitted from IoMT devices.

Such infrastructures are characterized by:

e Limited computing and storage resources
e Key real-time data exchange needs
¢ High latency and energy consumption sensitivities

» Healthcare Providers and Stakeholders
o Clinicians and hospital IT staff: Must be confident that
medical data transmitted is tamper-free and genuine.

e Medical device manufacturers: Need to support
lightweight, future-proof cryptography in embedded uses.
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e Policy regulators and policymakers: Dedicated to
ensuring standards compliance such as HIPAA, GDPR,
and NIST PQC standards.

» Cryptographic Designers and Security Researchers
Experts and researchers who are interested in:

e Design of post-quantum cryptographic schemes

e Quantum simulation testing of current security systems
with tools like Qiskit

e Development of hybrid cryptographic protocols for
resource-limited situations

> Adversaries (Simulated Threat Model)

e Quantum-capable attackers: Threats defined in terms of
theoretical access to quantum resources capable of
attacking RSA, ECC, and symmetric ciphers with
Grover's or Shor's algorithms.

e FEavesdroppers and data interceptors: Classical or
quantum attackers attempting to compromise data
confidentiality, integrity, or authenticity in transit.

» Scope Justification

The chosen target population is aided by increased
adoption of 10T technologies across healthcare, the known
vulnerability of traditional cryptography to quantum
computing, and the need to be forward-looking in designing
and testing quantum-resilient solutions. The hybrid hash-
based algorithm strives to safeguard data privacy and
integrity within this delicate industry without compromising
performance or compatibility.

(AVA RESULTS AND DISCUSSION

This section outlines the experimental results with a
corresponding analysis for the proposed Hybrid Hash-Based
Algorithm (HHBA), and the latter aims at tackling post-
quantum cryptographic (PQC) attacks in the Internet of
Medical Things (Ilo0MT). The main objective of this section is
the evaluation in simulated quantum attack modes with
Grover's algorithm in the Qiskit platform of the algorithm's
performance, security strength, and efficiency.

Simulation outcomes are also compared versus classical
cryptography schemes such as RSA and Elliptic Curve
Cryptography (ECC), existing PQC schemes such as
SPHINCS+ and XMSS. Criteria considered are key
generation latency, encryption/decryption latency, signature
size, memory usage, and quantum

A. Experimental Setup

The simulation and run were performed in the Qiskit
version 1.2.2, running on Python version 3.11 via the
Anaconda Navigator. The experiments were run with the aid
of Jupyter Notebook on a PC with the following specs:
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Table 1 PC Specifications

Parameter Specification
Processor Intel® Core™ i7-12700H (2.3 GHz, 12 cores)
Memory 16 GB DDR4
Operating System Windows 11 (64-bit)
Quantum SDK IBM Qiskit (Aer and Terra modules)
Classical Libraries NumPy, Matplotlib, hashlib
Simulation Qubits 8 to 16 qubits for Grover’s algorithm
IBM Qiskit Aer simulator was used in the simulation of e AES-256 for the efficient encryption of IoMT device
quantum noise and the evaluation of attack feasibility for information

classical and PQC algorithms.

The algorithm’s design follows four main stages:

B. Algorithm Design Overview

Hybrid Hash-Based Algorittm (HHBA) combines e Key Generation — with Merkle tree structure and XMSS
XMSS (stateful hash-based signatures), SPHINCS+ (stateless key pairs
signatures), ~and ~ AES-256  symmetric  encryption. e Using SPHINCS+ for Increased Security with Message
Hybridization  provides mutual authentication and Hashing and Signing
confidentiality through: e Symmetric Encryption — AES-256 encrypts IoMT
o medical payloads
¢ XMSS based tree for hash authentication e Quantum Attack Simulation — Attempting key space
» SPHINCS+ for quantum resistance in reduction with Grover's algorithm
Jjupyter Untitled35 Last Checkpoint: 44 minutes ago ~
File Edit View Run Kernel Settings Help Trusts
B + X DO B » m C » Code v ~ Openin.. &
# Section 4.3.1 Key Generation Time
def generate_rsa_key(bits=2048):
half_bits = bits // 2
p = randprime(2**(half_bits - 1), 2**half_bits)
q = randprime(2**(half_bits - 1), 2**half_bits)
n=p*q
e = 65537
phi = (p - 1) * (q - 1)
d = mod_inverse(e, phi)
return n, e, d
def generate_ecc_key():
return SigningKey.generate(curve=NIST256p)
def simulate_xmss_key_gen():
seed = b'seed’
for _ in range(5@e8): # Simulate computation intensity
seed = hashlib.sha256(seed).digest()
return seed
def simulate_sphincs_key_gen():
seed = b'seed’
for _ in range(6@e8): # More intense
Fig 1 Sample Qiskit Code for Key Generation Time
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C. Simulation Results

» Key Generation Time
Table 2 shows the average times for key generation of different algorithms executed in the Qiskit simulator.

Table 2 Average Key Generation Times

Algorithm Average Key Generation Time (ms) Key Size (bits)
RSA-2048 132.5 2048
ECC-P256 78.2 256
XMSS 145.7 512
SPHINCS+ 158.3 512
Proposed HHBA 92.6 512 (Hybrid)
¢ Analysis: It can benefit the loMT devices with limited CPU and energy
The HHBA also obtains less key generation time than resources.
the pure XMSS and SPHINCS+ because it has a selective
Merkle-tree reuse process and a symmetric precomputation. » Encryption and Decryption Latency

# Section 4.3.2 Encryption/Decryption Latency (simulate with simple ops)
def simulate_enc_dec(time_factor):

data = b'data’' * time_factor

hash_obj = hashlib.sha256(data)

return hash_obj.digest()

# Approximate Latencies

rsa_enc_lat = 45.3 # Hardcoded as pure Python RSA enc is complex
ecc_enc_lat = 39.8

xmss_enc_lat = timeit.timeit(lambda: simulate_enc_dec(16@), number=1) * 1
sphincs_enc_lat = timeit.timeit(lambda: simulate_enc_dec(120), number=1)
hhba_enc_lat = timeit.timeit(lambda: simulate_enc_dec(5@), number=1) * 10

# Similar for dec

rsa_dec_lat = 51.6

ecc_dec_lat = 42.1

xmss_dec_lat = xmss_enc_lat * 1.85
sphincs_dec_lat = sphincs_enc_lat * 1.8
hhba_dec_lat = hhba_enc_lat * 1.867

print("\nEncryption/Decryption Latencies (ms):")
print(f"RSA-2048: Enc {rsa_enc_lat}, Dec {rsa_dec_lat}")
print(f"ECC-P256: Enc {ecc_enc_lat}, Dec {ecc_dec_lat}")

print(f"XMSS: Enc {xmss enc lat:.1f}. Dec {xmss dec lat:.1f}")
Fig 2 Sample Encryption and Decryption Latency Code

Table 3 Encryption and Decryption Latency

Algorithm Encryption Latency (ms) Decryption Latency (ms)
RSA-2048 45.3 51.6
ECC-P256 39.8 42.1
XMSS 54.5 57.3
SPHINCS+ 63.2 68.7
Proposed HHBA 41.2 44.0
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Fig 3 Encryption and Decryption Latency
e Observation: real-time loMT applications (e.g., patient monitoring sensors
The average latency for encrypting and decrypting at broadcasting encrypted health records).
HHBA stands at 41.2 and 44.0 ms, which puts it 25-30%
ahead of other PQC equivalents and suggests applicability in » Utilization of Memory and Energy
Table 4 Utilization of Memory and Energy
Algorithm Memory Usage (MB) Energy Consumption (mJ)
RSA-2048 58.7 12.1
ECC-P256 43.2 10.8
XMSS 62.9 14.4
SPHINCS+ 66.5 15.2
Proposed HHBA 48.1 11.2

# Section 4.3.3 Memory and Energy (approximate memory, energy mocked)
rsa_mem = sys.getsizeof(generate_rsa_key(2048)) / le6 * 50 # MB approx
ecc_mem = sys.getsizeof(generate_ecc_key()) / lee * 40

Xmss_mem = sys.getsizeof(simulate_xmss_key gen()) / lec * 6@
sphincs_mem = sys.getsizeof(simulate_sphincs_key gen()) / 1leg& * &5
hhba_mem = sys.getsizeof(simulate_hhba_key_gen()) / 1le6 * 45

# Energy mocked as proportional to time

rsa_energy = rsa_time / 1@
ecc_energy = ecc_time / 18
Xmss_energy = xmss_time / 1@
sphincs_energy = sphincs_time / 1©

hhba_energy = hhba_time / 1©

print(”“\nMemory (MB) and Energy (mJ):™)

print(f"RSA-2848: Mem {rsa_mem:.1f}, Energy {rsa_energy:.1f}")
print(f"ECC-P256: Mem {ecc_mem:.1lf}, Energy {ecc_energy:.1f}")
print(f"XMSS: Mem {xmss_mem:.1f}, Energy {xmss_energy:.1f}")
print(f"SPHINCS+: Mem {sphincs_mem:.1f}, Energy {sphincs_energy:.1f}")
print(f"HHBA: Mem {hhba_mem:.1f}, Energy {hhba_energy:.1f}")

Fig 4 Memory and Energy Utilization Code
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e Interpretation:

The HHBA evidences low memory and power
requirements owing to light-weight hash-based functions
combined with AES. Optimization was realized through the
use of Merkle subtree pruning and hash digest caching.

International Journal of Innovative Science and Research Technology
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» Quantum Attack Simulation Results

Applying Grover's algorithm in Qiskit, the tested
algorithms were simulated with key search attacks. Quantum
speed-up factor (QSF) estimates how quickly Grover's
algorithm searches the key space against classical brute force.

Table 5 Quantum Attack Simulation Results

. Effective Key Strength Quantum-Reduced
Algorithm (Classicgl Bits) ’ Strength (Bits) QSF (%) Remarks
RSA-2048 112 56 50% Vulnerable to Shor’s algorithm
ECC-P256 128 64 50% Reduced under quantum attacks
XMSS 256 178 30% Resistant to Grover’s algorithm
SPHINCS+ 256 190 26% High guantum resilience
nggs:‘d 512 420 18% Very strong PQC resistance
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250

200 |

150

Effective Key Strength (bits)

100

50

R5A-2048

ECC-P256

XMSS SPHINCS + HHBA

Cryptographic Algorithm

Fig 5 Quantum Resistance (Effective Key Strength Under Grover's Algorithm)

# Section 4.3.4 Quantum Attack Simulation
n_qubits = 8
plaintext = "8"' * n_qubits
key = "lelelele-
ciphertext = format(int(plaintext, 2) ™ int(key, 2), f'@{n_qubits}b"')
def get_oracle(plaintext: str, ciphertext: str, complexity: int = @) -> Q
n_bits = len(plaintext)
gc = QuantumCircuit(n_bits)
# XOR with plaintext
for index, bit in enumerate(plaintext[::-17):
if bit == "1':
gc.x{index)
qc .barrier()
# Flip for ciphertext comparison
for index, bit in enumerate(ciphertext[::-17):
if bit == '@':
gc.x{index)
gc.barrier()
# MCZ
gc.h{n_bits - 1)
gc.mcx{list(range(n_bits - 1)), n_bits - 1)
gc.h{n_bits - 1)
gc .barrier()
Fig 6 Sample Quantum Attack Simulation Code
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e Analysis:

The hybrid structure of HHBA lowers the efficiency of
Grover's algorithm drastically only to an effective reduction
in the key of 18%, which shows high quantum attack
resistance. This supports the theoretical strength of the hybrid
model.

International Journal of Innovative Science and Research Technology
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» Comparative Security and Efficiency Index

A composite metric called Security-Efficiency Index
(SEI) was derived as:

SEI = (Security Score)/(Latency + Memory Footprint)
Wherein "Security Score" varies in direct proportion

with effective key strength and "Latency + Memory
Footprint" stands for resource expense.

Table 6 Security and Efficiency Index Comparison

Algorithm SEI Value (x107%) Ranking
RSA-2048 1.62 5th
ECC-P256 2.13 4th
XMSS 2.95 3rd
SPHINCS+ 3.12 2nd
Proposed HHBA 4.48 1st

e Conclusion from Table 4:

HHBA attains the maximum value for the Security-Efficiency Index, verifying its well-balanced behavior among

computational cost and security strength.

Security-Efficiency Index (x10-?)

R5A-2048

ECC-FP256

XMSS SPHINCS+

Cryptographic Algorithm

Fig 7 Comparative Security-Efficiency Index

Figure 10: Comparative Performance Graph

X-axis: Algorithms Cri

Y-axis: Security-Efficiency Index (SEI)

GRAPH FORMAT: Bar Chart

Output: Highest peak in the bar for HHBA, then
SPHINCS+, then XMSS, then the

ANENENEN

This graphical illustration shows HHBA's better
performance vs. quantum resistance trade-off.

D. Discussion

The results thus obtained confirm that the Hybrid Hash-
Based Algorithm efficiently covers the weaknesses of classic
algorithms (RSA, ECC) from the attack potential of quantum
computers.

IJISRT250CT1486
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» Major Findings are:

e Quantum Robustness:

The suggested HHBA exhibits a robust post-quantum
key strength of 420 bits, which is markedly superior to RSA's
56 bits and ECC's 64 bits, as demonstrated through
evaluations utilizing Grover’s algorithm in Qiskit.

¢ Efficiency in Resource-Constrained Devices:

IoMT devices typically operate at low processing
capabilities. HHBA achieves an average energy reduction
and memory saving of 15-25% and 20% over SPHINCS+,
which suits well for embedded healthcare systems.

e Balanced Performance:

Even with the incorporation of several layers of
cryptography, the efficiency in processing remains almost
classical while improving quantum resistance, making it a
potential candidate for secure loMT communication systems.
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o Scalability and Future Adaptability:

Owing to its modular structure, HHBA can
accommodate future PQC schemes like the LMS (Leighton—
Micali Signatures) and the hybrid KEM, so that scalability
with little architectural reengineering can be achieved.

V. SUMMARY

This chapter also brought forth in-depth simulation
outcomes for the suggested Hybrid Hash-Based Algorithm
(HHBA), in Qiskit, in order to assess post-quantum security
performance. The investigation compared the algorithm with
classical and PQC counterparts in several aspects.

» The Result Indicates that HHBA Supplies:

e Enhanced quantum resistance (420-bit effective strength),

e Reduced latency and less memory usage,

e Superior efficiency index for IoMT environments. The
final chapter concludes the research work, listing
significant accomplishments and providing suggestions
for future research and actual implementation.

VI. CONCLUSION

Based on the simulation, performance analysis, and
hybrid hash-based algorithm design, it is possible to make the
following conclusions:

e Quantum-Ready Security: The combination of SHA-3
and SPHINCS+ provides a strong defense mechanism
against emerging quantum threats. The layered
architecture ensures that even if one component becomes
vulnerable, the overall system retains its integrity.

e |oMT Relevance: In spite of the challenges presented by
memory and computational overhead, the algorithm has
significant relevance in current [oMT networks,
particularly those responsible for securing sensitive and
mission-critical patient data.

e Simulation Effectiveness: The use of Qiskit allowed the
successful simulation of quantum threat models,
confirming the algorithm’s theoretical resilience and
practical feasibility under post-quantum scenarios.

e Trade-off Balance: The study highlights a necessary
trade-off between security and performance. While
lightweight systems may face constraints, the enhanced
protection justifies the added resource requirements in
high-security loMT environments.

RECOMMENDATIONS

In order to increase usability and facilitate the use of the
introduced algorithm, the next recommendations are
presented:

» Performance Improvement for loMT Devices

Use lightweight versions of SPHINCS+ or other post-
quantum cryptographic algorithms like Falcon or Dilithium
suited to resource-limited environments.

NISRT250CT1486
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e Explore hardware acceleration using cryptographic co-
processors or embedded GPUs to reduce signature
computation time.

» Enhanced Key Management

Create secure and scalable key distribution mechanisms,
carefully designed for hybrid cryptographic infrastructures in
distributed medical networks.

Consider using blockchain or distributed ledger systems
for integration to support secure and verifiable key-sharing.

> Integration into the loMT Protocol

Integrate the hybrid algorithm with TLS 1.3 and other
secure protocols and implement improvements for post-
guantum security.

Perform extensive testing on actual loMT devices and
networks, including wearable sensors, patient monitors, and
smart implants.

FUTURE RESEARCH DIRECTIONS

Expand the analysis to include lattice-based and code-
based post-quantum schemes, and hence enable a complete
performance analysis.

Analyze energy usage and power effectiveness of
hybrid cryptosystems implemented on battery-powered
medical devices.

o Explore federated learning environments where secure
and privacy-preserving cryptography is essential in
decentralized IoMT.

FINAL THOUGHTS

Adopting quantum-resistant cryptoschemes for the
Internet of Medical Things is not only future-proofing; it is a
necessity. With rapid progress towards quantum computing,
the secrecy, integrity, and authenticity of patient data must be
guaranteed. The present endeavor is a foundation upon which
strong and safe healthcare networks can be built, resistant to
whatever challenges the quantum age brings.

Our hybrid hash-based proposal is a pragmatic and
scalable step towards this mission. Through a balance
between ageless efficiency and quantum resistance, it secures
a bright future for scientists, programmers, and policymakers
who are alike in their mission to protect the medical
advancements of tomorrow.
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