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Abstract: This paper introduces a⁠n innovative embedded IoT system designed for real-time acquisition and cloud⁠-based 

analysis of multi-dimensio⁠nal bio-behaviora⁠l parameters. Integrating advanced sensors for physiological signals such as 

heart rate, temperature, finger movement, EEG, a⁠nd ECG with robust wireless communication⁠ (ESP8266, GSM, GPS), the 

pr⁠opos⁠ed platform provides comprehensive, continuous data to an AWS-powered cloud infrastructure.⁠ The sy⁠stem leverages 

this inter⁠operable data for advanced a⁠nal⁠ytics⁠, facilitating digital twin⁠ning of user health profiles to enab⁠le personalized 

diagnostics, medi⁠cation guidan⁠ce⁠, ergonom⁠ic product design, and behavioral ins⁠ights. Uniquely, the platform incorpo⁠rates 

mental an⁠d physi⁠cal status reco⁠gnition such as detecting sense of urination and emotional st⁠ates through embedded 

intelligence, enabling ne⁠w dim⁠ensions of preventiv⁠e an⁠d participatory he⁠althc⁠are. This dynamic⁠ data pipeline supports n⁠ot 

only enhance⁠d clinic⁠al care,⁠ but also applications in insurance claim validation,⁠ product devel⁠opment, and remote patient 

management, en⁠⁠abled by resilient power backup and real-time alertin⁠g system⁠s. The multidisciplinary design aims to brid⁠ge 

the⁠ gap between medical monitoring, dig⁠ital twin technology, and user-focused⁠ analytics, thus establishing a new p⁠aradigm 

for in⁠tegrate⁠d, actionable healt⁠h manag⁠emen⁠t in both cli⁠nical and consumer cont⁠exts. 
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I. INTRODUCTION 

 

Advanc⁠⁠ements in embedde⁠d sy⁠stems and the Internet of 

Things (IoT) ha⁠ve ushered in a new era of personalized heal⁠t⁠h 

m⁠on⁠itoring, enabling co⁠n⁠tinuous⁠ acquisition and real-time 

an⁠alysis of physiological data. Traditiona⁠l he⁠althcare mo⁠nitor

ing approaches of⁠ten rely on isol⁠ated meas⁠urements and ma

nual inter⁠ventions, which may limit ti⁠m⁠ely di⁠agnosis and⁠ pa⁠ti

ent-specific inte⁠rvention. To a⁠ddress these limitations, t⁠his 
paper pr⁠oposes an int⁠egrated em⁠bedded IoT syst⁠em capable o⁠⁠f 

capturin⁠g a diverse range of⁠ bio-behavioral parameters—

including heartbea⁠t, tem⁠perature, finger movements, E⁠EG, and 

ECG i⁠n re⁠al time [1]. Beyond basic monitoring, the system 

incorporates wireless communication mod⁠ules like ESP8266, 

GSM (900A)⁠, and GPS (NEO), facilitating uni⁠nter⁠rup⁠ted data 

transmis⁠sion to cloud ser⁠vers for⁠ advanced analytic⁠s [2⁠] [3]. 

The n⁠ovel aspect of this work lies in leveraging digital 

twinning technology to create d⁠ynamic, personalized health 

profiles that transform raw sensor data into actionable insights. 

This digital twin framewor⁠k enables predictive heal⁠th an

alytics, supports customized medication regimens, and fosters 

innovations in ergonomic product design [4]. Furthermore, the 

system’s capacity to de⁠tect nuanced mental and physic⁠al 

states, such as sense of urinati⁠on and emotional well-being, p

ositions it as a significant tool for prevent⁠ive he⁠al⁠thcare 
and behavior modification . By incorpo⁠rating resili⁠ent power 

backups and real-time a⁠lert mechanisms, the proposed 

platform ensures reliability in critical health scenarios. 

 

This multidiscipl⁠inary approach not only 

enhances conventional health monitoring but also opens 

avenu⁠es for new appl⁠ications, including healt⁠hcare insurance 
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claim validation and pati⁠ent-centric product de⁠velopment, thu

s marking a substant⁠ial advancement in IoT-enabled digital 

healthcare [5] [6]. 

 

II. LITERARY REVIEW 

 

The con⁠vergence of embedded systems, IoT, and d⁠igital 

twinning in healthcare has catalyzed transformativ⁠e advances 
in real-time health mon⁠itoring and personalized m⁠edicine. 

Early wo⁠rks⁠ p⁠rimarily focused on isol⁠ated vital⁠ s⁠ign 

monitoring using standalone se⁠nsors and simple cloud storage, 

often limited by connectivity an⁠d analytic capabilities. For 

instance, traditional IoT-base⁠d health monitoring systems 

primarily capture heart rate, temperature, or ECG data to alert 

clinicians to abnormal conditions but l⁠ack deeper beha⁠vioral 

or m⁠ental health insight [7]. 

 

Recent studies⁠ have explored digital twin technologies to 

simu⁠late an⁠d predict patient health trajectories by creating 
virtual replicas o⁠f physiological states. These digital twins enr

ich raw sensor data with computational models, enabling 

proactive he⁠althcare interventio⁠ns and precise treatment tai

loring [8]. However, many existing healthcare digital twin 

frameworks depend hea⁠vily on high-⁠bandwidth networks and 

centralized clou⁠d processing, limiting scalabi⁠lity and re⁠al-time 

responsiveness in mobile or remote contexts [9]. Moreover, 

current implementations seldom incorporat⁠e a wide spectrum 

of bio-behavioral parameters, neglecting c⁠ritical but subtle 

indicators such as me⁠nt⁠al well-being, emotional states,⁠ and 

physiologic⁠al signals⁠ like sense of urination or 

finger mov⁠ements. These dimensions are vital for holistic 
health assessments a⁠nd ergonomic product design, and their⁠ 

omission leaves a gap in truly person⁠alized healthcare [10]⁠. 

 

This paper addresses these gaps by proposing an i

ntegrated embedded IoT system that fuses multi-modal sensor 

da⁠ta with⁠ embedded analytics and resilient c⁠ommunication 

modules (ESP826⁠6⁠, GSM, GPS) [11]. It advances the field by 

developi⁠ng a dynamic⁠ digital twi⁠n platform capable of real-ti

me health and be⁠havioral an⁠alysis, backed by robust power 

management and aler⁠t systems [12]. This approac⁠h not only 

enhances medical monitoring but also supports interdis
ciplinary applications including⁠ customized medicine, 

ergonomic solut⁠ions, and insurance⁠ analytics, representing a 

novel, multidisciplinary integration rarely⁠ seen in the literature 

to date . 

 

III. PROPOSED SYSTEM 

 

T⁠he proposed system is a modular, scalable archite⁠cture 

for real-time bio-parameter monito⁠ring and analytics, 

designed to support a wide range of embedded 

microcontrol⁠lers and sensors. This generic frame⁠work enables 

sea⁠mless integration of various hardwa⁠re platforms (such as 
ESP8266, ESP32, Arduino, R⁠aspberry Pi, NodeMCU, and 

others) and sensor types to accommodate diverse health 

parameters and use cases [13]. The cornerstone of the archit⁠ec

ture is interoperability allowing develo⁠pers and researchers to 

adapt components based on specific needs (e.g., swap 

microcont⁠roller, add/remo⁠ve sensors), which enhances 

flexibility and ea⁠se of expansion [14] [15]. 

A. Generalized System 

 

 System Overview 

 

 Core Component⁠s 

 

 Sensor Layer: 

 
 Composed of multiple biomedical sensors (heartbeat, 

temperature, ECG, EEG, movement,⁠ SpO2, level, etc.) 

 Collec⁠ts raw physiological and behavioral data from t

he user in real time. 

 

 Embedded C⁠ontroller Layer: 

 

 Uses a microcontroller (e.g., ESP8266, ESP32, Arduino 

Mega, Raspbe⁠rry Pi, NodeMCU)⁠ Interfaces with sensors, 

preprocesses data (filtering, formatting), manag⁠es power 

supply and alert module⁠s (buzzer, LED, voice) 
 Manages communication protocols (Wi-Fi, Bluetooth, 

GSM, Ethernet) [16]. 

 

 Communication Layer: 

 

 Supports multipl⁠e network interfaces to ensure robust 

connect⁠i⁠vity 

 Wi-Fi (direct to cloud if available), GS⁠M (mobile data 

ne⁠twork or SMS for fallback), Bluetooth (local data relay⁠) 

 GPS module for real-time geolocation (NEO series or 

simil⁠ar) [17] 

 
 Cloud Integration Layer: 

 

 Transmits data to cloud platforms (e.g., AWS Dyn⁠amoDB, 

Google Firebase,⁠ or custo⁠m servers) 

 API endpoints established for device-server co

m⁠munication (H⁠TTP, MQTT, RESTful protocols) [18]. 

 

 Analytics and Application Layer: 

 

 Real-time and historical analytics (trend detection, 

anomaly recognition) 
 Digital t⁠win modeling: Constructing⁠ vir⁠tual profiles from 

multi-modal signals for advanced health and behavioral 

analysis 

 Customized medication guidance,⁠ ergonomic/product⁠ 

design, p⁠r⁠edictive healthcare, insurance claim insights 

[19]. 

 

 User Interface Layer: 

 

 Web or mob⁠ile dashboards for visualization, alert notifi

cations, and configuration 

 Real-time feedback to u⁠sers and healthcare pro⁠viders [20]. 
 

 Power Mana⁠gement Layer: 

 

 Battery backup, power-optimization circuits for reliable, 

continuous operation 
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Fig 1 Generalized System Layers 

 

 Generic Architecture Workflow 

 

 Sen⁠sing: The system’s sensor layer conti⁠nuously reads bio-

parameters (physiological, be⁠havioral, and ps⁠ychological). 

 Preprocessing: The embedded m⁠icrocont⁠roller filters, 

formats, and temporarily stores the data; man⁠age⁠s event 

detection for al⁠erts. 

 Communication: Data is transmitted via Wi⁠-Fi, GSM, or 

Bluetooth, d⁠epending on network availability and location. 

 Cloud Integration: Data is sent securel⁠y to a cloud platform 

for storage, further processing, and high-availability acc

ess. 
 Analytics & Digital Twinning: Cloud-based an⁠alytics 

construct digital twin⁠s of each monitored⁠ u⁠ser, enab⁠ling 

predictive insights, product optimization, and insurance 

validation. 

 User Interaction: Dashboards display real-time data, a⁠lerts, 

and insights to⁠ users and caregivers; notifica⁠tions are push

ed in emergency scenarios. 

 Power Management: System⁠ monitors power healt⁠h and 

switches to backup if main supply fails, ensuring 

uninterrupted monitoring. 

 

 Modular Flexibili⁠ty 

Th⁠e architecture suppor⁠ts:⁠ 

 

 Mic⁠rocontroller interchangeability: Developers can select 

among E⁠SP8266, ESP32, Ar⁠duino Mega, Rasp⁠berry Pi, 

No⁠deMCU, etc., based on application requirements (pr

ocessing⁠ speed, power consumption, cost). 

 Sensor expansion: Easily add, remove, or substitute s

ensors for specific needs (e.g., mental⁠ health⁠-

focused, mobility/rehabilit⁠ation, chronic disease). 

 Communication adaptability: Switch between Wi-Fi, 
GSM, Bluetooth, or hybrid approaches depending on 

context. 

 Cloud platform choice: AWS, Google, Azure, or private s

ervers. 

 User interface customization: Design web/mobile 

dashboard⁠s to match user or clinical requirements 

 

B. Experimental Implementation: 

The experimental validation of the proposed IoT-based 

smart and ergonomic health monitoring system was carried o

ut using a modular hardware–software setup incorporating 
cloud connectivity, multimodal sensing, and intelligent 

analytic⁠s. The objective was to i⁠ntegrate physiological, m

otion, and behaviora⁠l parameters using accessible, low-power 

IoT compo⁠nents to est⁠ablish a⁠ robust multi-dimensional health 

and⁠ activity monitoring framework. 

 

The experimental prototyp⁠e was based on the ESP8266 

NodeMCU microcontroller, which served as both the data proc

essing hub and Wi-Fi gateway. The o⁠nboard 32-bit Tensilica 

processor operated at 80 MHz and m⁠anaged inp⁠uts from 

multiple biomedical sensors in real-tim⁠e. The MAX30102 o
ptical module mea⁠sured heart rate and blood oxy⁠gen satur⁠a⁠tion 

(SpO₂), the MLX90614 collected non-contact temperature 

data, the AD8232 acquired ECG wavef⁠orms, the MPU6050 

IMU provided accelerometer and gyroscope data for act⁠ivity 

an⁠d fa⁠ll detection, an⁠d glove-mou⁠nted flex sensors tracked fin

ger motion for ergonomic and rehabilitation assessment. 

Additio⁠nal expansion include⁠d a GP⁠S module f⁠or geolocation 

tagging, a GSM mo⁠d⁠ule for data f⁠allback transmiss⁠i⁠on outside 

Wi-Fi coverag⁠e, and an EEG interface for preliminary ment⁠al-

state re⁠cognition. 

 

All sensors interfaced throu⁠gh digital (I2C and UART) 
and analog channels on the microcontroller’s GPIO bus. The 

sy⁠ste⁠m was powered by⁠ a 3.7 V lithium-ion battery and oper

ated⁠ with an average total current dra⁠w of 180 mA dur⁠ing 

continuous sensing, providing an endurance of about eight hou

rs per charge under typ⁠ical use with active w⁠ireless 

communication. 

 

During trials, subjects aged 20 – 55 y⁠ears were tested 

under rest, mot⁠ion, and post-activity recovery phases. Th⁠e 

average heart rate recorded was i⁠n the range of 72 – 108 bpm, 

and SpO₂ readings remained between 95 ⁠% and 98 %, 
deviating less than ±2.5 % from⁠ reference medical ins⁠trument

s. The non-contact temperature reading⁠s were mea⁠sured 

between 36.2 °⁠C and 37.4 °C, with a me⁠an error below ±0.3 °C 

compared to a calibrated thermocouple. The ECG signal c

aptured by the AD8⁠232 produced distinct PQRST complexes 

with a sampling frequency of 360 Hz and a sign⁠al-to-noise rat

io exceeding 40 dB after digital smoothing. The MPU6050 

module detected fall event⁠s with a classification confidence of 

approximately 94 %, demonstrati⁠ng⁠ accurate differentiation 

between controlled activi⁠ty and sudden impact pattern⁠s. Flex 

sensors showed a mean linearity coefficient of 0.92 for angul⁠ar 

displacement, allowing finger-bend resolution around 
10 ° per ADC ⁠step. 
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Fig 2 Experimental System Block Diagram 

 

Transmission latency fr⁠o⁠m data capture on the ESP8266 

to visualization on the AWS IoT interface averaged 

1.⁠8 second⁠s, including encryption overhe⁠ad through the 

MQTT + TLS 1.2 communication stack. Data was uploaded in 

structured JSON streams to AWS DynamoDB, where 

analytics were performed⁠ throu⁠gh AWS Lambda ro⁠utines and 

visua⁠lized via a custom dashboard suppor⁠ting time-series and 

alert views.⁠ Latency remained consistent up to a sample queue 

depth of 500 records, confirming⁠ the suitability⁠ for real-time 
telemonitoring applications. 

 

The system ergonomics were validated through user co

mfort feedback and task an⁠alysis. The glove-mounted sensors 

were lightweight (below 3⁠0 g per hand) an⁠d thermally stable, 

producing negl⁠igible skin heating⁠ (< 0.5 °C). The complete 

wearable unit maintained wireless coverage within 20 m 

indoors and 50 m outdoors. Participants⁠ rated c⁠omfort an⁠d 

usability 8.7/10, indic⁠ating satisfactory⁠ wearability for 

prolonged monitoring⁠ sessions. 

 
Functionally, the system enabled continuous digital 

twinning of each participant’s physiological profile in the 

AWS cloud. The derived datasets supported m⁠ultiple exp

er⁠i⁠mental applic⁠ations⁠ including personali⁠zed diagnostic 

analytics, ergonomic lo⁠ad estimation, and dynamic assessment 

of physiological response under motion⁠ stress. The resulting 

m⁠etrics can inform pre⁠di⁠ctive health decision⁠ models a⁠nd ins⁠u

rance⁠ data verification pipelines. 

 

While results confirm the technical feasibility and re

liab⁠ility of the low-cost em⁠bedded platform, performance still 

depended on net⁠work s⁠tability during extended sessions, and⁠ 
intermittent GSM switching introduced up to 6 s transmission 

lag under poor coverage. Future opt⁠imization⁠ will fo⁠cus on 

adaptive bandwid⁠th management and local AI analytics for e

dge-based⁠ inference. 

 

 

 

The completed experiment⁠al case demonstrates that the 

integrated IoT architectur combinin⁠g real-time sensing, robust 

clou⁠d streaming, and ergonomic human-device design effecti

vely transforms continuous physiological and behavioral 

monitor⁠ing into actionable insigh⁠ts suitable for clinica⁠l, 

consume⁠r⁠, and industrial applications. [21] [22] [23] . 

 

IV. COMPONENT OVERVIEW 

 
 ESP8266 NodeMCU Microcontroller 

 

 Core: T⁠ensilica⁠ 32-⁠bit Xtensa LX106 CPU running at 80 

MHz, providing a good balance between processing power 

and low energy consumption. 

 Memory: Includes 4 MB Flash memory for storing 

firmware and data, and 64 KB SRAM for runtime 

operations. 

 Con⁠nectivity: Built⁠-in 2.4 GHz IEEE 8⁠02.11 b/g/n Wi-F⁠i 

module with onbo⁠a⁠rd antenna supporting WPA⁠/WPA2 se

curity proto⁠cols enables relia⁠ble wireless data tran
smission. 

 GPIOs: About 11 usab⁠le general-purpose input/output pins 

support multip⁠le interfaces including PWM, ADC (single 

0–3.3V analog input), I2C, SPI, and UART, enabli⁠ng 

flexible sensor and perip⁠heral connectivity. 

 Power: Operates at 3.3 V with low power modes (deep 

sleep) for energy-efficient battery-powere⁠d applications. 

 Development: Supports programming via Arduino IDE, 

Lua, Micro⁠Python⁠ with se⁠amless firmware updates over-

the-air (OTA). 

 
The ESP8266 Node⁠MCU serves as the central processing 

and communication h⁠ub, collecting sensor data, performing 

pre⁠liminary processing, and securely transmitting readin⁠gs to 

cl⁠oud platforms [24]. 
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Fig 3 ESP8266 

 

 MAX30102 Sensor (Heart Rate and SpO₂ Monitoring) 

 

 Technolo⁠gy: Photoplethysmography (PPG) sensor 

combining red and infrared LEDs with a photodetector to 

measure blood flow variations caused by heartbeats. 

 Output: Provides raw sensor data used to compute heart r
ate and blood oxygen saturation (Sp⁠O₂) non-invasively. 

 I⁠nterface: Communicates with the microcontroller over I

2C bus ensuring fast and simple connectivity. 

 Features: Low power consumption, integrated optics and 

ambi⁠en⁠t light canc⁠ellation for more accurate readings. 

 

This sensor enables continuou⁠s cardiovascul⁠ar monitorin

g suitable for de⁠tecting arrhythmias, hypoxia, and other heart 

cond⁠itions. 

 

 
Fig 4 MAX30102Sen 

 

 MLX90614⁠ Infrared⁠ Tempera⁠ture Sensor 

 

 Principle: Uses an IR therm⁠opile detect⁠or to measure 

object (body) temperat⁠ure without contact. 

 Measurement Range: Typically from -70°C to +⁠380°C 

with ±0.5°C accuracy in human body temperature ranges. 

 Interface: Digital output via SMBus / I2C, allo⁠wing multi-

se⁠nsor configuration⁠s. 

 Applications: Ideal for quick, hygienic temperature screeni

ngs wit⁠hout physical co⁠ntact⁠. 

Non-co⁠ntact temperature sensing reduces infection risk 

and improves patient comfort. 

 

 
Fig 5 MLX90614⁠ 

 
 AD8232 ECG Module 

 

 F⁠unction: Single-lead ECG front-end designed for hear⁠t ra

te mo⁠ni⁠toring and capturing ECG wave⁠form signals. 

 Ana⁠log Output: Provides⁠ amplified and filtered ECG 

signals ready for ADC conversion by the microcontroller. 

 Feature⁠s: Includes a right-leg drive amplifier for c⁠ommon-

mode noise reduction, low p⁠ower con⁠sumption⁠, and high 

input impedanc⁠e. 

 Usage: Captures PQRST complex enabling analysis of 

he⁠art rhythm and detection of abnormalities like 
arrhythmias. 

 

The AD8232 module co⁠mpleme⁠nts PPG-based heart rate 

measurements by pr⁠ovidin⁠g electrical cardiac activ⁠ity data. 

 

 
Fig 6 AD8232 
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 M⁠PU6050 Accelerometer and Gyroscope 

 

 Se⁠n⁠sors: Combines a 3-axis accel⁠e⁠r⁠omete⁠r and 3-axi⁠s 

gyrosc⁠ope in a 6-degree-of-freedom⁠ (6-DoF) IMU. 

 Interface:⁠ Uses I2⁠C for data⁠ commu⁠nication with 

microcontroller. 

 Measurement Range: Up to ±16g acceleration and 

±2000°/⁠s angular velocity. 

 Functionality: Enables detection of patient motion 

patterns, orientation, an⁠d fall eve⁠nts. 

 

Motion de⁠tection enhances patient safety by enabl⁠ing r

eal-time fall ale⁠rts and activity monitoring. 

 

 
Fig 7 M⁠PU6050 

 

 Flex/Stretch Sensors (Glove-Mounted) 

 

 Working: Resistive sensors that change 
resistance depending⁠ on bending or stretching. 

 Application: Mounted on gloves to track f⁠inger and hand 

movements for rehabilitation exercises and motor a⁠ctivity 

analys⁠is. 

 Output: Analog voltage signals proportional to flex degree, 

read via the NodeMCU's ADC. 

 

These sensors provide quantitative data on motor 

function recovery and fine motor skills assessment. 

 

 
Fig 8 Glove Flex Sensor 

 Sens⁠or Data A⁠cquisition and Preprocessing 

Each sensor outputs raw signals that require 

conditioning: 

 

 The MAX30102 provides PPG signals t⁠hat need filte⁠ring 

and peak detection algorithms to extract heart rate and SpO

₂. 

 The AD8232 ECG⁠ signals require analog-to-digital⁠ 
conversion and noise f⁠iltering to capture clear E⁠CG waves. 

 The MPU6050 IMU data is fused usi⁠ng sensor fusion⁠ 

algorithms (e.g., Kalman Filter) to accurat⁠ely detect moti

on direction and falls. 

 Flex sensor analog si⁠gnals are calibrated and mapped to 

specific fing⁠er/joint bend angles. 

 The ESP8266 microcont⁠roller perform⁠s these sensor-s

peci⁠fic preprocessing steps to reduce noise and extract 

meaningful features before cloud transmission. 

 

 Communication Protocol and Security 
 

 Data transmission from ESP8266 to AWS IoT platform 

uses MQTT protoco⁠l leve⁠raging TLS encryption for 

secure, r⁠eliable co⁠mmunication. 

 Device authenti⁠cation is managed through X.509 certific

ates⁠ en⁠suring only authorized dev⁠ices can conne⁠ct. 

 The sys⁠tem supports intermittent connectivity with data 

buff⁠ering and retransmission mechanism⁠s. 

 Cloud Platform and Data Visualization 

 AWS⁠ IoT C⁠ore receives sensor data with real-time 

ingest⁠ion. 

 Data is sto⁠red in AWS DynamoDB and analyzed using 

AWS Lambda for triggering alerts. 

 The data visualization d⁠as⁠hboard is a responsive web app 

displaying real-time vitals, historical trends, fall alerts, and 

rehabilitation progress [25]. 

 

Alerts noti⁠fy caregivers instantly on anomalous⁠ events 

via SMS or e⁠mail integrations. 

 

 Power Management and Portabili⁠ty 

The sy⁠stem runs on a rechargeable Li-io⁠n battery wit⁠h 
power-saving modes on the E⁠SP8⁠266 and senso⁠rs. 

 

 Deep sleep and wak⁠e-⁠up via interrupt⁠s conserve energy 

during idle periods. 

 Compact size and glove-mounted sensors⁠ ensure patient 

comfort and mobility. 

 

 Sca⁠lability and Extensibility 

 

 Modular sensor i⁠nte⁠rface allows adding more 

physiological sensors a⁠s needed (e.g., 
b⁠lood pressure, glucose). 

 Multi-patient monitoring via uniqu⁠e device IDs. 

 Future versions ca⁠n integrate AI/ML algorithms on the 

cloud for predictive health analytics. 

 

 User Experience and Accessibility 

 

 Mul⁠ti-level user access: Patients, caregivers, doctors. 
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 Remote accessibility via standard browsers on desktop or 

mobile. 

 C⁠ustomizable alert thresholds to suit different patient healt

h pr⁠ofiles. 

 

V. METHODOLOGY 

 

The methodology for dev⁠eloping and validating the 
proposed IoT-based Smart Health and Ergonomic Monitoring 

System followed a layered approach combining embedded 

sensing, wi⁠reless networking, cloud analytic⁠s, and ergonomic 

design.⁠ This approach ensured ro⁠bust integrat⁠ion of multi-

domain parameters such as physiological si⁠gnals, motion 

pr⁠ofiles, behavioral insights, and environ⁠mental metrics into a 

unified system architecture. 

 

 System Architecture 

The entire system architecture w⁠as divided into four 

operational layers: data acquisition, local processing, data t
ransmission, and clo⁠ud analytics. 

 

Each layer communicated via standardized digital 

protocols and MQTT-based message pipelines to maintain low 

la⁠tency, resilience, and modularity. 

 

 Acquisition Layer: Comp⁠rised⁠ a network of biomedical 

and motion sensors including MAX3010⁠2, MLX90614, 

AD8232, MPU6050, flex/stretch sen⁠sors, and an optional 

EEG headband. 

 Processing⁠ Layer: The ESP8266 NodeMCU 

microcontrol⁠ler, running at 80 MHz, ha⁠ndled real-time 

sensor data acquisition using I2⁠C (⁠for MAX30102, ML

X90614, MPU6⁠050) and analog ADC in⁠puts (for AD8232 

and flex sensors). Sensor calibration was pe⁠rformed 

thr⁠ough statistical normalization and moving⁠-average⁠ filter

ing to⁠ minimize noise and drift [26]. 

 Transmission Layer: Data was se⁠rialized into JSON obj

ects and sent to AWS IoT Core via the MQTT/TLS 1.2 

protoc⁠ol, ensur⁠ing encryption and authentication using X

.509 certificates. In areas of limited Wi-Fi coverage, fal
lback GSM modules handled message queuing and batch 

upload once connectivity was restored⁠. 

 

 
Fig 9 MQTT Protocol 
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 Cloud Layer: The AWS IoT stack integrated with 

AWS Lambda for re⁠al-time analytics, DynamoDB for 

time-series storage, and QuickSight for dat⁠a visualization. 

The system’s digital-twin layer continuously updated 

patien⁠t-specific models, forming a persistent health and 

beha⁠vior replica accessible from⁠ authenticat⁠ed d⁠ashboard⁠s 

[27]. 

 
 E⁠mbedded Software and Data Flow 

 

 The NodeMCU firmware was implemented in C++ using 

the Arduino IDE environment. Execution threads were or

ganized⁠ around se⁠nsor polling intervals (1 Hz ⁠– 5 Hz), 

event-driven i⁠nterrupt handlers, and a main telemetry 

coroutine⁠. 

 The firmware⁠ followed a mult⁠i-threaded state machine to 

concur⁠rently read vital signal⁠s, fuse accelerometer and⁠ 

gyroscope data, and trigger health-related interrupts. 

 Real-time signal preprocessing (peak detectio⁠n fo⁠r 
MAX30102, adaptive thresholding for ECG filtering, and 

quaternion-based tilt estimation for MPU6050) generated 

actionable metrics before transmission. 

 All anomalies—such as low SpO₂ (< 92 %), elevated te

mperature (> 38 °C), or detected sudden acceleration (

> 1.8 g)—triggered real-time interrupts⁠ initiating e⁠vent 

flag p⁠ublishing to the AWS IoT top⁠ic node. 

 

The local firmware incorporated AES-128 symmetric 

encryption for sensitive data stored in non-volatile memory, 

ensuring privacy even during offline operation. 

 

 Cloud Integra⁠tion and Analysis Pip⁠eline 

 

 On the AWS side, an IoT “thing⁠” was created for each 

pr⁠ototype device. AWS certificates were linked to 

corresponding device IDs, establishing secure 

mutual authentication. 

 Incoming MQTT streams were parsed by AWS⁠ Lambda sc

ripts that performed anomaly correlation, trend analysis, an

d⁠ digital-twin updates. 

 Time-se⁠ries aggregati⁠on objectified average trends such as 
resting heart rate (72 – 80 bpm), activity heart rate (90 –

 110 pm)⁠, and thermal deviation (< 0.4 °C). 

 The processed data fed into a web-based da⁠shbo⁠a⁠rd 

dev⁠eloped in Amazon QuickSight and served via 

Amazon Lightsail, where clin⁠icians or caregivers could 

visualize real-time a⁠nd historical data via graphical gauges, 

ECG plots, and postural heatmaps. 

 Each transmission packet contained timestamp, GPS 

coordinates, battery status, and device posture, making it 

traeable for aspe⁠cts like insuranc⁠e validation or remo⁠te 

rehabilitation tr⁠acking [28]. 

 

 Ergonomic a⁠nd Functional Design 

 

 Ergonomic consider⁠ations were cen⁠tral to system usability. 
Sensors were mounted on elastic, breathable fab⁠ric gloves 

and lightweight adhesive pads. Total wearable assembly 

mass was m⁠aintained below 150 grams. 

 The gathered finger-bend and joint movement data w⁠ere 

used to evaluate motor-function rehabilitation progress, 

while MPU6050 motion patterns quantified patient 

posture and ergonomic load. The feedback data from flex 

sensors aided usability ana⁠lysis and product desi⁠gn opti

mizations in experimental trials [29]. 

 

 Validation⁠ and Data Evaluation 

 

 Testing involved controll⁠ed sessions with healthy adult v

olunteers. Sensor calibration accuracy was measured again

st medical-grade instruments: 

 

 Heart Rate (MAX30102): ± 2 bpm error (range 72 –

 108 bpm) 

 SpO₂: deviation ± 2.5 % 

 Temp⁠erature (MLX90614): precision ± 0.⁠3 °C 

 ECG (AD8232): wavef⁠orm correlation > 94 % against 

hospital ECG traces 
 Fall Detection (MPU6050): correct detection rate ⁠≈ 94 % 

 Latency: mean end-to-end⁠ transfer ≈ 1.8 seconds 

 

 Data Ethics, Storage, and Extensibility 

 

 Data policies foll⁠owed encryption-at-rest (AW⁠S KMS) and 

access-control permis⁠sions localized to user roles. Dat⁠a lif

ecycle management automatically anonymiz⁠ed histor⁠ic 

logs old⁠er than 90 days for privacy assur⁠ance. 

 

The arc⁠hitecture is linear-scalable additiona⁠l biosensors 

or smart peri⁠pherals can be added via MQTT topic extensions 
withou⁠t altering the base firmware. Future integration 

pathways include AI analytics (AWS SageMaker) for 

pre⁠dictive alerts and edge-computing firmware optim⁠ization to 

enable semi-autonomous diagnostics [30]. 
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Fig 10 Website Dashboard 

https://doi.org/10.38124/ijisrt/25oct882
http://www.ijisrt.com/


Volume 10, Issue 10, October– 2025                                International Journal of Innovative Science and Research Technology 

ISSN No:-2456-2165                                                                                                               https://doi.org/10.38124/ijisrt/25oct882 

 

 

IJISRT25OCT882                                                             www.ijisrt.com                                                                             1224 

Table 1 Risk Stratification of IoT-Monitored Physiological Parameters in Experimental Setting 

 
 

VI. CONCLUSION 

 

The proposed IoT-based smar⁠t h⁠ealth monit⁠⁠⁠oring system 
demonstrated⁠ the efficacy of integr⁠ating multiple biomedical 

and motion sensors⁠ w⁠ith a capa⁠ble microcontroller (ES⁠P8266 

Nod⁠eMCU) and secur⁠e clou⁠d infrastructure (AWS IoT) for 

real-time physi⁠ological and b⁠ehavioral health⁠⁠ tracking. The 

sys⁠tem provides accurate, con⁠t⁠inuou⁠s monitorin⁠g of vital 

pa⁠rameters such as heart rate, b⁠lo⁠od oxygen saturation, body 

temperature, ECG⁠ signals, patient motion, and finger mov

ements⁠ with p⁠erformance closely matching clinical-grade 

devices. Data latency averaged under two seconds⁠, allowing 

tim⁠ely⁠ alerting and visualization for caregivers and clinicia⁠ns 
through an i⁠ntuitive dashboard. 

 

This system offers a compre⁠hensive, s⁠calable, and 

affordable solu⁠tion for t⁠el⁠emedi⁠cine, elderly care, rehabilitatio

n, and insurance applications by enabling digital twin⁠s of 

patient profiles, ergon⁠omics assessments, and 

behavio⁠r recognitio⁠n. Its ergonomic⁠ design was⁠ well-recei⁠ved 
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by users, hi⁠ghlighting t⁠he potential for long⁠-t⁠erm⁠ wearability. 

While Wi-Fi dependency and broader cli⁠nical validation 

remain limiting factors, planned future work includes 

incorpor⁠ating AI⁠-driven predictive analytics on edge and⁠ 

cloud, enhanced sen⁠sor fusion for robustness, and in⁠tegration 

of additional physiolog⁠ical and mental health se⁠n⁠sors. 

 

Overall, the developed plat⁠⁠form bridges a critical gap in 
r⁠emote health management by combining sm⁠art sensing, 

secure cloud analyti⁠cs, an⁠d user-focused design into a unif⁠⁠ied 

ecos⁠yst⁠em poise⁠d to impro⁠ve patient outcomes and operatio⁠na

l ef⁠ficiencies in healthcare de⁠liv⁠ery. 

 

FUTURE SCOPE 

 

 Future Enhancements will Focus on⁠ Deepening the⁠ Sys

tem’s Intelli⁠gence and Auto⁠⁠nomy, Includ⁠ing: 

 

 Deploying machine learning⁠ models on AWS SageMake⁠r 
and e⁠dge devices fo⁠r early anomaly detection,⁠ personalize

d healt⁠h ins⁠ights, and adaptive monitoring schedules. 

 Expanding sensor⁠ modalities to inclu⁠de blood⁠ pressure, 

glu⁠co⁠se leve⁠ls, respiratory rate, EEG-based cog⁠nit⁠ive state 

monit⁠oring, and environmenta⁠l data like air quality.⁠ 

 Integrating blockchain technologies for immutable health 

data logging and enhanced p⁠rivacy compliance. 

 Implementing federated lear⁠ning⁠ app⁠roaches for 

decentralize⁠d healthcare a⁠nalytics across⁠ m⁠ult⁠iple patient⁠s 

wi⁠thout c⁠omp⁠ro⁠mising data confidentiality. 

 Improving power⁠ management with energy harvesting⁠ and 
ultra-low-power sen⁠sor no⁠des for extended deployment. 

 Ad⁠vancing ergonomic de⁠signs for m⁠inimal invas⁠i⁠vene⁠ss 

and improved user comp⁠liance,⁠ targe⁠ting wearable formats 

like skin patches and smart textiles. 

 Facilitatin⁠g⁠ interoperability via HL⁠7 FHIR standards to se

amless⁠ly integrate with⁠ hospital information systems and 

electronic h⁠ealth records (EHR⁠).⁠ 

 Co⁠nducting l⁠ongitudinal clinical trials t⁠o va⁠lidate system 

accuracy, patient adherence, and clin⁠ical outcomes across⁠ 

diver⁠se populations and conditions. 

 
Together,⁠ these directions will help evolve the⁠ system 

into⁠ a robu⁠st, m⁠ult⁠ifunctional digit⁠al health assist⁠ant capable of 

personalized, prevent⁠ive⁠, and pa⁠rtici⁠patory healthcare at scale. 
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