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Abstract: Distributed Denial of Service (DDoS) attacks remain among the most severe threats to modern network
infrastructure, inflicting significant service disruptions and financial losses. Traditional rule-based or signature-matching
defenses prove increasingly ineffective against sophisticated multi-vector DDoS campaigns that evolve faster than human
administrators can respond. This paper presents DeepShield, a real-time, fully autonomous DDoS detection and mitigation
platform structured around four tightly integrated modules. The Hybrid Detection Engine combines a CNN-LSTM deep
learning encoder with a LightGBM gradient-boosted classifier to achieve sub-12-millisecond end-to-end inference on the
CIC-DD0S2019 benchmark, classifying network traffic into 13 distinct attack categories plus benign traffic. Neural
encoder export to ONNX Runtime reduces inference latency from 92 ms to 6-12 ms, supporting throughput of 100,000
packets per second. The Autonomous Mitigation Engine employs a Double Deep Q-Network (Double DQN) reinforcement
learning agent orchestrated through a LangGraph state machine, selecting among five network enforcement actions
without manual intervention. The Threat Intelligence Engine enriches confirmed DDoS events with contextual analysis
drawn from a self-evolving Markdown Knowledge Base operating across three graceful degradation modes. A Dockerized
testbed with 13 attacker containers enables reproducible evaluation, while a React-based Security Operations Centre
(SOC) dashboard delivers live visualisation via WebSocket streaming. Experimental evaluation on CIC-DD0S2019 yields a
weighted F1-score of 0.9957, confirming DeepShield's suitability for deployment in operational SOC environments without
any cloud dependency.
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I INTRODUCTION platform. Operating as an inline network node, the system
captures and classifies every flow within 6-12 milliseconds,

The exponential proliferation of internet-connected makes autonomous  mitigation  decisions  through
devices and services has rendered Distributed Denial of reinforcement learning, and continuously enriches its
Service (DDoS) attacks one of the most economically knowledge base with attack intelligence — all without

damaging cyber threats facing modern organisations. A
DDoS attack saturates network bandwidth, exhausts server
resources, or exploits protocol weaknesses, rendering
services unavailable to legitimate users. The diversity of
contemporary attack vectors — volumetric floods, protocol
exploitation, and application-layer attacks — demands
defence systems capable of distinguishing attack patterns
from benign traffic in real time.

DeepShield addresses this challenge as a fully
autonomous,  zero-cloud-dependency DDoS  defence
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human intervention. DeepShield is designed for deployment
in Security Operations Centres (SOCs), campus networks,
and data centre environments.

The system architecture comprises four tightly
integrated modules. Module 1, the Hybrid Detection Engine,
ingests live network traffic via Scapy packet capture or
PCAP file replay, reconstructs bidirectional flows using a
FlowTracker engine, extracts 45 CIC-DD0S2019-
compatible statistical features, and classifies each flow
through a two-stage pipeline: a CNN-LSTM encoder
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exported to ONNX Runtime, followed by a LightGBM
gradient-boosted classifier. Module 2, the Autonomous
Mitigation Engine, selects one of five network enforcement
actions using a Double DQN reinforcement learning agent
orchestrated through a LangGraph state machine with
iptables FORWARD chain enforcement. Module 3, the
Threat Intelligence Engine, enriches detection events with
contextual analysis from a self-evolving Markdown
Knowledge Base, supporting three graceful degradation
modes including local LLM-based reasoning, rule-based
scoring, and emergency template fallback. Module 4, the
Dockerized Testbed and Real-Time Dashboard, provides a
controlled 13-attacker laboratory environment and a React-
based SOC dashboard delivering live monitoring via
WebSocket streaming.

1. LITERATURE REVIEW

» DDosS Detection

Apostu et al. [1] provided a foundational taxonomy of
machine learning approaches for network defence,
highlighting the limitations of traditional signature-based
systems. Issa and Albayrak [2] proposed a CNN-LSTM
hybridisation for DDoS intrusion detection, directly
validating the architectural choice adopted in DeepShield's
detection pipeline. Kar [3] demonstrated efficient real-time
DDoS detection using machine learning, confirming the
feasibility of low-latency classification in operational
environments.

Ma et al. [4] showed that ensemble classifiers remain
competitive for high-throughput detection in SDN edge
computing environments. Shohan et al. [5] corroborated the
combination of deep learning encoders with gradient-
boosted classifiers for DDoS detection. Sharafaldin et al. [7]
introduced the CIC-DD0S2019 dataset used in this work,
providing labelled network flows for 12 DDoS attack
categories. Yuan et al. [8] demonstrated that recurrent
architectures capture temporal flow patterns invisible to
shallow classifiers, while Agrawal et al. [9] showed that
CNN-LSTM hybrid encoders achieve superior feature
extraction from variable-length  traffic  sequences.
LightGBM [10] delivers state-of-the-art performance on
tabular data via histogram-based gradient boosting, and
ONNX Runtime [11] provides hardware-accelerated
inference enabling cross-platform deployment at latencies
suitable for real-time systems.

» Autonomous Mitigation

Wang et al. [6] proposed ShieldGPT, an LLM-based
framework for DDoS mitigation with explainable analysis,
demonstrating the emerging paradigm of integrating large
language models into autonomous network defence
pipelines. Van Hasselt et al. [12] introduced Double DQN,
addressing Q-value overestimation by decoupling action
selection and evaluation across online and target networks.
Schaul et al. [13] further improved sample efficiency with
Prioritised Experience Replay. LangGraph [14] provides a
state machine abstraction for LLM-based agent pipelines
enabling cyclic, multi-node workflows. Prior work by Xu et
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al. [15] demonstrated that reward-shaped DQN agents
outperform rule-based systems for adaptive network access
control.

> Threat Intelligence

Milajerdi et al. [16] studied provenance-based threat
intelligence systems, highlighting the importance of
contextual enrichment for alert triage. Lewis et al. [17]
demonstrated through Retrieval Augmented Generation
(RAG) that language models augmented with retrieved
documents produce more accurate, grounded outputs than
pure parametric generation. Ollama [18] enables local LLM
inference without cloud APIs, making offline threat analysis
feasible on commodity hardware. Markdown-based
knowledge bases offer deterministic, auditable retrieval with
no embedding drift, a property critical for security-sensitive
applications [19].

> Dockerized Security Testbeds

Mirkovic and Reiher [20] provided the foundational
taxonomy of DDoS attacks informing DeepShield's 13-
attacker Docker laboratory design. tcpreplay [21] enables
high-fidelity PCAP replay at natural timing or accelerated
rates, supporting realistic testbed evaluation. React with
Recharts [22] provides a composable charting library suited
for live SOC dashboards requiring sub-second refresh rates
across multiple concurrent data streams.

» Summary of Identified Research Gaps

Three key gaps motivate DeepShield. First, existing
DDoS detectors are either deep learning models with high
latency or fast classifiers lacking temporal pattern capture;
DeepShield combines both with ONNX acceleration.
Second, autonomous network mitigation via reinforcement
learning has been studied theoretically but rarely deployed
with real iptables enforcement. Third, threat intelligence
systems typically require cloud APIs or vector databases;
DeepShield demonstrates a fully offline, self-evolving
alternative using Markdown Knowledge Bases.

. PROPOSED DEEPSHIELD SYSTEM

> Input Dataset

DeepShield uses the CIC-DD0S2019 dataset [7],
which contains network flow records extracted from over 50
million packets spanning two-day traffic captures. The
dataset includes 13 DDoS attack types and benign traffic,
with 78 statistical features per bidirectional flow.
DeepShield selects 45 features after Pearson correlation
filtering at a threshold of 0.95, windowed into sequences of
10 flows for temporal modelling.
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Table 1 CIC-DD0S2019 Traffic Classification Categories

Class Protocol Severity MITRE ATT&CK Amplification
Benign Mixed — — —
DDoS-SYN TCP CRITICAL T1498.001 1x
DDoS-LDAP UDP/389 CRITICAL T1498.002 46%
DDoS-MSSQL UDP/1434 CRITICAL T1498.002 25,000x
DDoS-UDP UDP HIGH T1498.001 1x
DDoS-DNS UDP/53 HIGH T1498.002 15-50x%
DDoS-WebDDoS TCP/80,443 HIGH T1498.001 1x
DDoS-NetBIOS UDP/137 MEDIUM T1498.002 5-30x
DDoS-SNMP UDP/161 MEDIUM T1498.002 6-17x
DDoS-NTP UDP/123 MEDIUM T1498.002 5-7x
DDoS-SSDP UDP/1900 LOW T1498.002 10-30x%
DDoS-TFTP UDP/69 LOW T1498.002 4-16%
DDoS-UDPLag UDP (custom) LOW T1499 1x

» High-Level Architecture

DeepShield is structured as four loosely coupled
microservices communicating via Redis Pub/Sub channels
and a WebSocket stream. Module 1 (Hybrid Detection
Engine) exposes a FastAPI service on port 8001. Module 2
(Autonomous Mitigation Engine) subscribes to detection

events via Redis. Module 3 (Threat Intelligence Engine)

deepshield:decisions,
deepshield:actions.

operates on port 8003. Module 4 (Dashboard) serves a React
frontend on port 5173. All modules share a common Redis
message bus with channels including deepshield:detections,
deepshield:rag_output,

and
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Fig 1 DeepShield High-Level System Architecture

» Hardware and Software Requirements

Table 2 Hardware Requirements

Component Specification Purpose
CPU Intel/ AMD 8-core, 3.0 GHz+ LightGBM inference, ONNX Runtime, API serving
GPU NVIDIA RTX 2050 (4 GB GDDR®) or better CNN-LSTM training, DQN training, ONNX GPU inference
RAM 16 GB minimum (32 GB recommended) CIC-DD0S2019 dataset preprocessing, flow tracking
Storage 100 GB SSD Dataset, model checkpoints, knowledge base, Docker images
Network Two NICs (or virtual interfaces) Inline routing between attacker and target subnets
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Table 3 Software Requirements

Software Version Role
Python 3.10 Core runtime for all three modules
TensorFlow 2.15.0 CNN-LSTM encoder training
PyTorch 2.3.1+cul21 Double DQN agent
LightGBM 4.3.0 DDos flow classifier
ONNX Runtime GPU 1.19.2 Accelerated encoder inference
FastAPI + Uvicorn 0.104.1 REST and WebSocket API server
LangGraph 0.2.28 Agent state machine orchestration
Redis 5.0.8 Pub/Sub message bus
Scapy 2.5.0 Live packet capture and PCAP replay
React + Vite 18.2/5.0 Real-time SOC dashboard frontend
Docker + Compose Latest Containerized testbed environment
Node.js 18+ Frontend build toolchain

» Module Decomposition and Interfaces

Table 4 Module Decomposition and Interfaces

Module Primary Role Input Output Interface
M1 — Detection Classify network flows Raw packets / PCAP Attack type + FastAPI + WebSocket
confidence

M2 — Mitigation Autonomous network M1 detection events iptables enforcement Redis Pub/Sub +

defence LangGraph
M3 — Threat Contextual enrichment M1 events + M2 actions | Risk score + explanation | Redis Pub/Sub + REST
Intel

M4 — Dashboard SOC visualisation + M1 WebSocket + Live Ul + Docker lab React + WebSocket

testbed M2/M3 REST

DEEPSHIELD PLATFORM
4 Modules - Redis Pub/Sub - Docker

M1 - DETECTION M2 - MITIGATION M4 - DASHBOARD
Port 8001 - FastAPI LangGraph - DQN Port 5173 - React + Vite
LiveCaptureEngine Detection Node Event Ingestion Docker Lab (16 cont.)

v v L 2 v
FlowTracker Router 1 (Conf Filter) KB File Selector PCAP Testbed
v v v L2
Feature Extractor (45-d) RAG Node (M3 Query) 4 Context Loader 15 WebSocket Client
* + Redis + ws/ *
MinMaxScaler Decision Node (DQN) Prompt Builder REST 8 SOC Monitor Tabs
v v v L2
ONN)I(E’&':‘)E:;';STM Router 2 (Action Filter) Rule-Based Reasoning Recharts Viz Layer
L2 v v L2
LightGBM Classifier Action Node (iptables) Pydantic Validator PCAP Upload Handler
v L2 v L2
Threshold Calibrator Learning Node Output Generator (9-field) Polling Fallbacks
v v v
Severity Mapper Replay Buffer (PER) Async KB Updater
L2 L2
WebSocket Server Target Network
v
Redis Publisher —>
” Redis i i
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Fig 2 DeepShield Platform Module Decomposition Diagram
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MODULE 1: HYBRID
DETECTION ENGINE

V.

» Overview

The Hybrid Detection Engine is the core sensing layer
of DeepShield. It ingests network traffic, reconstructs
bidirectional flows, extracts 45 statistical features, and
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classifies each flow through a two-stage hybrid pipeline: a
CNN-LSTM deep learning encoder followed by a
LightGBM gradient-boosted classifier. The module exposes
a FastAPI service with 15 REST and WebSocket endpoints
on port 8001.

» Six-Stage Pipeline

Table 5 Module 1 Six-Stage Pipeline Description

Stage

Description

Stage 1 — Preprocessing

Two-pass streaming pipeline processes CIC-DD0S2019 CSVs (50M+ rows) with peak RAM usage
of 300400 MB via numpy memmap. Applies Pearson correlation filtering (threshold 0.95) to reduce
78 features to 45. Outputs windowed 3D arrays (N, 10, 45) in memory-mapped NPZ format.

Stage 2— CNN-LSTM
Training

Bidirectional architecture: ConvlD(64) — BatchNorm — MaxPool — Conv1D(128) — BatchNorm
— MaxPool — BiLSTM(64) x 2 — Dense(128) — Dense(14, softmax). Trained with Adam
(Ir=0.001), batch size 96, early stopping (patience=10).

Stage 3 — ONNX Export

Encoder-only submodel (up to 128-dim Dense layer) exported via tf2onnx. Inference latency
reduced from 43 ms (TensorFlow) to 4-8 ms (ONNX Runtime CPU).

Stage 4 — LightGBM

Concatenates [128-dim ONNX encoding | 45-dim raw features] = 173-dim input. Parameters:

Training num_leaves=63, n_estimators=300, Ir=0.05. Achieves 2-5 ms inference. Combined E2E: 6-12 ms.
Stage 5 — Threshold Per-class optimal thresholds computed post-training to maximise recall on minority classes (e.qg.,
Calibration WebDDaoS: 439 samples). Outputs class_thresholds.json.
Stage 6 — Inference DeepShieldDetector class loads all artefacts at startup. Per-flow: MinMaxScaler — sliding window
Engine deque (size 10) —» ONNX encoder — LightGBM — threshold calibration — severity mapping.

o e s e e e e s e e e s, e s s o o e s

NETWORK TRAFFIC SOURCE
Scapy AsyncSniffer / PCAP Upload

Raw Packets

STAGE 1 - FLOW TRACKER
5-tuple keying - Bidirectional stats - 15s idle expiry

i Expired Flows

STAGE 2 - FEATURE EXTRACTION
45 CIC-DDo0S2019-compatible features

l 45-d Vector

STAGE 3 - PREPROCESSING
MinMaxScaler - Sliding Window (10x45)

l (1,10,45) Tensor

‘ STAGE 4 - ONNX ENCODER ’

CNN-LSTM encoder_model.onnx - 4-8ms

STAGE 5 - LIGHTGBM CLASSIFIER
predict_proba() -> 13 class probabilities - 2-5ms

i 128-d Encoding

45-d Raw Features (bypass)

FEATURE CONCATENATION
128-d ONNX + 45-d raw = 173-d

l 173-d Vector

Probabilities

STAGE 6 - THRESHOLD + SEVERITY
Per-class calibration - Confidence->Severity map

Dashboard l

lM2+M3

WebSocket Broadcast
500ms batch - 256 flows

Redis Publish
deepshield:detections

Fig 3 Module 1: Hybrid Detection Engine Workflow
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Table 6 Confidence-to-Severity Mapping

Confidence Range Severity Recommended Action
0.00-0.30 NONE (Benign-like) Skip mitigation pipeline
0.30-0.60 MONITOR Log only; escalate if threat intel risk > 0.7
0.60 —0.80 RATE_LIMIT _SOFT 50% bandwidth reduction via tc/iptables hashlimit

0.80-0.95 RATE_LIMIT_HARD

90% bandwidth reduction

0.95-1.00 BLOCK

Full IP block on FORWARD chain

» Performance Metrics

Table 7 Module 1 Performance Metrics

Metric Value
ONNX encoder latency 4-8 ms (CPU)
LightGBM classifier latency 2-5ms
End-to-end inference (ONNX + LightGBM) 6-12 ms
End-to-end inference (TF + RF fallback) ~92 ms

Live capture throughput

~100,000 packets/second

WebSocket batch flush interval

500 ms (max 256 flows/batch)

Max concurrent flows (FlowTracker)

2,000 flows

Module 1 startup time

~30 seconds

V. MODULE 2: AUTONOMOUS
MITIGATION ENGINE

» Overview

The Autonomous Mitigation Engine receives every
M1 detection event and autonomously selects a network
enforcement action using a Double Deep Q-Network
(Double DQN) reinforcement learning agent, orchestrated

through a LangGraph state machine. Network enforcement
is applied via iptables FORWARD chain rules, positioning
DeepShield as an inline gateway between attacker and target
subnets. The engine operates in dry-run mode by default and
switches to live enforcement with the --live flag.

» Double DON Architecture

Table 8 Double DQN Q-Network Architecture

Layer

Specification

Input Layer

85-dimensional state vector: [confidence(1) | class one-hot(13) | severity one-hot(5) | IP hash
embedding(4) | action history window(10) | time features(6) | system load(5) | active rule counts(5) | threat

intel risk(1)]

Hidden Layer 1

Linear(85 — 256) — ReLU — Dropout(0.1)

Hidden Layer 2

Linear(256 — 128) — ReLU — Dropout(0.1)

Output Layer

Linear(128 — 5) — Q-values for 5 actions [ALLOW, MONITOR, RATE_LIMIT_SOFT,
RATE_LIMIT_HARD, BLOCK]

Action Selection

argmax Q(s,a) for exploitation; epsilon-greedy (: 1.0 — 0.05 over 10,000 steps)

Target Network

Soft update: target = t<online + (1-t)xtarget, =0.005, every 500 steps

» LangGraph State Machine

The core pipeline is a LangGraph StateGraph with five
nodes and two conditional routers sharing a MitigationState
TypedDict. The Detection Node enriches events with
severity classifications and constructs the 85-dimensional
MDP state vector. Router 1 skips the pipeline for confidence
values below 0.30. The RAG Node queries Module 3 for
threat intelligence risk scores via Redis. The Decision Node

NISRT26APR1640

passes the state vector through the Double DQN Q-network
to select an action. Router 2 skips enforcement for ALLOW
decisions. The Action Node translates the action enum to
iptables commands, checks the whitelist, and executes or
dry-runs the command. The Learning Node records state-
action-reward-nextstate  transitions in a Prioritised
Experience Replay buffer.
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M1 Event

DETECTION NODE
DetectionAgent
Severity lookup - 85-d state vector build

!

MitigationState |
TypedDict - shared state |

conf < 0.30 (Benign)

|
o
|

ROUTER
1

l conf >= 0.30

RAG NODE
Module 3 KB Query
Risk score + rl_reward_modifier

query

risk score

v
DECISION NODE
DecisionAgent - Double DQN
85-d -> Q(s,a) -> argmax -> action

!

action == ALLOW

ROUTER
2

l MONITOR / RATE_LIMIT / BLOCK

ACTION NODE :
ActionAgent T
iptables/tc exec - Whitelist check -

S

Rule insert

v

LEARNING NODE

LearningAgent
(s,a,r,s’,done) -> Replay Buffer

-> deepshield:actions

r
1 Module 3 - Threat Intel |
3

o

iptables FORWARD Chain

deepshield:rag_output

I
1 I
- 3

Kernel netfilter

Fig 4 Module 2: Autonomous Mitigation Engine Workflow

» Reward Shaping and Mitigation Actions

Table 9 Reward Shaping Policy

Scenario Reward M3 Modifier
Confirmed attack correctly blocked +10.0 x2.0 if risk > 0.7
Rate-limiting an active attack +5.0 x1.5ifrisk > 0.5
False positive: benign traffic blocked -15.0 x0.8
False negative: confirmed attack allowed -5.0 x1.0
Correctly allowed benign traffic +2.0 x0.8
Per-step time penalty -1.0 Applied every step

Table 10 Five Mitigation Actions and Network Enforcement

Action ID Network Enforcement Effect
ALLOW 0 No rule applied Traffic passes unrestricted
MONITOR 1 Log only (optional tcpdump) Alert SOC without blocking
RATE_LIMIT SOFT 2 iptables hashlimit 512 kb/s on src_ip 50% bandwidth reduction
RATE_LIMIT HARD 3 iptables hashlimit 102 kb/s on src_ip 90% bandwidth reduction
BLOCK 4 iptables -| FORWARD 1 -s <src_ip> -j DROP | Complete traffic block (TTL: 300 s)
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VI. MODULE 3: THREAT
INTELLIGENCE ENGINE
» Overview
The Threat Intelligence Engine enriches every

confirmed DDoS attack event with contextual analysis, risk
scoring, and mitigation recommendations by querying a
self-evolving Markdown Knowledge Base (KB). Operating
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entirely offline with zero external API dependencies, it
supports three graceful degradation modes: LLM-powered
Chain-of-Thought reasoning via local Ollama (llama3:8b),
deterministic rule-based scoring, and emergency template
fallback. All three modes produce an identical nine-field
output schema, ensuring Module 2 and the dashboard
always receive valid enrichment data.

INCOMING EVENTS

Redis deepshield:detections + deepshield:actions

EVENT INGESTION
FastAPI port 8003 - Skip benign events

MARKDOWN KB

threat_intel/knowledge/

l Attack Event select files

KB FILE SELECTOR

L INDEX.md (Static) J

\

[attack_patterns.md (Static+) J

‘ Route by attack_type + src_ip

.
|

CONTEXT LOADER
Section extract - fentl.flock - 8K-token cap

[ mitigation_playbooks.md '

l ip_rep.md ‘ ‘ incident.md ]

[—

MD content

PROMPT BUILDER
CoT prompt: alert + KB context + history

MODE 1
Rule-Based Scoring

B

-

Primary //; ”ODE\\\
“\._SELECT _~

Fallback I

if fails, try next mode |

MODE 2
Emergency Templates

|

v

PYDANTIC VALIDATION
9-field schema - Never raises to caller

v

9-field result: risk_score, explanation, etc.

‘ OUTPUT GENERATION ‘

To M2 + Dashboard

v

Self-evolving KB
v

Redis Publish
deepshield:rag_output

Async KB Append
incident_memory + ip_rep

Fig 5 Module 3: Threat Intelligence Engine Workflow

» Knowledge Base Architecture

Table 11 Knowledge Base File Architecture

KB File Type Content Update Policy
INDEX.md Static Master navigator: file loading rules, output schema, risk Read-only at runtime
formula

attack_patterns.md Static+ Per-attack-type descriptions, feature thresholds, MITRE Read-only (extended at
IDs, risk baselines retrain)

mitigation_playbooks.md Static+ Per-attack iptables/tc commands for each confidence level Read-only (extended at
retrain)

ip_reputation.md Dynamic Append-only registry of detected malicious IPs with Appended per detection
incident counts event

incident_memory.md Dynamic Append-only log of attacks, outcomes, and KB coverage Appended per detection
status event

model_drift_log.md Dynamic | F1 score trends, drift detection, retraining recommendations | Updated on evaluation
cycles

NISRT26APR1640

WWW.ijisrt.com

3401



https://doi.org/10.38124/ijisrt/26apr1640
http://www.ijisrt.com/

Volume 11, Issue 4, April — 2026
ISSN No: -2456-2165

» Output Schema
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Table 12 Module 3 Output Schema

Field Type Description
attack_type string Classified DDoS attack type (e.g., 'DD0S-SYN")

src_ip string Source IP address of the attack
confidence float M1 classifier confidence (0.0 —1.0)

severity string BENIGN / LOW / MEDIUM / HIGH / CRITICAL
risk_score float Computed risk (0.0 — 1.0): basex0.50 + confx0.35 + ip_boostx0.15

attack_summary string 1-2 sentence contextual summary with IP reputation context
explanation string Technical reasoning about feature patterns and attack indicators
mitigation string Recommended iptables/tc commands and escalation path
rl_reward_modifier float Multiplier for Module 2 reward: 2.0 (HIGH risk) /1.5/1.0/0.8
VII. MODULE 4: DOCKERIZATION AND containers, each implementing class-specific packet

REAL-TIME DASHBOARD

» Docker Lab Architecture

The Docker laboratory uses three overlay networks
and 16 containers to simulate realistic DDoS scenarios with
DeepShield acting as an inline router. The attacker_net
subnet (172.20.0.0/24) hosts 13 individual attacker

generation logic for one CIC-DD0S2019 attack category
plus a combined ALL controller. DeepShield spans both
networks as an inline gateway, with iptables FORWARD
chain interception of all cross-subnet packets. The target_net
subnet (172.21.0.0/24) hosts an nginx victim web server
monitored via the /api/target/stats endpoint.

—
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» Real-Time React Dashboard

The React dashboard serves eight specialised SOC
monitoring tabs via a central WebSocket connection to
Module 1's /ws/live endpoint. The OVERVIEW tab presents
live classification feeds, per-class counts, and M2 action
summaries. The THREAT INTELLIGENCE tab displays
risk gauges, attack summaries, and Chain-of-Thought
reasoning chains from Module 3. The ATTACK
ANALYSIS tab shows per-class distribution charts and

VIII.

» Comparative Analysis with Existing Systems

International Journal of Innovative Science and Research Technology
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confidence histograms. The MITIGATION tab provides the
M2 action log and blocked rule tables. The THROUGHPUT
tab renders live packets-per-second charts with PCAP replay
banners. The TARGET MONITOR tab shows CPU and
network time-series for the nginx victim container. The
TESTBED CONTROL tab provides PCAP upload and
replay pipeline controls. The ALERT LOG tab offers a
paginated raw flow log with source/destination IP, attack
type, confidence, and latency.

RESULTS ANALYSIS

Table 13 Comparative Analysis with Existing Systems

System Detection Method Latency Classes Mitigation Offline
DeepShield (proposed) CNN-LSTM + 6-12 ms 13 + Benign Autonomous DQN Yes
LightGBM + ONNX RL
Snort (Traditional 1DS) Signature matching <lms Rule-based Manual rules Yes
DeepDefense [8] LSTM ~80 ms Binary None Yes
Agrawal CNN-LSTM [9] CNN-LSTM ~45 ms Multi-class None Yes
Cloud WAF / Scrubbing Statistical + ML 100-500 ms Limited BGP divert No
» Per-Class Detection Metrics
Table 14 Per-Class Detection Evaluation Metrics
Attack Class Precision Recall F1-Score Support
Benign 0.9987 0.9991 0.9989 High
DDo0S-SYN 0.9978 0.9982 0.9980 High
DDoS-LDAP 0.9965 0.9971 0.9968 Medium
DDo0S-MSSQL 0.9972 0.9969 0.9971 Medium
DDoS-UDP 0.9983 0.9977 0.9980 High
DDoS-DNS 0.9961 0.9958 0.9960 Medium
DDoS-WebDDoS 0.9812 0.9903 0.9857 Low (439 samples)
DDoS-NetBIOS 0.9951 0.9948 0.9950 Medium
DDoS-SNMP 0.9944 0.9939 0.9942 Medium
DDoS-NTP 0.9957 0.9954 0.9956 Medium
DD0S-SSDP 0.9933 0.9929 0.9931 Medium
DDoS-TFTP 0.9921 0.9917 0.9919 Medium
DDoS-UDPLag 0.9889 0.9895 0.9892 Low
Weighted Average 0.9958 0.9957 0.9957 —
» System Performance Metrics
Table 15 System Performance Metrics
Metric Value Notes
E2E Inference (ONNX + LightGBM) 6-12 ms vs. 92 ms with TF + RF fallback
ONNX Encoder Latency 4-8ms CPU-only; GPU reduces to ~2 ms
LightGBM Latency 2-5ms C++ histogram prediction
Live Capture Throughput ~100,000 pps 4 drain worker threads
M2 DQN Decision Latency <5ms PyTorch forward pass on GPU
M3 Rule-Based Enrichment <10 ms Pure Python KB lookup
M3 LLM Enrichment 30-60 s Ollama Ilama3:8b local inference
iptables Rule Insertion <2ms Kernel-space netfilter update
Dashboard Refresh Rate 500 ms WebSocket prediction batch push
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» DON Agent Learning and Dashboard Observations

The Double DQN agent demonstrates consistent
improvement in cumulative episode reward over training
episodes. Initial random exploration (¢ = 1.0) transitions to
policy-based exploitation (¢ — 0.05) over 10,000 steps. The
agent learns to distinguish high-risk DDoS events
warranting BLOCK actions from low-confidence borderline
flows warranting MONITOR or RATE_LIMIT responses,
reducing both false positives and false negatives relative to
the static confidence-based policy fallback.

Live evaluation confirms the dashboard's operational
utility. During DDoS-SYN flood scenarios, per-class
counters update at 500 ms intervals with SYN packets
constituting over 85% of classified flows. The DQN agent
autonomously escalates from RATE_LIMIT _SOFT to
BLOCK as sustained flood duration exceeds 30 seconds.
The threat intelligence risk gauge reaches 0.87 for repeat

International Journal of Innovative Science and Research Technology
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attacker IPs with three or more prior incidents recorded in
ip_reputation.md. The nginx victim CPU returns to baseline
within 2-3 seconds of BLOCK enforcement, confirming
effective traffic suppression.

» Comparative Performance Analysis

Figure 1 plots end-to-end detection latency across
evaluated systems on a logarithmic scale, confirming that
DeepShield (9.0 ms average) operates one order of
magnitude faster than DeepDefense (80 ms) and the
Agrawal CNN-LSTM system (45 ms), while remaining in
the same order as Snort (0.8 ms), which lacks deep learning
classification. Figure 2 shows weighted F1-score
comparisons, with DeepShield achieving 99.57% — the
highest among compared systems, surpassing Agrawal
CNN-LSTM (96.20%), DeepDefense (93.70%), Snort
(85.00%), and Cloud WAF (82.40%).

1000 4

100 4

10 A

End-to-End Detection Latency (ms) — log scale

DeepShield Snort

DeepDefense

System

300.0 ms

Agrawal Cloud WAF
CNN-LSTM

Fig 11 Comparative End-to-End Detection Latency of DeepShield and Existing Systems
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Fig 12 Comparative Weighted F1-Score of DeepShield and Existing Systems
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IX. CONCLUSION

DeepShield demonstrates that fully autonomous, real-
time DDoS defence is achievable without cloud
dependencies or manual intervention. The hybrid CNN-
LSTM + LightGBM pipeline, accelerated by ONNX
Runtime, achieves sub-12-millisecond detection latency
across 13 DDoS attack categories — an 8x improvement
over the original TensorFlow baseline. The Double DQN
reinforcement learning agent learns mitigation policies that
reduce false positives compared to static rule-based
approaches, while the self-evolving Markdown Knowledge
Base provides contextual threat intelligence in a fully
offline, reproducible manner.

The four-module architecture demonstrates strong
separation of concerns with graceful degradation, as each
module operates independently when others are offline,
ensuring no single point of failure. The Docker testbed
enables systematic evaluation across all 13 CIC-DD0S2019
attack classes, while the React SOC dashboard provides
operational visibility suitable for production deployment.

The system achieves a weighted average F1-score of
0.9957, with per-class threshold calibration restoring
minority class (WebDDoS: 439 samples) recall to 99%-+.
These results position DeepShield as a viable autonomous
DDoS defence platform for campus networks, data centres,
and enterprise SOC environments.

» Future Enhancements

Several directions merit further investigation. Multi-
vector attack correlation across flows would enable
detection of coordinated campaigns such as simultaneous
SYN, UDP, and DNS floods. Federated learning extensions
to the CNN-LSTM encoder would allow multiple network
nodes to collaboratively train without sharing raw traffic
data, improving detection of low-volume distributed attacks
invisible to any single node. An automated model retraining
pipeline triggered by F1 score degradation in
model_drift_ log.md would maintain detection accuracy
without service interruption. Integration with BGP Remotely
Triggered Blackhole (RTBH) routing would complement
inline enforcement for high-volume volumetric attacks that
exceed link capacity before iptables rules take effect.
Finally, extending FlowTracker to support IPv6 headers and
TLS fingerprinting (JA3/JA4) would enable detection of
application-layer DDoS over encrypted connections.
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