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Abstract: The growth of financial technology has introduced Central Bank Digital Currency (CBDC), which is basically a 

digital version of money issued by central banks. In this work, a blockchain-based system is proposed that uses QR codes 

and UID numbers to make transactions easier and more secure. Blockchain helps keep a proper record of transactions so 

they cannot be easily changed or tampered with. Using QR codes makes payments quick and simple, especially for everyday 

use. The system also uses smart contracts to handle processes automatically. Since everything runs on a decentralized 

network, it reduces dependency on a single authority and lowers the chances of fraud. At the same time, user privacy is 

maintained by storing only encrypted verification data instead of actual personal details. 
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I. INTRODUCTION  

 

Today, People can do almost everything online (banking, 

shopping, storing and sharing personal information). To access 

these services in the most secured manner is very critical. Many 

authentication methods are available such as username and 

password, barcode, finger print and face detection. But these 

methods have some advantages as well as disadvantages. 

Username and password are not providing security; 

fingerprints and face identity are the methods which are very 

costly and not affordable by common users. To overcome all 
the drawbacks the Blockchain technology is introduced for 

online banking transactions. Blockchain based online banking 

are used in banking transactions for security; it provides more 

security than barcode and other techniques. Banks provide a 

way to economically develop people and countries. They make 

it easy, safe and convenient for financial trading. Banks are 

involved in welfare activities and contribute to individual social 

causes as well. In India, most banks provide passbooks, 

Automated Teller Machines (ATM), e-banking, mobile 

banking and telephone banking for financial relationships. E-

banking and mobile banking will be more convenient for busy 

individuals among these financial deals. Blockchain is 

essentially the technique that provides for various transactional 

systems to store decentralized approach data. Basically, during 

data transactions, it is implemented to achieve the highest data 

security and eliminate different network and data attacks from 

malicious requests. They are the process which is followed by 

entire system. 

 

 User entry as user identification number for email id and 
password. 

 Once system validate the authenticating the current request 
it will show the dashboard where all user’s account 
information. 

 User can select specific account and login with own 
credentials and system send the OTP and two step 
verification. 

 Once OTP and QR Code validate by system it will shows 
home page where user can do any transaction like check 
balance, transfer amount etc. 

 When any transaction has completed system store entire 

information into the blockchain. 
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II. PROBLEM STATEMENT 

 
Existing digital banking networks have many problems - 

by using a single location for data, those systems are open to 
risks. There are gaps in security which allow for theft. As 
information is not visible to users, individuals cannot see how 
the system operates. Due to the factors, attackers can enter the 
network without permission. To fix those flaws, a framework 
for digital money that functions across many nodes is 
necessary. 

 

With a system based on block chain, the Central Bank 

issues digital currency. It uses programs that execute 

themselves automatically to handle agreements. On this 

network computers use specific rules to reach a consensus on 

data. If a user makes a transaction, the record is visible to 

everyone. Because the data is difficult for anyone to change, 

the ledger remains accurate. For every entry the system 

provides a way to verify the history. When a person logs in, the 

platform confirms their identity through strict steps. It keeps the 

information in its original state through encryption. In this 

environment, the financial structure stays functional even 
during attacks. Accountability is present because the system 

tracks every action. Trust grows among participants because 

the technology ensures the rules are followed. 

 

III. LITERATURE REVIEW  

 

 [1] Kumar and Jeelan propose a blockchain-based system 

designed to assist state governments in managing land plots 

and the distribution of government funds. The system 

integrates multiple departments into a unified platform, 

enabling secure application submission, approval 
workflows, and fund allocation. By utilizing cryptographic 

encryption, consensus algorithms, and the immutable 

nature of blockchain, the system prevents unauthorized 

access and ensures tamper-proof records. This approach 

offers enhanced transparency and operational efficiency 

across government schemes. 

 [2] Krishna et al. develop a blockchain model for tracking 

government fund transactions in a sequential and verifiable 

manner. The system maintains an immutable record of each 

project’s progress using hashed data structures, making it 

impossible to alter or delete transaction history. It further 
introduces controlled access, ensuring that sensitive 

information is only shared on a need-to-know basis. This 

method ensures data security and integrity and promotes 

accountability in public financial management. 

 [3] Raluca Veronica et al. explore the concept of digital 

identity within e-governance through the adoption of self-

sovereign identity (SSI) models based on blockchain. The 

paper provides a detailed overview of the system’s 

technical architecture, highlighting how individuals can 

retain control over their digital identities without reliance 

on central authorities. Blockchain’s decentralized nature 

and cryptographic tools ensure privacy, authenticity, and 
data consistency, paving the way for secure identity 

management frameworks 

 [4] Fernandes and Shamitha present a blockchain solution 

focused on the Public Works Department (PWD), 

addressing issues related to fund allocation and tender 

tracking. The paper identifies low-level corruption and lack 

of transparency as major challenges in public works. The 

proposed system logs every transaction—ranging from 

project initiation to employee payments—on an immutable 

blockchain ledger. This ensures traceability and reduces 

opportunities for manipulation or financial 
mismanagement. 

 [5] Peng et al. propose a peer-to-peer file storage and 

sharing platform based on a consortium blockchain. The 

system facilitates secure data retrieval and authorization 

across multiple government and private organizations. The 

blockchain integrates identity authentication protocols and 

permission control mechanisms, guaranteeing that only 

authorized entities can access data. The study discusses the 

potential of such a system to support data integrity and 

inter-organizational collaboration. 

 [6] Careja and Tapus suggest a blockchain-based digital 

identity verification framework using cryptographic 
signatures issued by trusted entities. These signatures act as 

digital equivalents of physical identity proofs, securely 

stored on the blockchain and used by public authorities for 

identity validation. The system not only ensures secure 

storage and access to personal data but also builds trust and 

interoperability across institutions involved in public 

services. 

 [7] De Salve et al. propose a multi-layer trust framework 

designed to strengthen selfsovereign identity (SSI) systems 

on blockchain networks. The model incorporates verifiable 

credentials, decentralized identifiers (DIDs), and smart 
contracts, deployed on both private and public blockchains. 

The paper demonstrates how this framework improves data 

reliability, combats misinformation, and enhances the 

scalability and trustworthiness of digital identity solutions 

 [8] Xu et al. introduce a fog-enabled, private blockchain-

based identity authentication system tailored for smart 

home environments. The system registers all fog nodes and 

smart devices on a localized blockchain, where 

authentication is managed using smart contracts and off-

chain mechanisms. The proposed approach ensures robust 

performance and privacy protection, making it a secure 
solution for identity verification in IoT-based 

environments. 

 [9] Elisa et al. design a blockchain-enabled e-government 

framework that incorporates an artificial immune system to 

enhance security and threat detection. The system leverages 

blockchain’s immutable structure along with encryption 

and validation tools to protect government data from 

internal and external attacks. Evaluated using simulation 

tools and real datasets, the framework demonstrates 

resilience, data integrity, and suitability for secure public 

sector applications. 

 [10] Gawade et al. present a blockchain-based system for 

fund allocation and tracking within state government 

operations. Their model tackles low-level corruption by 

logging every transaction with cryptographic hashes and 

timestamps. The system guarantees transparency and 

authenticity of transactions, providing proof at each stage 

of fund disbursement and utilization, which can be audited 

and verified at any time. 
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IV. SYSTEM METHODOLOGY 

 
The proposed blockchain-based online banking system is 

designed around three core components — the User Group, 
Bank Group, and the Blockchain Network — which 
collaboratively ensure secure, transparent, and tamper-resistant 
financial transactions.  

 
A. Steps: 
 
 User Group:  

This group represents the end-users who perform various 
online banking activities such as balance inquiries, fund 
transfers, and account updates. Each transaction request 
generated by a user is securely transmitted to the banking 
system for validation and processing.  

 
 Bank Group:  

The bank acts as an intermediary between the user and the 
blockchain network. Upon receiving a transaction request, the 
banking server retrieves relevant details from the bank 
database, processes the transaction, and forwards it to the 
blockchain module for additional verification and 
recordkeeping.  

 

 Blockchain Processing Module:  

This module ensures secure transaction recording and data 
immutability through blockchain mechanisms. It follows a 

structured process: 

 Transaction Formation: The user’s transaction request is 
created and preliminarily verified.  

 Hash Generation: A unique cryptographic hash (e.g., SHA-
256) is generated to maintain data integrity.  

 Mining: The transaction undergoes a mining process to 
validate and include it in a new block.  

 Consensus Mechanism: Agreement among all network 
nodes is achieved before adding the    validated block to the 
chain. 

 Peer-to-Peer (P2P) Blockchain Network:  

After successful verification, the newly created block is 

added to the decentralized P2P blockchain network, where 

every participating node maintains an updated copy of the 

ledger. This distributed structure guarantees transparency, 
security, and immutability, ensuring that all online banking 

transactions are permanently recorded and resistant to 

tampering or unauthorized modification. 

 

V. SYSTEM METHODOLOGY 

 

The proposed banking structure is  a system which 

contains combination of three parts which include a user group. 

There is also a bank group. And there is a blockchain network 

- those parts interact to ensure that transactions are open for 

inspection. When a person starts a banking activity, they might 

choose to look at their current balance. It is also possible for 
them to send money to another account - those requests travel 

to the banking system in a way that protects against 

interception. To handle those requests, the bank functions as a 

middle entity. By collecting data, the bank prepares the request. 

The bank confirms that a transaction is legitimate. The bank 

sends the data to the blockchain module. On this module the 

system checks each transaction - by using records that cannot 

be changed, the system stores the data. As a transaction is 

verified, the system adds it as a block to a network - this 

network connects computers directly to one another. There is a 

ledger that every computer on the network shares. Because of 
this design, the records are visible to everyone. With this 

method the system protects against attacks. If someone tries to 

change a record without permission, the structure stops them. 

 

 

 

 

 
Fig.1: System Architecture Design 
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VI. RESULT AND ANALYSIS 

 
The results and discussion section presents an evaluation 

of the proposed blockchain-based online banking system in 
terms of performance, efficiency, and security. The system 
demonstrates reliable transaction processing through 
decentralized validation, ensuring transparency and resistance 
to tampering. Cryptographic techniques and consensus 
mechanisms play a key role in maintaining data integrity while 

enabling secure transaction recording. Performance metrics 
such as transaction validation time, block generation time, and 
computational efficiency are analyzed under different network 
conditions. The use of smart contracts further enhances 
automation and reduces processing delays. Overall, the 
findings highlight the effectiveness of the system in handling 
transactions efficiently while maintaining strong security 
standards. These results are further supported by graphical and 
tabular analyses illustrating system behavior under varying 
parameters and difficulty levels. 

 

 
Fig 2: The Time Required (in Milliseconds) for a Complete Transaction with Different Records in the Blockchain Using 4 Data 

Nodes in the P2P Network is Being Calculated. 
 

Hassard defined mining difficulty levels based on the 
required number of leading zeros in a hash: 

 Level 1 (Two Leading Zeros “00”): Miners must generate a 
hash starting with at least two zeros. 

 Level 2 (Three Leading Zeros “000”): The difficulty 
increases as hashes must now begin with a minimum of 
three zeros. 

 Level 3 (Four Leading Zeros “0000”): Hashes must start 
with four zeros, making the mining process more 
challenging. 

 Level 4 (Five Leading Zeros “00000”): At the highest 

difficulty, hashes require five leading zeros, significantly 

increasing computational effort. 

 

Table 1: Block Generation Time Using PoW Using Various Difficulty Levels (sec) 

Records (Blocks) Difficulty L-1 Difficulty L-2 Difficulty L-3 Difficulty L-4 

5 10 16 40 60 

10 22 26 60 80 

15 38 46 114 120 

20 70 123 138 180 

25 97 142 178 248 
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Fig 3: Block Generation Time in Seconds Using Pos with Various Difficulty Levels 

 

Figure 3 illustrates the trend across all four difficulty 

levels, showing that as difficulty increases, the time required 

grows not linearly but with an exponential tendency. This 
indicates that higher difficulty levels substantially increase the 

computational challenges for validators, potentially 

necessitating higher stakes or more advanced processing. 

Overall, the comparison demonstrates how PoS Maxstake 

behaves under varying difficulty conditions. 

 

VII. CONCLUSION 

 

The proposed blockchain-based online banking system 

creates a safer and more transparent way for people to carry out 

financial transactions online. It uses smart contracts and 

cryptographic hashing to keep data secure and make sure no 
one can change records without authorization. Compared to 

traditional systems, it reduces reliance on a central authority, 

which helps lower the chances of fraud or system breakdowns. 

Users can also trust the system more since every transaction is 

recorded and can be verified when needed. The inclusion of 

automation speeds up processes and reduces manual work for 

banks. Overall, this approach shows how blockchain can make 

online banking more reliable, efficient, and trustworthy in 

everyday use 
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