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Abstract: Over the past few years, Wireless Sensor Networks (WSNs) have been increasingly deployed for numerous sensing
and monitoring purposes in environmental monitoring, industrial automation, health monitoring, military surveillance,
smart agriculture and disaster management among others. The inherent limitations in terms of processing power, memory,
communication bandwidth and energy of sensor nodes make WSNs highly susceptible to malware attacks. A wide variety of
malware such as sensor network worms, Trojans, viruses, botnets and ransomware can easily propagate in a network
through inter node communication. Such malware can cause serious damage to communication, compromise sensitive data,
consume energy of the infected nodes thereby reducing the lifetime of network among others. In the last decade, numerous
approaches have been proposed for the detection of malware infecting sensor nodes. These approaches range from
traditional signature-based detection and behavior-based detection to more advanced approaches such as machine learning
(ML)-based, deep learning (DL) -based, blockchain-based, trust management-based and federated learning-based detection.
Most of the existing approaches for malware detection in WSNs have been designed to work on WSNs and have not been
tested on real scenarios. Most of the approaches have their own strengths and weaknesses and the most suitable approach
for a given application depends on various factors. In this paper, we present a comprehensive review of approaches for the
detection of malware infecting sensor nodes in WSNs. We present a taxonomy of reviewed approaches for detection of
malware. We also present a discussion on approaches for modeling malware propagation in a WSN as well as review on
various categories of malware that have been designed to attack sensor nodes in WSNs along with detection frameworks for
different categories of malware. We also present a comparative study of approaches used for the detection of malware in
WSNs on the basis of various parameters such as detection accuracy, computational complexity, energy efficiency, scalability,
detection latency and deployability. The review and taxonomy presented in this paper will be highly beneficial for researchers
and practitioners designing approaches and systems for the detection of malware in WSNs. Various open research challenges
in this area have also been discussed in this paper including detection of zero-day malware, designing of intelligent models
to be light enough to be deployed on sensor nodes, use of explainable artificial intelligence for detection of malware in WSNs,
designing approaches for privacy-preserving collaborative learning in WSNs and designing adaptive security approaches
for WSNs.
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L INTRODUCTION effectiveness have driven widespread adoption in
environmental monitoring, industrial automation, healthcare,

Wireless Sensor Networks (WSNs) have become
indispensable for modern intelligent sensing, enabling
autonomous data collection and transmission across
distributed locations with minimal human intervention [1],
[4], [14], [18], [20], [29]. Comprising numerous low-cost,
battery-powered nodes equipped with sensing and
communication capabilities, WSNs collaboratively monitor
environmental conditions and forward data to base stations
for analysis [1], [4], [14], [18], [20], [29]. Their self-
organizing nature, flexible deployment, and cost-
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surveillance, structural health monitoring, smart agriculture,
disaster management, transportation, and IoT applications
[1], [4], [14], [18], [20], [29]. Integration with cloud
computing, edge intelligence, and Industry 4.0 has further
expanded their role in next-generation infrastructures [2], [4],
[9]. However, same features that make WSNs so attractive
also bring a number of security challenges [1], [4], [14], [18],
[20].
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Existing survey studies have mainly been centered
around a single facet of WSN security; malware detection
surveys have only dealt with conventional settings without
taking into account the challenges of WSN security, while
WSN security survey articles have mostly addressed routing,
trust, authentication, and intrusion detection aspects without
considering the taxonomy of malware, its propagation, and
intelligent detection [6], [8], [23], [1], [4], [5]. With the recent
advancements in Al, deep learning, blockchain, and
collaborative security, there is a need for an up-to-date and
comprehensive review [1], [4], [5], [8], [23]. In this paper, we
present a comprehensive overview of malware detection in
WSNs by providing an insight into both conventional and
intelligent malware detection techniques, proposing a unified
taxonomy of malware, identifying the propagation of
malware in WSNs, investigating signature-based, heuristic,
behavior-based, ML, deep learning, blockchain-based, and
trust-aware malware detection methods, comparing different
methods from the perspectives of accuracy, complexity,
overhead, energy, scalability, and feasibility, recognizing
research gaps, and discussing new research trends such as
lightweight Al, federated learning, explainable Al, edge
intelligence, TinyML, blockchain-based security, adaptive
trust management, and autonomous malware detection [4],
[51, [91, [14], [15], [16], [17], [18], [20], [29]. This figure 1
provides a hierarchical taxonomy of malware detection
approaches in WSNs. The taxonomy classifies existing
malware detection methods into five major categories based
on their underlying detection strategy. The diagram is suitable
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for a review paper because it provides a clear overview of
how different techniques have evolved from traditional
methods to modern Al-driven approaches.

II. RELATED WORK

In recent years, the applications of WSNs have been
increased in areas of health monitoring, industrial
automation, environmental monitoring, military, precision
agriculture and smart cities. Therefore, security of these
networks is a great concern because of distributed nature of
WSNs, limited capabilities of sensors, restricted energy at
sensors, unattended nature of sensors to be deployed.
Therefore, traditional methods of security such as encryption,
authentication, access control are not sufficient to counter-
attack the advanced malwares. Malwares can infect the sensor
nodes by exploiting the vulnerabilities of sensor nodes, alter
the normal behavior of sensor nodes and can propagate in the
network rapidly. Many research efforts have been done to
develop the malware detection and security systems for
WSNs. Malware detection using various approaches such as
blockchain based trust management, malware propagation
using epidemic models and intrusion detection using Al and
ML have been developed for securing WSNs. The research
has been moved from traditional approaches to rule-based
systems to intelligent, adaptive, distributed systems for
securing the malware attacks in WSNs. However, many
challenges exist that need to be addressed for efficient
security of WSNss.
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Fig 1: Hierarchical Taxonomy of Malware Detection Approaches in WSNs.
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The enhancement of trust and transparency in WSNs
through Distributed Ledger Technology (DLT) or Blockchain
is one of the major issues. The trust management in WSNs
can be enabled by various mechanisms and blockchain is one
of the emerging technologies which enables data integrity,
traceability and avoids single point of failure. Even though
the use of blockchain in WSNs is in its infancy, various
applications have emerged that enable the use of WSNs in
various fields. In this paper, we present a survey on
distributed ledger technology in WSNs. The various
architectures, consensus, smart contracts, authentication,
privacy preserving and data aggregation in WSNs that
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enables malicious node detection and secure communication
are presented. The uses of blockchain in WSNs enable
various advantages to the users and also can be used in
various applications. However, there are various challenges
that affect the use of blockchain in WSNs. Some of the major
challenges include high computational overhead, increased
communication overhead, large storage requirements,
scalability and high energy consumption. These challenges
restrict the usage of various blockchain protocols in WSNs
and hence, there is a need to propose various lightweight
consensus algorithms and also energy efficient blockchain
architectures for WSNs.

Table 1. Comparative Analysis of Existing Malware Detection and Security Approaches in WSNs
Ref. Method / Technique AppFl‘:)ccaut;on / Key Advantages Major Limitations Research Gap
. High computation, Lightweight
Blockchain-enabled Malicious node Decentrahzed trust, storage, blockchain for
[1] . . immutable storage, =7
WSN security detection secure data sharin communication resource-
£ overhead constrained WSNs
SE:E:IR epidemic Malwar.e Models multi- No practical malware I.ntegr.atlon with
[2] propagation malware spread and . . intelligent real-
model . . . . detection mechanism . X
analysis infection dynamics time detection
Considers memor Practical Al
Fractional-order Multi-malware \emory . enabled malware
[3] . effects, vaccination | Purely analytical model .
SE:E2VIQR model propagation . detection
and quarantine
framework
o
[4] ML survey WSN security . Not malware-specific | malware detection
techniques for
. taxonomy
network security
CNN-based Intrusion WI-FI WSN High detec;uon Detects intrusions Malware-ongnted
[5] . intrusion accuracy (~97%), low deep learning
Detection System . rather than malware
detection false alarms framework
Static malware IoT malware Low comp utational Ineffective against Hybrid static-
[6] analysis detection complexity, cross- obfuscated and dynamic analysis
Y platform applicability | polymorphic malware yn Y
. Intelligent
Game theory + Malware Models attacker— No adaptive malware .
[7] . . . . . . adaptive defense
epidemic model propagation defender interaction detection .
mechanisms
Comprehensive Malware Categorizes signature, WSN-oriented
. ) . General survey, not .
[8] malware detection detection heuristic, ML and DL . malware detection
. WSN-specific .
survey techniques approaches review
Intelligent network .
[9] ML with SDN Attack detection management and Focuses on DDoS Malvyare detection
o rather than malware in WSNs
attack mitigation
CNN + Malware Windows Automatlc featu.re High computational Lightweight edge-
[10] S malware extraction with high . based deep
visualization . complexity .
detection accuracy learning
. Excellent S
Comparative ML Dynamic classification Evaluated on general Validation in
[11] . malware . resource-
classifiers . accuracy using datasets .
detection . constrained WSNs
behavioral features
Graph Convolutional Malware Legrns grap h Computationally Lightweight graph
[12] . relationships and . .
Network (GCN) detection . expensive learning
improves robustness
Android malware Auto.matlc.featpre Andrmd—spegﬁc and Real-time WSN
[13] Autoencoder + CNN . learning with high computationally .
detection . . malware detection
accuracy intensive
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Secure and Trust-based Low false positives Al-assisted trust-
Dependable Trust . . P Does not directly detect
[14] malicious node and improved trust based malware
Assessment Scheme . ) malware .
detection evaluation detection
(SDTYS)
Congestion-aware . . .
[15] CATER Secure routing trust and energy- Focuses on routing Integration Wth
. : security malware detection
efficient routing
[16] Universal Trust Forest fire Reliable trust-based Application-specific malGV: arizrzleltzeec(iion
Model (UTM) monitoring data validation pp p
framework
. Improves throughput . Congestion-aware
[17] ICMA Congestion and bandwidth Not designed fpr malware
control e malware detection o
utilization mitigation
Multi Trust-Based Trust Detects mahcmus . Al-integrated
[18] nodes with low Trust evaluation only .
Secure Trust Model management malware detection
overhead
[19] Coati Optlmlzatlon Node localization High localization Not related to.malware Securlt.y—ayvare
Algorithm accuracy analysis localization
nghtw§ ight Trust Clustered WSN Eﬁimen? trust No malware Hybrid trust + Al
[20] Estimation Scheme securit computation and classification framework
(LTS) Y routing reliability
Lightweight secure Intelligent
[21] SE-TEM Trust evaluation & ght se No malware detection malware-aware
communication .
trust evaluation
Deep Generative Obfuscated Effective against code High computational Lightweight
[22] Model malware obfuscation cost deployment for
detection WSNs
Al-driven Malwa.re & Reviews ML, DL, Identifies open Practical WSN
[23] cybersecurity surve intrusion FL, XAI, RL challenges onl i
Y Y Y detection ’ ’ & Y framework
[24] PCA + SVD + DNN Cyberat}ack High accuracy Wlth General cyberattacks, Malwaye-spe’:mﬁc
detection feature reduction not malware classification
. . Communication .
[25] Federated Learning IoT malyvare Prlvacy—preservmg overhead and Efficient FL for
detection collaborative learning N WSNs
synchronization
. Android malware Robust against . . Adaptation for
[26] Time-aware ML detection evolving malware Android-specific WSN malware
[27] Early ransomware Crypto- Detects attacks before Limited to ransomware General malware
detection ransomware encryption detection
[28] Recurrent Neural IoT malware Captures temporal High computational Lightweight
Network (RNN) detection malware behavior requirements recurrent models
ML-oriented Trust Malicious node Combines ML with Limited malware Dedicated
[29] - . . . malware
Decision Framework detection trust evaluation analysis . .
classification
Resource-aware Trust Low communication No Al-based malware Hybrid Al-trust
[30] and computational . .
Secure Trust Model management detection malware detection
overhead
III. TAXONOMY OF MALWARE DETECTION WSNs are increasingly being used in industrial control
APPROACHES IN WSNS systems, healthcare monitoring systems, and even in
transportation systems. In this work, we survey a number of
The rapid growth of WSNs has changed the way we different approaches for malware detection in WSNs. The
collect, process, and analyze data. However, this growth has first approach for malware detection in WSNs is the use of
also made it easier for cybercriminals to attack these systems, signature-based detection, where files or network traffic are
making malware detection a crucial part of network security. compared to the signatures of known malicious software.
The main challenge in defending WSNs is that they have This approach has a number of advantages, including ease of
limited resources, such as processing power, memory, and use and good performance for known malicious software.

battery life. This means that traditional security mechanisms,
which are often computationally intensive, cannot be used.
Malware detection for WSNs is becoming a huge problem as
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Iv. COMPARATIVE ANALYSIS, RESEARCH
CHALLENGES, AND FUTURE RESEARCH
DIRECTIONS

So far, a large number of approaches have been
proposed to detect malware in WSNs. However, many of the
current approaches have several limitations, such as low
accuracy, high computational complexity, and bad scalability,
etc. Thus, these approaches can not be applied to the detection
of malware in WSNs directly. As for the three traditional
approaches for malicious software detection, namely,
signature-based detection, specification-based detection and
anomaly-based detection, the first one has a low detection
rate for unknown malware, since a complete virus and
malware database is difficult to establish due to the fast
growth of virus and malware in recent years. Although the
false detection rate of specification-based detection
approaches can be decreased significantly by using deep
knowledge of network behavior, the approaches are difficult
to maintain, since network policies often change with time. In
addition, the detection performance of anomaly-based
approaches greatly depends on the learning data, and it is
often difficult to obtain high detection accuracy using a small
amount of training data. Recently, many approaches based on
ML have been proposed to improve the detection
performance. The approaches can be divided into three
categories, namely, supervised learning, unsupervised
learning and semi-supervised learning. Many supervised
learning-based approaches have been proposed to use various
learning models such as Support Vector Machines, Random
Forests, Decision Trees and k-Nearest Neighbors, and so on,
for the detection of malware in WSNSs, since they can obtain
high detection accuracy when a large amount of labeled data
is provided.

V. CONCLUSION AND FUTURE WORK

Detecting malware on WSNs has recently gained a lot
of attention and a large number of techniques have been
proposed in order to face this challenging task. Most of these
techniques are not able to satisfy all of the required
constraints at the same time and thus, new rule-based
methods have to be replaced by Al-based methods that are
able to learn from data and to adapt to new and unknown
malware behavior within very limited resources [4], [5], [8],
[9], [23]. A first category of methods is based on the signature
of malware, i.e., they search in a database for known
malware. However, this category of methods fails in case of
unknown or polymorphic malware [8], [22], [23]. A second
category of methods is based on the anomaly detection in the
behavior of sensor nodes. Anomaly-based detection methods
are able to detect unknown malware but they often produce a
large number of false positives since many legal behaviors in
anetwork deviate from the normal behavior [8], [23]. In order
to reduce false positives, a third category of methods uses the
specification of the behavior that a sensor node is allowed to
perform. Specification-based methods reduce false positives
since they verify the behavior of a sensor node against a set
of predefined policies [4], [8]. However, the specification of
the allowed behavior has to be created by an expert and has
to be updated often since the network architecture is changing
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over time. Hence, specification-based methods are not widely
used. ML methods have been widely used for detecting
malware in WSNs. They use supervised learning techniques
such as Support Vector Machines, Random Forests, Decision
Trees, and k-Nearest Neighbors to create models that can
classify network traffic as malicious or not. Most of these
methods are able to achieve high accuracy if a sufficient
amount of labeled data is available. However, they are
sensitive to a number of issues including class imbalance
between classes, dataset bias, and concept drift over time as
malware evolves [4], [S], [9], [11], [24]. Unsupervised and
semi-supervised learning have also been used for detecting
malware in WSNs. These methods are able to alleviate some
of the requirements for supervised learning methods by not
requiring labeled data for training. However, their accuracy
for classification is generally lower than that of supervised
learning methods [4], [9], [11]. Recent years have also seen
the emergence and use of Deep Learning (DL) techniques for
malware detection in WSNs. DL methods are able to
automatically discover hierarchical features from input data
such as malware binaries, API calls, and execution traces
without requiring manual feature engineering. These methods
include Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), Long Short-Term Memory
networks (LSTM), Autoencoders, and Graph Neural
Networks (GNNs). DL-based methods have recently
achieved state-of-the-art performance for detecting
polymorphic malware. However, their high detection
accuracy comes with the cost of increased computational
requirements, higher energy consumption, and larger memory
needs, which make their direct implementation on sensor
nodes infeasible. To address these challenges, many
approaches have been proposed, including edge-based
detection, cloud-based detection, hybrid approaches that first
detect malware on the sensor node and then verify the result
on the cloud, and federated learning approaches that enable
privacy-preserving collaborative learning between sensors
without requiring to transfer their data to a central server [10],
[12], [13], [22], [26], [28]. In addition to Al-based methods
for detecting malware, a number of other approaches have
been recently proposed, including trust-based methods,
blockchain-based methods, and Federated Learning methods.
Trust management methods have recently been used for
detecting malware in WSNs since they are able to detect
behavior that deviates from a threshold of normal behavior
and to isolate malicious sensors before they are able to cause
significant damage to the network. However, these methods
are not able to distinguish between stealthy malware that
behaves normally and malicious behavior that has been
intentionally introduced to the network by an attacker [14],
[15], [16], [18], [20], [21], [29], [30]. Blockchain has also
been used for securing data in WSNs since it is able to provide
a distributed data structure that is used to record all changes
in a network in a secure, tamper-proof, and decentralized way.
However, the use of blockchain in sensor networks is still in
its infancy since it requires a lot of storage and a lot of
computational power at each sensor node, which are not
available on most sensor devices. Thus, most approaches that
use blockchain for securing data in WSNs use it on the cloud
or on a gateway instead of on the sensor nodes themselves
[1]. Federated Learning has also been used for detecting
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malware in WSNss since it enables a sensor node to contribute
to a ML model without having to transfer its data to another
node. However, Federated Learning has a number of
challenges, including high communication overhead, non-
independent data distributions, client heterogeneity, and
vulnerability to poisoning attacks. Thus, Federated Learning
has recently started to be used for WSNs in conjunction with
other techniques in order to address these challenges [25].
Recently, a number of hybrid approaches have been proposed
that combine multiple techniques in order to take advantage
of their complementary strengths. For example, some
approaches use Al-based methods for detecting unknown
behaviors and rely on trust management or specification-
based methods for classifying the detected behavior as
malicious or not, while other approaches use blockchain for
securing the results of Al-based methods and store them in a
distributed dataset instead of storing them on a single server.
These hybrid approaches have the potential to achieve better
detection accuracy, higher reliability, and better energy
efficiency than any single technique. Thus, they represent an
important direction for future research on malware detection
in WSNs [21], [23], [25], [29].
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