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Abstract: Secure and transparent attendance management has become increasingly important in educational institutions 

as conventional attendance systems often face challenges such as proxy attendance, unauthorized record modification, and 

limited traceability. Most existing solutions rely on centralized databases, making them susceptible to data tampering, 

accidental loss, and single-point failures. This paper presents a Blockchain-Based Attendance Management System that 

leverages blockchain technology to provide a decentralized and immutable mechanism for recording and verifying 

attendance information. The proposed framework integrates a React.js-based user interface with a Node.js and Express.js 

backend, while Firebase Authentication and Firestore manage user authentication and application data. Attendance 

records are securely stored through Ethereum smart contracts executed on the Ganache blockchain network, with 

transaction hashes linked to Firebase for efficient retrieval and verification. This hybrid architecture combines the 

scalability of cloud-based data management with the integrity and transparency of blockchain technology. Once 

attendance is recorded, the information cannot be altered without detection, ensuring reliable auditability and improved 

trust among students, faculty members, and administrators. The implemented system demonstrates secure attendance 

recording, fast verification, and efficient transaction management while reducing the possibility of record manipulation. 

The proposed solution offers a practical, scalable, and cost-effective approach for modern attendance management and 

provides a strong foundation for future enhancements such as biometric authentication, QR code-based attendance, and 

cloud-enabled blockchain deployment. 
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I. INTRODUCTION 

 

The rapid advancement of digital technologies has 

transformed the way educational institutions manage 

academic and administrative activities. Among these 

activities, attendance management plays a significant role in 

monitoring student participation, evaluating academic 
performance, and ensuring institutional accountability. 

Although many institutions have adopted digital attendance 

systems, most existing solutions rely on centralized databases 

that are vulnerable to unauthorized modifications, data loss, 

insider attacks, and single-point failures. These limitations 

reduce the reliability and transparency of attendance records, 

particularly when long-term verification and auditing are 

required. 

 

Blockchain technology has emerged as a promising 

solution for applications that demand secure, transparent, and 
tamper-resistant data management. Unlike conventional 

centralized systems, blockchain maintains a decentralized 

ledger in which every transaction is cryptographically linked 

to previous records, making stored information practically 

immutable. Once validated through the consensus mechanism, 

records cannot be altered without invalidating the entire 

blockchain, thereby ensuring data integrity, traceability, and 

trust among all participating entities. These characteristics 
make blockchain highly suitable for educational applications 

where authenticity and accountability of attendance records 

are essential. 

 

This research proposes a Blockchain-Based Attendance 

Management System that combines the efficiency of modern 

web technologies with the security of blockchain. The 

proposed system utilizes React.js to provide an interactive 

user interface, Node.js and Express.js to process application 

requests, Firebase Authentication for secure user access, and 

Firebase Firestore for managing application data. Attendance 
records are securely stored using Ethereum smart contracts 
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developed in Solidity and executed on the Ganache 

blockchain environment. Each attendance transaction 

generates a unique blockchain transaction hash that is linked 

with the corresponding record in Firestore, enabling efficient 

retrieval while preserving blockchain integrity. This hybrid 

architecture provides both scalability and security by utilizing 

Firebase for application management and blockchain for 

immutable attendance storage. 
 

The proposed framework minimizes the possibility of 

attendance manipulation, strengthens data integrity, and 

improves transparency throughout the attendance lifecycle. 

Faculty members can securely record attendance, students can 

verify their attendance records, and administrators can audit 

historical transactions with confidence. By integrating 

blockchain technology into attendance management, the 

system establishes a trustworthy and decentralized platform 

that enhances reliability while reducing dependence on 

traditional centralized databases. Furthermore, the proposed 
solution provides a scalable foundation for future 

enhancements such as biometric authentication, QR code-

based attendance, mobile applications, and cloud-based 

blockchain deployment. 

 

II. LITERATURE SURVEY 

 

Recent advancements in blockchain technology have 

encouraged researchers to investigate its application in 

educational management systems, particularly for securing 

sensitive academic records. Conventional attendance 

management solutions, including manual registers, RFID 
systems, biometric authentication, and cloud-based databases, 

have improved operational efficiency but still depend on 

centralized infrastructures. These systems remain susceptible 

to unauthorized modifications, database failures, insider 

attacks, and limited auditability. Consequently, researchers 

have explored blockchain as a decentralized alternative 

capable of providing immutable record storage, enhanced 

transparency, and reliable verification. 

 

Turkanović et al. [4] introduced a blockchain-based 

framework for managing educational records using 
decentralized ledger technology. Their study demonstrated 

that blockchain can preserve the authenticity and integrity of 

academic information while allowing trusted verification 

without relying on a central authority. The proposed 

architecture significantly improved data security and reduced 

the possibility of record tampering. However, the research 

primarily focused on academic credential management and 

did not address real-time attendance recording or integration 

with modern web technologies. 

 

Grech and Camilleri [5] investigated the role of 

blockchain in educational environments by analyzing its 
potential to transform the storage, sharing, and verification of 

academic data. Their report highlighted key advantages such 

as decentralization, transparency, improved data ownership, 

and enhanced trust among educational stakeholders. The 

authors also discussed implementation challenges, including 

scalability, interoperability, and regulatory compliance. While 

the study established the feasibility of blockchain adoption in 

education, it remained conceptual and did not present a 

practical implementation for attendance management. 

 

Sharples and Domingue [6] proposed the application of 

blockchain to lifelong learning and academic achievement 

verification. Their work emphasized the importance of 

immutable educational records that can be securely verified 

by institutions and employers. The authors demonstrated how 
blockchain-based systems improve trust and simplify 

verification processes by eliminating dependence on 

centralized repositories. Although their research focused on 

digital credentials and learner achievements, the underlying 

principles of secure record storage and decentralized 

verification provide a strong foundation for blockchain-

enabled attendance systems. 

 

The review of existing literature indicates that 

blockchain technology offers significant advantages in 

ensuring data integrity, transparency, and secure verification 
within educational applications. Nevertheless, limited 

research has focused on implementing blockchain specifically 

for attendance management using a hybrid architecture that 

combines blockchain with cloud-based services. To address 

this gap, the proposed system integrates React.js, Node.js, 

Firebase Authentication, Firebase Firestore, Ethereum smart 

contracts, Solidity, and Ganache to deliver a secure, scalable, 

and user-friendly attendance management platform. By 

linking immutable blockchain transactions with efficient 

cloud-based data management, the proposed framework 

enhances reliability while maintaining practical system 

performance. 
 

 Problem Statement 

 

 Attendance management is a fundamental administrative 

activity in educational institutions, directly influencing 

academic monitoring, student evaluation, and institutional 

record keeping. Despite the widespread adoption of digital 

attendance systems, many existing solutions continue to 

rely on centralized databases that are vulnerable to 

unauthorized access, accidental data loss, insider 

manipulation, and single-point failures. These limitations 
reduce the reliability of attendance records and make it 

difficult to establish complete trust among students, 

faculty members, and administrators. 

 Traditional attendance systems, including manual 

registers, RFID-based solutions, biometric devices, and 

conventional web applications, often face challenges such 

as proxy attendance, record tampering, limited 

transparency, and inefficient verification of historical 

attendance data. Once stored in centralized databases, 

attendance records can be modified by users with 

administrative privileges or become inaccessible due to 
server failures, compromising data integrity and 

accountability. 

 Furthermore, existing systems generally lack an 

immutable audit trail that enables stakeholders to 

independently verify whether attendance records have 

been altered after submission. As educational institutions 

increasingly adopt digital platforms, there is a growing 

need for a secure, transparent, and tamper-resistant 
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attendance management solution that ensures the 

authenticity of attendance records while maintaining 

efficient access and verification. 

 To address these challenges, this research proposes a 

Blockchain-Based Attendance Management System that 

combines the scalability of Firebase with the immutability 

of the Ethereum blockchain. Attendance records are 

securely stored through Ethereum smart contracts, while 
blockchain transaction hashes are linked with Firebase 

Firestore to enable efficient retrieval and independent 

verification. This hybrid architecture enhances data 

integrity, prevents unauthorized modifications, improves 

transparency, and establishes a trustworthy attendance 

management framework suitable for modern educational 

institutions. 

 

III. PROPOSED SOLUTION 

AND METHODOLOGY 

 
 Proposed Solution 

To overcome the limitations of conventional attendance 

management systems, this research proposes a Blockchain-

Based Attendance Management System that provides secure, 

transparent, and tamper-resistant attendance recording and 

verification. The proposed framework integrates blockchain 

technology with a cloud-based application architecture to 

ensure both data integrity and operational efficiency. 

 

The system consists of three primary users: 

Administrator, Faculty, and Student. The Administrator 

manages user registration, courses, and system configuration. 
Faculty members authenticate using Firebase Authentication 

and record student attendance through a React.js web 

interface. Each attendance submission is processed by the 

Node.js and Express.js backend, which validates the request 

before invoking an Ethereum smart contract. 

 

The smart contract, developed using Solidity, stores 

essential attendance information such as Student ID, 

attendance status, date, timestamp, and transaction details on 

the Ethereum blockchain. The blockchain transaction 

generates a unique transaction hash that is stored in Firebase 
Firestore together with the corresponding attendance 

metadata. This hybrid storage approach combines the 

immutability of blockchain with the fast retrieval capabilities 

of Firebase, enabling efficient verification without 

compromising security. 

 

Students and administrators can retrieve attendance 

records through the application interface, where each record is 

validated using its blockchain transaction hash. Since 

blockchain records are immutable, any attempt to modify 

attendance information can be immediately detected, thereby 

ensuring authenticity, transparency, and accountability 
throughout the attendance management process. 

 

 Methodology 

The proposed system follows a structured methodology 

consisting of the following phases: 

 

 

 Step 1: User Registration and Authentication 

The Administrator registers faculty members and 

students using Firebase Authentication. Each user receives 

unique login credentials, ensuring secure access based on 

assigned roles. 

 

 Step 2: User Login 

Authorized users log into the system through the 
React.js web application. Firebase Authentication verifies user 

credentials before granting access to the respective dashboard. 

 

 Step 3: Attendance Recording 

Faculty members select the course, class, and attendance 

session. Student attendance status is marked through the user-

friendly interface, and the attendance information is 

forwarded to the backend server. 

 

 Step 4: Backend Processing 

The Node.js and Express.js server validates the received 
attendance data, verifies its completeness, and prepares it for 

blockchain processing. Invalid or incomplete requests are 

rejected before transaction generation. 

 

 Step 5: Smart Contract Execution 

After successful validation, the backend interacts with 

the Ethereum blockchain using Web3.js or Ethers.js. The 

Solidity smart contract records the attendance details by 

creating a blockchain transaction that includes: 

 

 Student ID 
 Attendance Status 

 Date 

 Timestamp 

 Transaction Information 

 

Once executed, the smart contract permanently stores the 

attendance record on the blockchain. 

 

 Step 6: Blockchain Validation 

Ganache simulates the Ethereum blockchain network 

during system implementation and testing. Each transaction is 

validated and included in a newly generated block, ensuring 
that every attendance record becomes immutable and 

cryptographically linked to previous blocks. 

 

 Step 7: Transaction Hash Storage 

After successful block confirmation, the generated 

blockchain transaction hash is stored in Firebase Firestore 

together with additional attendance metadata. This allows 

rapid searching and retrieval while preserving blockchain-

based verification. 

 

 Step 8: Attendance Verification 
Students, faculty members, and administrators can verify 

attendance records through the application. The system 

retrieves attendance information from Firebase and validates 

its integrity by comparing the associated blockchain 

transaction hash. Since blockchain records cannot be modified 

after validation, the system guarantees trustworthy and 

transparent attendance verification. 
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 Workflow of the Proposed System 

 

 User Registration using Firebase Authentication. 

 Secure Login by Administrator, Faculty, or Student. 

 Faculty marks attendance through the React.js interface. 

 Node.js backend validates attendance information. 

 Ethereum smart contract stores attendance on the 
blockchain. 

 Ganache validates the blockchain transaction and creates a 

new block. 

 The generated transaction hash is stored in Firebase 

Firestore. 

 Attendance records are retrieved and verified using 

blockchain transaction hashes. 

 

The proposed hybrid architecture combines the 

scalability and rapid data access of Firebase with the 

immutability and transparency of Ethereum blockchain 

technology. This integration significantly reduces the 
possibility of attendance manipulation, enhances auditability, 

and establishes a secure and reliable attendance management 

system suitable for modern educational institutions. 

 

IV. CONCLUSION 

 

This research presented a Blockchain-Based Attendance 

Management System designed to improve the security, 

transparency, and reliability of attendance recording in 

educational institutions. By integrating React.js, Node.js, 

Firebase Authentication, Firebase Firestore, Ethereum smart 
contracts, Solidity, and Ganache, the proposed system 

establishes a hybrid architecture that combines efficient 

cloud-based data management with the immutability of 

blockchain technology. Attendance records are permanently 

stored on the blockchain, while transaction hashes are linked 

with Firebase to enable fast retrieval and independent 

verification. 

 

The proposed framework effectively addresses key 

limitations of conventional attendance systems, including 

unauthorized record modification, proxy attendance, limited 
auditability, and dependence on centralized databases. The 

use of blockchain ensures that attendance transactions remain 

tamper-resistant, traceable, and verifiable throughout their 

lifecycle, thereby increasing trust among students, faculty 

members, and institutional administrators. Furthermore, the 

integration of smart contracts automates attendance recording 

and verification while maintaining data integrity and reducing 

administrative effort. 

 

The implementation demonstrates that blockchain 

technology can be successfully adopted in attendance 

management without compromising system usability or 
performance. The proposed solution offers a scalable and 

cost-effective platform suitable for educational institutions 

seeking secure digital attendance management. Future 

enhancements may include biometric or facial recognition-

based authentication, QR code-enabled attendance, mobile 

application support, cloud-hosted blockchain networks, and 

AI-driven attendance analytics to further improve automation, 

scalability, and decision-making capabilities. 
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