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Abstract: Delays and security remain major issues in traditional manual voting, while in the emerging electronic voting,
trust and privacy remain issues in its adoption. This research presents the design and development of a secure electronic
voting protocol that combines biometric verification of a standard identity with cryptography to preserve election
integrity. This research follows the Design Science Research Methodology, producing the protocol as an artefact,
beginning with quick work on it and iteratively improving it during development. The proposed architecture uses a
combined National Identity verification and Liveness detection procedure for user authentication, ensuring voter
uniqueness and preventing impersonation. It also integrates the RSA blind signature protocol to prevent direct linking of
votes to their voters. It uses Paillier encryption to safeguard votes both in transit and at rest, and this encryption scheme
has a homomorphic property that enables aggregation of encrypted votes and decryption of the final tally. It uses the
SHA-256 cryptographic hashing algorithm, the HMAC authentication technique and the AES-GCM encryption to secure
the integrity of data. It also uses zero-knowledge proofs to demonstrate the correctness of encrypted votes and decrypted
tallies. Testing showed that it prevented a photo spoofing attempt and also blocked authentication using a person’s
mother’s identity data. Also, when the blinded vote is compared with the unblinded, via local logs on the development
system, there is no direct link. The whole system shows a secure electronic voting protocol that is easy to use and can be
trusted.
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l. INTRODUCTION between voters and their votes — using mechanisms like blind
signatures — rarely integrate practical identity validation

Elections have been in use since ancient times, like mechanisms, leading to weak authentication or cumbersome

ancient Greece and ancient Rome, and during the Medieval
period to bring rulers to power, such as the Holy Roman
Emperor and the Pope. (Election - Wikipedia, n.d.). Elections
used to be conducted manually, and the results processed and
announced by humans. Electronic voting is now in the picture,
and it aligns well with the digitalisation of other aspects of
life. Since it is an automated process, it has advantages
ranging from speed, relatively lower costs and manpower,
accuracy, and security, among others.

Several studies have attempted to address the issues in
electronic voting. Existing works fall short in at least these
areas. First, many protocols rely on credentials and static
facial biometrics, which are vulnerable to impersonation due
to the absence of a reliable verification mechanism of the
voter’s presence. Second, systems that remove the direct link
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enrolment requirements. Consequently, there is a gap in
integrating modern identity verification and the removal of the
direct link between voters and their votes, while maintaining a
simple system, in a single, coherent framework.

This project intends to build a secure online voting
protocol that uses blind signatures for removing the direct link
between voters and their votes, and uses the National Identity
Number with facial liveness checks for identity verification
and eligibility. It will be designed with emphasis on unique
identity verification, relative ease of use and protection of the
voter’s choice/vote from the public.
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1. REVIEW OF RELATED WORKS

» Works Related to the Study are Presented as Follows:

Chaum (1983), introduced blind signatures with focus
on blindness (i.e. the signer should not have the ability to link
the signature given to a later submission that used the
signature). This lets a user obtain a valid authorisation on a
hidden message, and using that, they can obtain a signature
that the issuer cannot trace to a particular signing session
when presented via an anonymous session/submission.

Schmid & Grinert (2008), presented a report that is
meant to summarise and explain blind signatures, provide an
overview of electronic voting, focusing on privacy, and show
how blind signatures are used in electronic voting systems.
The work was not aimed at presenting new findings, but
serves as a summary and introduction to the subject. The
authors claimed that many reports on blind signature
electronic voting protocols are not so easy to understand, and
they want their report to be understandable with a basic
knowledge of cryptographic methods, so they did not include
scientific proofs of some problems or other properties in the
protocols they mentioned. In the paper, they report under the
following areas: how blind signatures work, the RSA blind
signature scheme, privacy classification of blind signatures,
uses of blind signatures, voting security requirements, voting
structure reference, privacy within electronic voting
protocols, blind signatures within electronic voting protocols,
verifiability versus receipt-freeness, and outlook.

Prét a Voter is a voting system which originated from
Ryan (2004) as a variant of Chaum (2004)’s voter-verifiable
election scheme. It is an end-to-end verifiable voting system,
and its distinguishing idea is the use of ballots with a
randomised candidate list, which removes any direct
connection between the voter’s choice and their receipt. After
selection, the ballot is separated into two halves — one is
discarded, and the other, which contains the
cryptographically encrypted position of the voter’s choice is
posted to a Web Bulletin Board and retained as a receipt. The
encryption mentioned is done with secret keys, which are
held by different tellers; therefore, an individual machine in
the election should not be able to link a given voter to a
particular decrypted vote. Voters can confirm after the
election that their receipts appear correctly on the Web
Bulletin Board. After this, the tellers now perform mixes for
anonymisation and then decrypt the receipts. All the
intermediate phases of this process are audited later (Prét a
Voter - Wikipedia, n.d.). The protocol establishes many of
the core principles of modern end-to-end voting systems and
is therefore considered a foundational protocol. It has also
been implemented in pilot trials, notably during a state
election in Victoria (Australia) (Culnane et al., 2015).

Jozwik & Pouwelse (2025), introduced
SmartphoneDemocracy, an electronic voting protocol that
integrates European Digital Identity (EUDI) Wallets for
verification of unique identity, Zero-Knowledge Proofs for
preservation of privacy and peer-to-peer blockchain
(TrustChain) for tamper-evident record-keeping and
homomorphic encryption together with threshold decryption
for tallying of votes. It also uses BBS signatures for issuing

IJISRT26FEB823

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/26feb823

privacy-preserving voting credentials. The system enables
voters to register and to vote anonymously (yet verifiably)
using their smartphones.

Kareem & Balkrishna (2025), presented the design and
implementation of a secure online voting system that uses a
multi-stage rigorous authentication mechanism to ensure the
principle of “one person, one vote” stands, and the chances of
impersonation/fraud are reduced significantly. The work
combines Aadhaar/Voter ID validation and biometrics
verification. The voting flow is in this order: authentication,
Aadhaar/Voter 1D validation, face capture and fingerprint
enrolment, real-time/live face verification for identity
confirmation before selection of the vote option, and a final
fingerprint verification for voter presence authentication
before submission of the vote. The system also has a vote-
counting visualisation.

M. et al. (2023)’s study emphasised the integration of
pragmatic face and fingerprint verification for enhanced
authentication of wvoters. Basically, riding on the
advancements at that time and practical considerations, the
paper projected the potential of biometrics in transforming
the voting procedures while handling identity-verification-
related concerns. Its voting procedures are as follows: user
face and fingerprint scanning, after which fetching of
Aadhaar Card details from the server is done, then if both
scanned face and fingerprint data match the data in the
Aadhaar details, the user can vote, and the vote is recorded;
else, the user is not permitted to vote.

Yan et al. (2022), presented reviews on two approaches
of privacy-preserving voting systems — Blind Signature based
voting and Homomorphic Encryption based voting. They
mention that Blind Signature based Voting is simple, stable,
and can scale, but will require an anonymous mechanism
during the communication with the blockchain. For
Homomorphic Encryption based Voting, on the other hand,
they mention that it protects the privacy of voting against
traffic analysis attacks, but is vulnerable to extra votes attack,
cooperation interruption attack, and has limited scalability.
They then applied sampling to mitigate issues like scalability
and (with the assumption of an honest majority), cooperation
interruption. They also simulate its performance using
different voting group sizes and sampling numbers.

Pooshideh et al. (2024), carried out a systematic
literature review of biometric Presentation Attack Detection
(PAD), which is a verification check on face recognition
systems against Presentation Attack (the use of a mask,
photograph, or video of a target person as the live face of the
person). They mention analysing and comparing different
Presentation Attack Detection methodologies, and giving an
organised presentation of different feature extraction
techniques used in Presentation Attack Detection. They also
mention highlighting distinct properties, pros, cons, and use
cases of each method while considering factors such as
generalisability, —computational efficiency, and user
involvement, among others.

Moser et al. (2024), presented a systematic study of
internet voting systems used in practice, investigating which
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security mechanisms they use to achieve verifiable and secret
elections. The work used a framework consisting of six
categories — Cast (ballot formation process), Authentication
(ballot/voter authentication), Cast verification (assurance of
correct ballot formation), User Record (voter device data
storage operations), System Record (system data storage
operations) and Tally (ballots list cleansing, anonymize and
decrypt operations). In their conclusion, they mention an
observation of gaps between practice and research. They state
that almost all systems use security as a sales argument, but
do so independently of the actual implementation (and public
documentation) of security measures. They also state that
most systems do not claim to implement verifiability, and
most of those that do have poor documentation of their
solution.

Akintoye & Araoye (2015), proposed a biometric
electronic voting system for Nigeria as a response to the
drawbacks and declining trust in the conventional paper
ballot election system. The mode of authentication in the
electronic voting system is the use of biometrics combined
with a voter identification number and a voting code, which
is generated after registration for each voter. They mention
that to achieve a perfect framework of an electronic voting
system in Nigeria, there must be a constant electricity power
supply and good internet infrastructure, and also mention that
the system must not only work, but Nigerians must believe it
works.

Meera et al. (2024), proposed a voter verification and
authentication electronic system that uses biometrics. The
system integrates both face recognition and fingerprint
authentication biometric technologies, and it is implemented
in MATLAB. They mention a key feature of the system as its
real-time transparency (through the use of a dashboard).
Also, they contrast fingerprint verification with face
verification, mentioning that fingerprint verification requires
physical contact with a sensor while face recognition simply
involves image capture of the voter’s face. They state that
face recognition has a key advantage of ease of use and non-
intrusiveness.

In Nur’allifa et al. (2025)’s study, they set out to
develop an electronic voting protocol where the voter’s
participation in the security processes of the system is
reduced. They implemented a blind signature protocol that
uses the RSA algorithm, making all the cryptographic
processes (blinding, signing, and unblinding) to be carried
out by the system and entities that are authorised. They
mention that their findings show that, when voters’ technical
part in the cryptographic process is reduced and the processes
from blinding to unblinding are handled by the system,
security is improved and errors are minimised. Also, the
protocol is modified to incorporate digital signatures into the
access request process in communication between parties,
preventing forgery and unauthorised access.

Loss (2022), presented the synthesis of blind signature
development in past times, their current state (as of then), and
future directions (from then) at NIST’s Secure Techniques
for Privacy-Preserving Authentication (STPPA) workshop.
The talk revisited the contribution of (Chaum, 1983), who
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introduced blind signatures. It also revisited how blind
signature works, and its security properties of blindness and
unforgeability. It presented past developments of blind
signatures, during which it says that interest in blind
signatures faded from 2003-2018. Coming to the current time
of the work (i.e. 2019-2022), it mentioned that blockchain led
to renewed interest in blind signatures. Finally, looking into
the future from that time (2023 and beyond), it mentions
open challenges.

Sreenivasa et al. (2023), outlined an online voting
system that combines facial recognition with Indian Aadhaar
verification and voter card verification as a three-step
verification process to guarantee the authenticity and
dependability of the entire voting procedure. The first step
involves face verification, which is subdivided into three
phases: the pre-processing of photos ahead of verification,
the detection of face using the Haar Cascade algorithm,
which takes eyes as unique element to identify the face of the
voter, and the recognition of the identity of the person after
face detection, after which the voter is forwarded to the
subsequent steps. The second verification step involves
Aadhaar verification (where Aadhaar is a means of uniquely
identifying Indian residents based on their biometrics and
demographic data (Aadhaar - Wikipedia, n.d.)) via the
official Aadhaar website. The third step involves Voter ID
verification via the official Election Commission’s website.

Gaikwad et al. (2025), developed an online voting
website using PHP and MySQL. In the system, voters
register by submitting their information, and they are verified
via Aadhaar / Voter ID / PAN (Permanent Account Number).
When logging in, voter do so with registered mobile number,
undergoes OTP verification, then can see active elections
(based on eligibility). Also, sensitive data like Aadhaar and
PAN were encrypted in the database.

Ostapets & Motylenko (2025), analysed different
approaches to implementing electronic voting systems and
showed their comparative characteristics. They focus on
blockchain, homomorphic encryption, blind signatures, and
zero-knowledge proofs. Requirements that were considered
during the analysis are anonymity, verifiability, fairness,
robustness, and receipt-freeness. As a result of their
comparative analysis, they mention that systems based on
homomorphic encryption and blind signatures require
additional cryptographic proof mechanisms, which makes
their use without zero-knowledge proofs unfeasible. Also,
they mention that the comparison shows that blockchain
technology can only be used when combined with other
cryptographic methods. They also mention that modern zero-
knowledge proofs satisfy almost all the required properties.
They mention that the only issue with such systems is that of
trust in the server, and that blockchain technology solves that
problem. Therefore, they propose a hybrid system of
blockchain and modern zero-knowledge proofs.

Ibrahim et al. (2003), implemented a voting system
where RSA blind signatures are used for voters’ privacy, and
RSA digital signatures for voters’ authentication. The system
uses National Identity Card numbers in voters’ eligibility
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verification. Also, the system was said to satisfy universal
verifiability.

Despite the contributions of the existing works, not
many of them produce a completely remote electronic voting
system where voters are uniquely identified, preventing
impersonation while using the blind signature protocol to
contribute to the anonymity of votes, in an overall, relatively
simpler voting process. This project aims to produce that.

1. METHODOLOGY

Fig 1 shows the architecture of the electronic voting
system. The Client (Voter) Layer contains user interfaces for
system interactions by voters, which include: National
identity liveness authentication, elections, voting, and
results/bulletins interfaces. It runs on the web, and was
developed using the Next.js framework.
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The next is the Application Layer. This layer runs the
business logic, which includes: administrator election setup
request, combined identity and biometric liveness system of
authentication, blind signature issuance, vote recording, vote
tallying, and bulletin data generation. It runs on the
infrastructure of the third-party services used — Firebase
Functions with the integration of QorelD and Firebase
Authentication — and Firebase Functions was implemented
with the Node.js Framework.

The next is the Data Layer which stores data such as
voter data, election and vote data, and bulletin/result data. It
also stores files such as voter photos. This layer runs on the
infrastructures of Firebase Cloud Firestore database and
Firebase Cloud Storage.

Finally, the Admin Layer contains user interfaces for
system interactions by administrators, which include:
email/password login and election setup. It runs on the web,
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A. Interactions/Workflows

First, for the admin login and election setup,
administrator logs in with credentials (email/password) via the
admin web application. After login, the administrator sets up
an election with its options, schedule, and NINs that are
eligible for participation, making a request to the server — a
serverless Firebase Function (role-based access is used to
ensure that the request is from a valid administrator).

Second, for the voter authentication, voter sends NIN to
the server in a request for a JWT, which will be used as a
reference for QorelD NIN Liveness verification request. Upon
receipt of the JWT, QorelD NIN Liveness verification is
initiated with the QorelD’s SDK, using the user’s inputted
NIN, with the JWT (received from the server) serving as a
reference. QorelD handles the verification with its SDK
(requesting extra user data). After verification is done on the
client, the server is queried by the client for verification
confirmation and issuance of a token to be used for
authentication with Firebase. The received token is used to log
in via Firebase Authentication.

Third, for the ongoing elections’ view and voting
process, an authenticated voter sees ongoing elections and
selects one to vote in. Then they choose from options and the
vote is encrypted with Paillier encryption. Zero-knowledge
proofs of correct formation of the vote are then generated, and
encrypted vote is hashed and blinded to obtain a message for
blind signing. Voter ensures to have had a recent liveness
verification, and then requests a blind signature on the
message. Server confirms voter passes certain necessary
criteria for the election and issues a blinded signature which
voter unblinds to obtain a valid signature on the message.
Voter then casts an unblinded vote that is encrypted, but not
hashed, together with the zero-knowledge proofs and the
signature. Server verifies the validity of the zero-knowledge
proofs, the signature (which is tied one-to-one to the unique
encrypted vote that was signed, yet not able to directly expose
voter identity), and that the vote has not been recorded before.
Encrypted vote is hashed and stored in Firestore, together with
the zero-knowledge proofs and signature.

Fourth, for tallying & results, using a daily cron job, the
ended elections are retrieved together with their votes, for
results generation. Retrieved votes are homomorphically
aggregated while encrypted, and then decrypted, after which
zero-knowledge proofs of correct decryption are generated.
Then, results together with proofs are saved in Firestore.

Finally, for completed elections’ view and results
(bulletins) display, user sees completed elections and selects
one to view the outcome. If the outcome of the election is
ready, the user sees the election bulletin, which contains the
results together with zero-knowledge proofs of correct
decryption and all the ballot hashes that contributed to the
result.

B. System Techniques/Components

The proposed system provides a secure framework for
online voting that combines strong identity verification with
cryptographic mechanisms to contribute to the privacy and
integrity of votes. Each identity and cryptographic component
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has an important function in making the system more
trustworthy, preventing impersonation, vote duplication,
invalid or malformed votes and unauthorised access to data. A
number of the techniques/components are presented.

» National Identity Liveness Verification

The system integrates the combination of National
identity data verification with liveness detection as a very
important step in ensuring that voters are unique and
impersonation is prevented. Before a voter is issued a blind
signature, they must have been authenticated via the
combined mechanism recently. If authentication is not recent,
they must undergo a liveness detection to strengthen
assurance that they are still the same person using the account
(as the person who authenticated). The liveness verification
involves confirming that the voter is an actual human that is
physically present at the time of verification, not a spoof (an
inanimate photo, a video, or a mask), while the National
identity data verification confirms that the identity number is
valid, and the first and last names on the identity record match
the names inputted during verification. In the combination of
both verifications, a photo frame from the liveness
verification procedure is checked against the photo on the
identity record for a match. The system uses a trusted third-
party — QorelD — to perform these verifications. QorelD has a
combination of National Identity Number verification and
Liveness detection in one flow/verification called “NIN
Liveness verification”. The system uses this and extends it,
also verifying the first and last names to achieve its own
National Identity Liveness verification.

This National Identity Liveness verification ensures
strong voter authentication, preventing multiple voting,
identity theft and proxy voting, which are common threats in
online voting systems. The system’s confirmation of both the
voter’s presence (via liveness detection) and the authenticity
of their identity (using the National Identity System)
guarantees that a person can only cast one vote, and no more.
The system also uses this verification to make it possible for
voters to vote without a bulky pre-registration process.

The process of its use works as follows: the voter
provides their NIN, and the server uses it to generate a
reference for that verification request. The reference is tied to
the provided NIN on the backend. Rather than the raw NIN,
the HMAC of the NIN is what is saved in the backend, with
the issued reference tied to it. When the voter receives the
reference, they use it to undergo the verification on the client.
After undergoing the verification procedure, the server is
queried for confirmation of verification. If liveness is
confirmed, identity number is valid, identity first and last
names match inputted names, and photo from liveness
procedure matches identity photo, verification is said to be
successful, then the verification timestamp is updated on the
database, and the remaining part of the initiated flow
continues.

» SHA-256 (Secure Hash Algorithm 256-bit)

The system employs the SHA-256 cryptographic hash
function in the course of preventing vote duplication. After a
vote has been verified to be valid using the blind signature
protocol, the vote is hashed using SHA-256 to produce a

Www.ijisrt.com 1888



Volume 11, Issue 2, February — 2026
ISSN No:-2456-2165

unique fingerprint, or digital digest, of the wvote. This
fingerprint is then checked against existing records to ensure
the submission is unique, preventing duplicate voting.

SHA-256 ensures that each vote has a fixed-sized,
unique identifier. This identifier is stored in the database and
enables easy querying to ensure that a vote does not already
exist before adding it to the database. If it is not used, then
when the system needs to check for the existence of a vote, it
has to fetch all votes' data (ciphertexts, among others) and
begin comparison of each piece of data to ensure that no vote
data exactly matches the one about to be added. SHA-256’s
inclusion strengthens the overall efficiency, security and
integrity of the voting process.

The process of its use works as follows: the vote data is
converted into a fixed-length 256-bit hash, which produces a
unique digital fingerprint. It works in such a way that the
slightest change in the vote data will result in an entirely
different hash, making it difficult to find two votes with the
same hash. The system then compares this hash against
existing hashes to find and prevent duplicate votes, ensuring
the integrity of the voting process.

» HMAC (Hash-based Message Authentication Code)

The system implements HMAC based on SHA-256 to
secure voter identifiers, while enabling their lookup. When
identifiers such as NINs are to be stored, the system computes
their HMAC using a secret key. This allows the server to
ensure the uniqueness of voters while keeping their personally
identifying numbers secure.

HMAC enhances voter privacy and ensures that
personally identifying numbers cannot be obtained or misused
if the database is compromised. It also makes it possible to
look up a given existing data without storing it raw, while
ensuring the uniqueness of voters. By maintaining
confidentiality while supporting unique identity verification, it
balances security and data utility in the voting system.

The process of its use works as follows: the voter’s NIN
is fed into the HMAC function along with a secret key,
generating a hash output that is stored. Later, when the system
needs to check for the existence of a given NIN, for instance,
when it wants to decide if it will create a new user with the
given NIN or retrieve the existing user, it hashes the NIN with
the same secret key and verifies the existence of the NIN
without exposing all other existing NINs.

» Paillier Encryption

The system employs Paillier encryption to contribute to
the prevention of unauthorised access to votes while in transit
and at rest. During the tallying of votes, only the server,
having the encryption private key, can then perform
decryption. Paillier encryption also allows arithmetic
operations on encrypted data, meaning votes can be tallied
while encrypted. Then the final encrypted tallies can be
decrypted.

By using Paillier encryption, the system contributes to
the end-to-end privacy of votes, as anyone who in some way
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gets access to the sent vote will not be able to see its actual
data without the encryption private key.

The process of its use works as follows: each vote is
encrypted on the client using the Paillier public key and then
sent to the server for storage. During the tallying of votes, the
server tallies up the encrypted votes and then decrypts the
aggregated tallies with the Pallier private key, revealing the
total count for each voting option.

» Zero-Knowledge Proofs (ZKPs)

The system integrates Zero-Knowledge Proofs to allow
voters to demonstrate that their ballot was correctly encrypted
without revealing their choice. During tallying, zero-
knowledge proofs are also generated as proofs that votes were
correctly aggregated and decrypted, providing evidence of
honest computations by the server.

Zero-Knowledge Proofs contribute to the transparency
and trust in the system. They prevent the submission of
invalid or malformed votes because, with vote encryption and
the collective (rather than individual) decryption of votes,
such wrong votes could otherwise go undetected and alter the
results, negatively impacting the integrity of the voting
procedure. They also ensure the server tallying the results
proves its honesty.

The process of its use works as follows: Voters create
Zero-Knowledge Proofs with their encrypted vote, showing it
is correctly encrypted. The server verifies the proofs without
having to check the vote. During tallying, after aggregating
and decrypting the votes, the server generates ZKPs to prove
it performed the aggregation and decryption honestly.

» AES-GCM  (Advanced Standard in
Galois/Counter Mode)

The system employs AES-GCM (Advanced Encryption
Standard in Galois/Counter Mode) with 256-bit keys, together
called AES-256-GCM, as the primary encryption scheme for
safeguarding both election private components/keys (because
these private components/keys are stored in the database) and
retrievable copies of the NINs. AES-256-GCM provides
authenticated encryption, combining confidentiality with
integrity in one cryptographic operation. This ensures that
encrypted data remains a secret while ensuring that it has not
been tampered with. While Paillier encryption is used
specifically for encrypting vote contents, AES-256-GCM
secures other sensitive information, including personally
identifying numbers.

Encryption

AES-256-GCM plays an important role in preserving the
secrecy of private keys in the system without having to store
them all outside the database. It is also used to achieve the
storage of retrievable (encrypted) NINs, so that they can be
obtained later when only the liveness of users need to be
verified on the client (i.e. confirmation of liveness against
National identity data entered during authentication). It
ensures that while private and personally identifying numbers
are stored in the database, if the database is compromised,
they cannot be obtained without the secret key used in
encrypting them. AES-256-GCM is also fast and optimised
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with  hardware acceleration
capabilities.

and parallel processing

The process of its use works as follows: when an
election is created and its blind signature public and private
components are generated, the public components are saved
directly to the database, while the private component is
encrypted using the AES-256-GCM algorithm. Also, the
private Paillier encryption components (generated also during
election creation) are encrypted using the same algorithm
before being saved, unlike the public component. Also, the
private key used in signing the bulletin payload (to show
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authenticity of results) after computing the results is encrypted
using the same algorithm before being saved. When any of
these components/keys need to be used (e.g. during blind
signing), their corresponding encryption secret is used to
decrypt them before usage.

V. RESULTS AND DISCUSSION

A. functional Testing

Certain components of the system were tested, and the
results contribute to the validation that the system works as
expected. The results are shown in Table 1.

Table 1 System Components Test results

SIN Component Test Performed Expected Result Outcome

1 Admin Login Log in with valid admin credentials. Valid credentials log in. Passed

2 Election Setup Create election The election can be viewed as an Passed

ongoing election during its
scheduled timeframe, and voters
can participate in it.
3 National Identity Perform verification in the browser Valid combination authenticates Passed
Liveness with valid identity data and a
authentication matching face
Perform verification in the browser Invalid combination fails to Passed
with invalid identity data or an authenticate
unmatching face
4 Vote Casting The voter selects an option from the Receipt of the ballot is Passed
list of options and casts their ballot acknowledged
5 Results/Bulletin Navigate to view the results/bulletin | Completed election with available Passed
of a completed election results/bulletin shows
results/bulletin.
Completed election with Passed
unprocessed results/bulletin yet
informs the user that the bulletin is
not available yet.

B. Discussion Of Results

e When verification is attempted with a spoof (a photo image), as shown in Fig 2 and Fig 3, verification fails (Fig 4). This shows

liveness detection’s resistance to spoofing with a photo.

Fig 2 Verification with a Spoof — Photo (1/2)
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Here, the spoof (a photo on a smartphone) is made more obvious.

Move Face Closer & Fill Oval

Fig 3 Verification with a Spoof — Photo (2/2)

e When verification is attempted with correct national identity details, but combined with the face of the son of the owner of the
identity, the verification also fails (Fig 4). This effectively proves the resistance of the system to impersonation.

NIN

Fig 4 Failed Verification for Verification with Spoofs and also for Verification with Correct Identity Details, yet with the Face of
the Son of The Identity Owner

e From local logs of a blinded message and the corresponding unblinded message shown in Fig 5, the blinded message is in no
way related to the unblinded message, and no one can directly link any unblinded message to a blinded message without
knowing the random number, r, used by the voter client in blinding the message. This prevents the ability to directly link votes

to voters.
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14:38:12 T  function

14:38:12 T  function

14:38:13 T  function

14:38:13 T | function

14:38:13 I function
14:38:13 I

14:38:16 I  function
14:38:16 I function
14:38:16 I | function
14:38:17 T | function
14:38:17 T | function
14:38:17 I  function
14:38:26 T | function

[us-centrall-requestBlindSign]
[us-centrall-requestBlindSign]

[us-centrall-requestBlindSign] {
[us-centrall-requestBlindSign]

[us-centrall-requestBlindSign] }

function[us-centrall-requestBlindSign] Finished "us-centrall-requestBlindSign" in 982.1976ms
14:38:13 T 1 functions: Loaded environment variables from .env, .env.local

[us-centrall-submitBallot]
[us-centrall-submitBallot]
[us-centrall-submitBallot]
[us-centrall-submitBallot]
[us-centrall-submitBallot]
[us-centrall-submitBallot]
[us-centrall-submitBallot]

Beginning execution of "us-centrall-requestBlindSign"

“verifications"
"app": "MISSING",
"auth": "VALID"

"logging.googleapis.com/labels"
"firebase-log-type": "callable-request-verification”

"severity"
"message"

"DEBUG"
"Callable request verification passed"

blindedMessage: 1615415033094733928486826181358042073433145073819969493567489361142437715309475030364072269150277062450268565145324252238
14226708152894762463962980975801384605897009613847124988946813183850476985199420211136125809627963620558863405613042628341636580110656671724
B679975985545769371605898584810836463391316470150666210805275053211401050139870857456739534800939800557859593872770674896070825165173716202
7972659355784230326434315695799599125696937023659565721971796324384945955802346135598334785598390049710037682515057151395456825372897158751
95583867682864950647002632080410983999313727335100831329789232999031245212014781n

Beginning execution of "us-centrall-submitBallot"
Finished "us-centrall-submitBallot" in 18.6095ms
Beginning execution of "us-centrall-submitBallot"
{
unblindedMessage: 72914572623282449001050984186394741474724643825564764476981538974513736712473n

}
Finished "us-centrall-submitBallot" in 9417.6679ms v

This work successfully designed and implemented a

Fig 5 Local Logs of a Blinded Message and the Corresponding Unblinded Message
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