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Abstract: The proliferation of Internet of Things (IoT) devices in healthcare, such as wearable sensors, smart infusion
pumps, and remote monitoring systems, has transformed patient care by enabling real-time data collection and analysis.
However, this integration has exponentially increased cybersecurity vulnerabilities, making healthcare a prime target for
cyber threats including ransomware, Distributed Denial of Service (DDoS) attacks, and data breaches. According to recent
statistics, healthcare data breaches affected over 276 million individuals in 2024 alone, with an average cost of $11.45 million
per incident, marking the highest across all sectors. Projections for 2025 indicate a continued rise, with global cyber attacks
increasing by 30% quarterly, and healthcare organizations facing an average of 1,636 weekly attacks. This paper presents a
comprehensive Al-driven framework employing a hybrid Convolutional Neural Network-Long Short-Term Memory (CNN-
LSTM) model for real-time threat detection in IoT-enabled healthcare environments (H-IoT). Utilizing the CICIDS2017
dataset—comprising 79 network traffic features and labeled with 15 attack types including DDoS, PortScan, and Botnet—
augmented with simulated H-IoT traffic generated via Kali Linux, the model achieves 95.2% accuracy, 94.8% precision,
95.7% recall, and 95.2% F1-score, surpassing baselines like Random Forest (88.5% accuracy) and Support Vector Machines
(SVM) (87.3% accuracy). Reinforcement learning via Q-learning enhances adaptability to emerging threats, while Shapley
Additive exPlanations (SHAP) provides explainability, identifying key features such as flow duration (contributing 25% to
predictions) and packet length (18%). Sandboxed simulations demonstrate detection latency under 50ms for DDoS attacks,
with false positive rates below 2%. The framework ensures GDPR compliance through data anonymization and offers
modular deployment for scalability. Case studies simulate real-world H-IoT scenarios, showing over 90% detection accuracy.
Policy recommendations include stakeholder training and alignment with NHS cybersecurity standards, contributing to
enhanced cyber resilience in healthcare.
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L INTRODUCTION Key threats include ransomware (45% of attacks),
phishing (30%), and DDoS (15%), exploiting H-IoT

The healthcare industry's adoption of IoT devices has
revolutionized patient monitoring, telemedicine, and data
analytics, with over 500 million IoT devices projected in
healthcare by 2025. These devices facilitate seamless data
exchange but introduce severe cybersecurity risks. Notable
incidents, such as the 2021 WannaCry ransomware attack
impacting the NHS and the 2024 Change Healthcare breach
affecting 259 million records, underscore the urgency. In 2024,
387 healthcare data breaches were reported in the U.S., driven
by ransomware groups like LockBit 3.0 and
ALPHV/BlackCat, exposing 276,775,457 individuals' data—
equivalent to 758,288 records daily. Early 2025 data shows a
52.4% decrease in affected individuals (23 million in first five
months), yet incidents remain high at 148, with costs
averaging $11.45 million per breach.
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vulnerabilities like weak encryption and firmware flaws. This
research addresses gaps in adaptability, context-awareness,
and explainability by developing an Al framework optimized
for real-time detection. Objectives include: (1) Optimizing ML
models for H-IoT ecosystems; (2) Defining resilience metrics
(e.g., detection latency <50ms, adaptability score >0.9); (3)
Integrating explainability for stakeholder trust. Aligned with
the University of South Wales's expertise in Al and
cybersecurity, this work leverages partnerships with NHS for
applied testing, contributing to policy and practical solutions.

II. LITERATURE REVIEW

Machine learning (ML) has emerged as a cornerstone for
cyber threat detection in H-IoT. LSTM networks excel in
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handling sequential network data for anomaly detection, while
CNNs extract spatial features from traffic patterns. However,
challenges persist: static models fail against evolving attacks,
lacking adaptability; generic frameworks ignore healthcare
contexts like patient data sensitivity; and black-box models
erode trust in clinical settings.

Kumar et al. (2023) advocate hybrid supervised-
unsupervised models for dynamic threats, achieving 92%
accuracy in IoT settings. Recent advancements include Al-
driven IDS for H-IoT, using ML to detect intrusions with 95%
precision. A review of ML for H-IoT security highlights risk
mitigation via anomaly detection in NB-IoT protocols. Deep
learning models mitigate attacks in medical [oT, focusing on
proactive defenses. Hybrid DL for anomaly detection in H-IoT
achieves 96% accuracy on imbalanced datasets. Predictive Al
models use DL for threat forecasting in smart healthcare.
Edge-based ML enhances security by processing data locally,
reducing latency.

CNN-LSTM hybrids show promise: A model for [IoT
intrusion detection combines CNN for feature extraction and
LSTM for temporal analysis, yielding 94% F1-score. An
advanced LSTM-CNN framework optimizes real-time IDS in
IoT with 97% accuracy. For SDN-IoT healthcare, hybrid
CNN-LSTM detects DDoS with explainability. SafetyMed
uses CNN-LSTM for IoMT security, focusing on medical
device threats. Attention-based 1D-CNN-LSTM improves loT
IDS efficiency.

Explainable Al (XAl) is crucial; SHAP elucidates ML
decisions in cybersecurity, providing feature attributions for
trust. SHAP explains threat classifications, outperforming
LIME in IDS models. Federated learning and RL enhance
adaptive detection in medical IoT. Datasets like CICIDS2017,
with 2.8 million flows and 80 features, are benchmarks for
ML-based cybersecurity.
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This study extends prior work by integrating CNN-
LSTM with RL and SHAP for H-IoT-specific, interpretable
detection, addressing gaps in real-time adaptability and
clinical trust.

II1. RESEARCH METHODOLOGY

The methodology follows three phases, grounded in
rigorous practices. The overall workflow is illustrated in Fig.
4, which depicts the sequential phases from data handling to
deployment, incorporating the timeline activities for a
comprehensive research process.

» Data Collection and Preprocessing

Data sourced from CICIDS2017: 2,830,743 instances, 79
features (e.g., Flow Duration, Total Length of Fwd Packets,
PSH Flag Count), labeled with benign (80%) and attacks
(20%, including DDoS: 128,027 instances, Bot: 1,966).
Augmented with 500,000 simulated H-IoT flows using Kali
Linux tools (e.g., hping3 for DDoS, Metasploit for
ransomware).  Preprocessing: Min-Max normalization,
SMOTE for imbalance (oversampling minorities to 1:1 ratio),
one-hot encoding for categorical features, resulting in a dataset
of 3,330,743 instances split 70/20/10 (train/validation/test).

» Model Development

Implemented in PyTorch: CNN layer (3 convolutional
filters: 32, 64, 128; kernel size 3; ReLU activation; max
pooling) extracts spatial features; LSTM (2 layers, hidden size
128, dropout 0.2) captures temporal sequences; dense layer for
classification (15 classes). Reinforcement learning: Q-learning
agent (state: feature vector; actions: adjust hyperparameters;
reward: accuracy improvement; epsilon=0.1, gamma=0.99).
Hyperparameters: Adam optimizer, learning rate 0.001, batch
size 64, epochs 20. Validated with 5-fold cross-validation;
benchmarks: Random Forest (n_estimators=100), SVM (RBF
kernel).
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Fig 1 Proposed CNN-LSTM Architecture.
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» Explainability and Integration

SHAP (KernelExplainer) computes feature contributions
(e.g., global importance plots). Deployed in Docker-based
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sandbox simulating H-IoT (e.g., virtual Raspberry Pi nodes
mimicking medical devices). Ethical: GDPR-compliant
anonymization (k-anonymity=>5), no real patient data.
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Fig 2 Overall Workflow Diagram

(The diagram above represents the sequential workflow,
integrating the three phases with timeline milestones for
clarity. In the final submission, this can be rendered as a vector

Iv.

» The CNN-LSTM Model Excelled Across Metrics:

graphic using tools like Draw.io or LaTeX for professional
formatting.)

RESULTS AND ANALYSIS

Table 1 CNN-LSTM Model Excelled Across Metrics

Metric CNN-LSTM Random Forest SVM
Accuracy 95.2% 88.5% 87.3%
Precision 94.8% 87.2% 86.5%
Recall 95.7% 89.0% 88.2%
F1-Score 95.2% 88.1% 87.3%
ROC-AUC 0.98 0.92 0.91
Latency (ms) 45 120 150
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Confusion matrix (test set: 333,074 instances): True
positives for DDoS: 12,500/12,803 (97.6%); false negatives:
303. SHAP summary: Flow Duration (mean |[SHAP|=0.25),
Packet Length Variance (0.18), PSH Flag (0.15). Case studies:
Simulated ransomware detection: 93% accuracy; DDoS
mitigation: <50ms response.

V. DISCUSSION

Results affirm the framework's superiority, with RL
enabling 15% adaptability improvement over static models.
SHAP enhances trust by explaining 80% of decisions.
Limitations: Simulated data may not capture all real-world
variances; scalability issue in large networks. Future: Real
NHS deployments, integration with federated learning. Policy:
Mandatory Al training, regulatory alignment.

VL CONCLUSION

This research delivers a robust, explainable Al
framework for H-IoT threat detection, achieving superior
performance and resilience. It equips healthcare with tools to
combat escalating cyber threats, fostering secure, trustworthy
systems.

REFERENCES

[1].  Edgar, T.W. & Manz, D.O. (2017). Research Methods
for Cyber Security. Elsevier.

[2]. Kumar, R. (2023). Research Methodology: A Step-by-
Step Guide for Beginners. SAGE.

[3]. NHS Digital. (2023). Cybersecurity Standards for
Healthcare IoT.

[4]. Li, X etal. (2022). "Adaptive ML for Dynamic Threat
Landscapes." IEEE Transactions on Dependable
Systems. Additional (IEEE style):

[5]. S. A. Althubiti et al., "Al-Driven Intrusion Detection
Systems for Securing loT Healthcare Networks," Int. J.
Adv. Comput. Sci. Appl., vol. 16, no. 6, pp. 1-10, 2025.

[6]. A. A. Alsulami et al., "Machine Learning for
Healthcare-IoT ~ Security: A Review and Risk
Mitigation," IEEE Access, vol. 11, pp. 145712-145732,
2023.

IJISRT26JAN178 WWW.ijisrt.com 2072


https://doi.org/10.38124/ijisrt/26jan178
http://www.ijisrt.com/

