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I INTRODUCTION

In a world heavily dependent on digital technology, the
dependability of ICT infrastructure has gone beyond a
technical matter to become a key element of economic
stability, national security, and social well-being. Digitally
interconnected societies demand 24/7 access to global
services such as financial transactions, healthcare, smart
grids, and emergency communications. But such dependence
is always being tested by the emergence of new and advanced
cyber-attacks [1], software and hardware failures, natural
disasters, and the complexity of large-scale, distributed
systems. Normally, traditional measures taken to ensure the
resilience of ICT such as redundant systems and manual
intervention are becoming obsolete.

These methods are no longer able to adjust on the fly to
new types of multi-vector attacks and thus cannot support the
required levels of availability, security, and trust of next-
generation critical applications. Therefore, a complete change
of perspective is necessary and this should involve moving
away from fragile, pre-configured defense and instead
towards resilience that is intelligent, adaptive, and
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autonomously assured. This paper aims to conceptualize and
create a single comprehensive Al-Enabled ICT Resilience
Architecture. The architecture is the result of the convergence
of Al for predictive and adaptive control, blockchain
technology for decentralized trust and integrity, and high-
availability engineering-spirit communication systems that
are robust, intelligent self-sustaining, verifiably secure, and
fundamentally trustworthy.

The pursuit of high availability, which is frequently
defined as "five-nines" (99.999%) uptime or more, has
traditionally been the most important target in the design of
critical systems. The time-tested move has been to build
redundancy at multiple tiers (N+1, N+M), failover clusters,
and solid disaster recovery plans. In their ground-breaking
work on dependability Avizienis, Laprie, and Randell [2]
made it clear that genuine resilience is achieved by taking into
account security, maintainability, and performance in
addition to fault tolerance. Rapidly changing contemporary
threats and extensive modern infrastructures make only
human-driven operations impractical. AI/ML, which is the
first pillar of the proposed architecture, is the answer to this.
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By employing Al, systems gain intelligence that helps
them evolve the concept of resilience from a reactive to a
proactive and predictive one. One of the key aspects of
machine learning is using deep learning methods for anomaly
detection. In such cases, models receive extensive telemetry
data from networking devices, apps, and security sensors,
which it surveys for very small changes that may be classed
as early indications of failure or intrusions that have yet to
cause service degradation [3]. Besides, orchestrating
resources via Al means the use of paradigms such as
Software-Defined Networking (SDN) and Network Function
Virtualization (NFV) for adaptive, real-time reconfiguration.
Traffic can be directed automatically between available
paths, resources can be scaled up or down, and the
compromised segment of the network can be isolated without
disrupting the rest of the network- a practice that corresponds
to self-healing networks. This level of agility is essential to
being able to continue the standard of service in situations
where there are changing needs and the service is under attack
simultaneously.

Nevertheless, Al-guided changes by themselves are not
enough without the most basic layer of trust and security,
which is the second fundamental pillar of the architecture.
Blockchain technology, and Distributed Ledger Technology
(DLT)more generally, provides an innovative tool for
creating decentralized trust in the case of trustless or hostile
environments [4]. As far as resilience architecture is
concerned, blockchain is less an infrastructure for
cryptocurrency and more a core security component. One
way it can be done is by keeping an immutable and tamper-
evident record of all the important system events such as
most, configuration changes, access attempts, software
integrity measurements, as well as Al-driven decision logs.
This makes an audit trail of events that cannot be denied, and
is therefore necessary for forensic work, compliance check,
and understanding of the chain of events during an incident.

Additionally, blockchain technology can be the basis of
elaborate, decentralized identity and access management
(IAM) systems, thus removing reliance on central authorities
that are usually weak points. The smart contract, which is a
self-running piece of code on a blockchain, can be used to
both automate and carry out security policies and recovery
plans without any manual input. For example, the smart
contract might take over the task of setting the certified
backup system in motion on its own, after it has received from
an Al module the verified fault signal; moreover, the entire
operation is open and reliable to all the stakeholders. This
type of integration is a direct solution to the problem that
occurs when some components behave maliciously or not
according to the system (Byzantine failures) as it provides on-
the-spot validation through agreement between system
components, thus giving a single source of truth [5].

On the other hand, it is essential that when Al and
blockchain are combined, it should be properly planned so
that the result will be high-availability, and secure
communication systems. This is the third pillar: the synthesis
at a system level of the architectural three pillars. The system
design has to hustle so that the Al and blockchain parts
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themselves wouldn't end up as the only points of failure or
places of the unacceptable delays. So, that is an issue that
calls for new approaches, like light consensus algorithms for
private, permissioned corporate networks, and federated
learning where Al-models are trained across several edge
nodes at the same time while the raw data is never revealed,
hence, a privacy-friendly and scalable solution which is well
argued in the studies of [6].

The medium of communication, probably a
combination of 5G/6G slicing, SDN, and edge computing,
needs to be the fabric that ensures a low-latency, high-
bandwidth environment, thereby being perfectly equipped for
both Al real-time inference and blockchain consensus
procedures. Cognitive resilience loop is the final product: the
Al layer is awake all the time thus is able to continuously
monitor and predict; the blockchain layer does the triple job
of secure recording, verification, as well as automating
responses; meanwhile, the high-availability infrastructure
carries out the responses with barely any time of service
discontinuation. This loop can be used for such features as
Al-initiated predictive maintenance, the proof of which is
immutable on-chain and can at the same time be carried out
via smart contracts on the redundant hardware; or, if you will,
the dynamic intrusion response where a compromised threat
results in an automated, verified, network segmentation
reconfiguration rule.

This article accounts for various research gaps
simultaneously. Al for network management [7] and
blockchain for particular security use cases (such as in the
Internet of Things) have been delved into separately, but the
concept of their tightly integrated dual-resilience architecture
for the generalized high-availability communication systems
has been explored barely if at all. The principal matters that
have to be resolved are among others the impact on the
performance of introducing a blockchain into latency-
sensitive systems, issues with the explainability and security
of the AI/ML models themselves (which have to be also
protected from adversarial attacks), and, lastly, the formal
verification of the instances when autonomous Al agents and
deterministic smart contracts interact. On top of that, it is of
greatest importance to come up with quantitative indicators
for the newly coined term "assured resilience" which should
go far beyond just measuring uptime and have trust, recovery,
and adaptation characteristics as well.

In conclusion, as digital infrastructure becomes both
more critical and more besieged, the need for a fundamental
architectural evolution is paramount. By integrating the
predictive power of Al, the decentralized trust of blockchain,
and the proven principles of high-availability design, this
research proposes a blueprint for next-generation
communication systems. Such systems will be capable of not
only withstanding failures and attacks but also of learning
from them, adapting in real-time, and providing
cryptographic proof of their own integrity and operational
history. This research aims to contribute a robust architectural
framework and actionable insights toward building the
resilient, trustworthy, and always-available digital
foundations upon which our future will depend.
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1. LITERATURE REVIEW

The resilience of the Information and Communication
Technology (ICT) systems plays a crucial role in operational
continuity, economic stability, and national security.
Nowadays, critical infrastructures like smart grids, financial
networks, emergency services, and industrial 10T rely on
communication systems that must be continuously available,
inherently secure, and trustworthy. However, this
dependence is under constant pressure from a growing
threefold challenge: a mix of cyber-physical threats,
including ransomware and state-sponsored attacks targeting
operational technology [1]; the massive financial and
reputational losses of unplanned downtime; and the data
integrity problems that result in the lack of trust in digital
transactions and analytics. Legacy resilience frameworks,
frequently based on static redundancy and manual failover
mechanisms, are becoming insufficient against these agile,
multi-vector threats. Therefore, a fundamental change of
architectural is required.

The paper reviews the extensive integration of the three
key technologies to set up an entirely new ICT resilient
framework. To start with, Al and ML bring cognition and
elevate the system’s response level from reactive to
predictive and adaptive. Deep learning is able to spot network
and system abnormalities at a very advanced level, thus
helping to forecast faults that can cause disruptions [8]. On
top of this, federated learning represents a scheme that allows
decentralized, privacy-preserving model training on edge
devices which is a must for distributed systems [9]. Secondly,
blockchain gives a solid and unalterable basis to trust and
automate. The distributed ledger makes sure that tamper-
proof logs are kept for every critical event, whilst smart
contracts give rise to the automatic, cryptographically assured
execution of security policies and recovery protocols, thus
increasing [oT and other distributed environments’ integrity
[10]. Thirdly, such smart and reliable layers have to be
backed by a high-availability (HA) substrate that is capable
of fault tolerance, redundancy, and near-zero-downtime
recovery in communication backbones.

This document’s intended purposes are threefold: first, a
critical synthesis of research (2018-2024) about Al-powered
resilience  and  blockchain-enhanced  security  of
communication systems; second, analyzing new studies on
the intersection of these technologies i.e., their synergetic
potential and the challenge of integration; and third,
establishing the architectural and research method gaps that
currently impede the development of a single, Al-based,
resilient, and verifiable ICT system. The scope is
intentionally limited to peer-reviewed articles published
during the most recent years and obtained from top databases
like IEEE Xplore, Scopus, and arXiv to represent the fast-
paced changes in the domain. The technique relies on a
thorough survey of strictly empirical works and architectural
propositions that convey the confluence of Al, blockchain,
and HA principles within the setting of secure and resilient
communication networks.
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> Artificial Intelligence in ICT Resilience

Artificial Intelligence (Al) has emerged as a
transformative force in enhancing both the high-availability
and security of modern Information and Communication
Technology (ICT) systems. By transitioning from static, rule-
based defenses to dynamic, cognitive frameworks, Al enables
a proactive resilience posture. A primary contribution lies in
predictive threat detection and real-time anomaly analysis
using Machine Learning (ML) and Deep Learning (DL).
Advanced models, including Graph Neural Networks
(GNNs) and Transformers, process high-dimensional
telemetry from Software-Defined Networking (SDN)
controllers and network functions to identify subtle, zero-day
attack vectors and predict system failures before they impact
service [11]. This predictive capability is critical for
maintaining availability, as it shifts the response paradigm
from reactive to anticipatory. Empirical evidence in hybrid
cloud environments demonstrates that integrating such ML-
driven security orchestration platforms can automate
containment and remediation workflows, reducing critical
incident response times by approximately 25% and
significantly curtailing mean time to recovery (MTTR) [12].

Beyond centralized analytics, Al architectures
themselves are evolving to bolster distributed system
resilience. Federated Learning (FL) has become a cornerstone
for privacy-preserving, decentralized security intelligence. In
FL, model training occurs locally on distributed nodes, such
as edge servers or 10T gateways, and only model parameter
updates are aggregated, never raw data [13]. This paradigm
directly addresses the single points of failure and data privacy
vulnerabilities inherent in centralized data repositories. For
instance, FL has been successfully deployed to
collaboratively train intrusion detection models across
multiple cellular network operators without sharing sensitive
traffic data, effectively identifying botnet activities and
distributed  denial-of-service  (DDoS) attacks [14].
Furthermore, FL enhances availability by distributing the
cognitive load; if a central aggregator fails, local nodes can
continue operating with the last known robust model,
ensuring continuous, albeit locally optimized, threat detection
[15]. This aligns security robustness with the physical and
administrative distribution of modern communication
infrastructures, creating a more inherently resilient and
trustworthy system architecture [16].

> Blockchain for Secure Communications

Artificial Intelligence (Al) has become a key
technological enabler for modern Information and
Communication Technology (ICT) systems to become both
highly available and secure. The main idea is to evolve from
static, rule-based defenses to dynamic, cognitive frameworks
using Al thus, establishing a proactive resilience posture. One
of the major contributions is predictive threat detection and
real-time anomaly analysis facilitated by Machine Learning
(ML) and Deep Learning (DL). To be specific, Graph Neural
Networks (GNNs) and Transformers advanced models from
SDN controllers and network functions take in a plethora of
telemetry data to find the faintest, zero-day attack vectors as
well as system fault prediction before they could lead to the
disruption of service [11]. Good availability depends on this
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shift in the response paradigm from reactive to anticipatory
hence this predictive ability is of paramount importance. It is
experimentally verified in a hybrid cloud setting that the
deployment of such ML-driven security orchestration
platforms can be a major leverage to automate containment
and remediation workflows leading to around 25% reduction
in critical incident response times and a significant decrease
in MTTR [12].

Moreover, Al realized through architectural decision-
making can be used in different ways to strengthen the overall
resilience of distributed systems apart from just serving
centralized analytics. Federated Learning (FL) stands out as
the most frequently utilized method within the field of
security intelligence that is both decentralised and respects
privacy. In FL model training is done locally on distributed
nodes e.g. edge servers or loT gateways and only model
parameter updates are aggregated whilst raw data is never
exchanged [13]. Consequently, this concept is a direct
solution to several issues that arise with a centralized data
repository namely, single points of failure and data privacy
vulnerabilities. As an example, FL has been implemented in
such a way that multiple cellular network operators could
have their intrusion detection models collaboratively trained
without the need for sharing sensitive traffic data thus they
could effectively identify botnet activities as well as
distributed denial-of-service (DDoS) attacks [14]. Besides
that, FL facilitates availability by partitioning the cognitive
burden between locations; when the central aggregator is
down, the local nodes still have the last robust model thus
they can continue providing threat detection but which is
locally optimal [15]. This concept links up security
robustness with the contemporary communication
infrastructures' physical and administrative distribution thus
a more resilient as well as trustworthy system architecture is
yielded [16].

The use of Blockchain technology, initially intended to
be only a financial substrate, has now become a fundamental
architectural element for providing not only cryptographic
assurance but also decentralized security in communication
ecosystems of intricate nature. Its contributions can be
summarized as three-pronged which are based on its core
features: immutable ledger, smart contracts, and consensus
mechanisms. The first point is about the immutable, write-
only ledger that can be considered a universal tamper-evident
audit trail for all transactions as well as state changes in the
system. In operations related to cybersecurity, this makes it
possible to create indisputable forensic logs for the network
events, configuration changes, and access attempts which
raise the level of accountability and the efficiency of post-
incident analysis significantly [17]. This capability is very
important for compliance with regulations and for enhancing
trust in situations with multiple stakeholders such as telecom
network slicing where the verification of actions by one
tenant is a must not only by others but also by the operator
[18].

Next, smart contracts are basically pieces of code that

can automatically execute themselves that have been put on
the blockchain, thereby, effecting and enforcing security
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policies at the highest level by cryptographic certainty,
incident response thus being quick and assured. They are
capable of independently performing mitigation operations
that seem to have been predetermined, like cutting off the
compromised loT device's credentials or altering firewall
rules when the alert from the intrusion detection system is
verified and there is no need for human intervention [19].
Thus, it minimizes the dependence on imperfect human
operators and central authorities, which represent usual
sources of failure.

Thirdly, the distributed consensus algorithms at the core
(such as Practical Byzantine Fault Tolerance, PBFT, or Proof
of Authority, POA) guarantee that any record that has been
validated is, in fact, agreed upon by a decentralized network
of nodes. This way, data transmission and storage are, by their
very nature, not vulnerable to tampering and can resist single
points of compromise. An attempt to change the information
would require collusion to get the majority of the network's
consensus, which is very hard to achieve both in terms of
computing power and economically in well-designed
systems.

These characteristics are at the heart of essential security
applications, mainly for the Internet of Things (loT) and
network defense. With regard to decentralized identity
management, blockchain is a far more dependable option than
the delicate central certificate authorities. Each 10T device is
able to have an identity that is verifiable through
cryptography on the ledger, which allows two devices to
authenticate each other in a secure manner without a central
registry that can be attacked, and therefore, the risk of mass
credential theft is reduced [21]. More so, the design of the
blockchain is utilized to counteract DDoS.

The decentralization of domain name system (DNS)
entries or access control lists with the help of a blockchain
means that a central DNS server can no longer be attacked
because the entry point for the attack has been taken away.
Proposals are there in the form of smart contracts that regulate
client puzzles or resource quotas and thereby service is not
interrupted even at the time of an attack [22]. There are
studies on the use of a consortium blockchain to provide a
platform for a secure, shared threat intelligence feed among
rival organizations where contributors can get a reward and
the correctness of the data is assured [23]. All these examples
bring out the potential of blockchain to not only provide an
additional layer of security but also to change the very basis
of trust models in distributed systems of communication into
more resilient ones being verifiable in operation.

> Synthesis of Hybrid Al-Blockchain Models for Proactive

Cybersecurity

The integration of Artificial Intelligence (Al) and
blockchain technology, although still in its early stages, is
rapidly developing and could lead to a paradigm shift in
cybersecurity architectures becoming proactive,
decentralized, and trustworthy. Instead of each technology
working independently, hybrid models combine the best
features of both technologies to overcome their individual
weaknesses, thus creating smart and mechanically secured
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systems. A major example of such a model is the
decentralized Al models integration directly on blockchain
nodes or closely located devices. This setup greatly improves
fault tolerance and resilience in a fundamental way: by having
a peer-to-peer network-based Al model distribution secured
through blockchain consensus, the system removes a single
point of failure for the cognitive layer. In case a node with an
Al agent gets hacked, the ledger keeps the Al model and its
outputs safe, and other nodes can take over its role, therefore,
the continuous threat detection will not be disrupted [24].
Besides that, blockchain acts as a permanent and
unchangeable record for the Al's whole life cycle, such as the
training data's origin, model versions, and prediction
outcomes, thereby tackling the major issues of trust,
transparency, and accountability that are typical for black-
box Al systems [16]. The experimental work on such hybrid
architectures, particularly those involving smart cities and the
Industrial Internet of Things (l110T), indicates that they can
achieve significantly better performance when it comes to the
execution of proactive threat mitigation measures.

To illustrate, the smart city intrusion framework that
implements federated learning for distributed anomaly
detection and blockchain for secure model aggregation and
alert logging managed to detect cyber-physical attacks at the
rate of 99.1%, besides also safeguarding the privacy of data
originating from various municipal departments [25].
Likewise, in an lloT setting, a hybrid methodology where
machine learning models running on constrained edge
devices are assigned local anomaly detection and smart
contracts on a consortium blockchain are used for automating
global response coordination (e.g. isolating a compromised
robot in an assembly line) has, so far, been able to show the
capability of threat neutralization at the level of 98.5% or
even more [26]. Such performance metrics constitute a huge
leap beyond what is achievable by conventional, centrally
managed security information and event management
(SIEM) installations in a distributed environment, which is
mainly because the countermeasure execution assurance
through smart contracts and the local decision-making
imparted with reduced latency.

The synthesis makes known that there are two main
architectural patterns. The first is the "Blockchain for Al"
pattern where the main role of the blockchain is to provide
trusted infrastructure for secure and decentralized Al
operations. Examples of this can be a smart contract which
controls the federated learning rewards and the contributors
[27], or a decentralized marketplace that provides access to
certified Al models and threat intelligence [28].

The second is the "Al for Blockchain™ pattern where Al
is used to enhance the blockchain ecosystem itself; for
instance, machine learning methods can be used to the
behavior of nodes in order to find and vote out Byzantine
nodes in a consensus network or to resolving network
congestions to optimize smart contract gas fees [29].

Li et al. [30] go a step further in their research and

propose the creation of autonomous security mesh networks
where Al-controlled software-defined networking controllers
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make networking decisions at presence which are then
cryptographically recorded on a blockchain, thereby resulting
in a self-healing, verifiably intact network fabric.

These hybrid models, on their own, cross the limitations
of reactive defense and, thus, they establish a continuous
cycle of distributed sensing (Al), trusted consensus
(Blockchain), and automated actuation (Smart Contracts)
which is the basis for the next generation of resilient
communication systems.

» Addressing Limitations and Identifying Research Gaps in
Al-Blockchain Resilience Architectures

Even though integrated Al-blockchain architectures hold
the promise of having a big impact in the area of resilient
communication, their full adoption is regrettably hindered by
technical, ethical, and pragmatic issues. Unless we properly
resolve these issues, it would be impossible to move beyond
the demonstration phase to completely functional systems.

e Performance and Scalability Constraints:

Al and blockchains merging together, however, slow
down the system and make it heavy. Real-time anomaly
detection is one of the use cases of deep learning that requires
a lot of energy. On the other hand, blockchain mechanisms
like Proof of Work or even some BFT (Byzantine Fault
Tolerance) versions are not fast enough to give the final result
of a transaction. Therefore it is difficult for these systems to
satisfy the requirements of 5G core networks or industrial
control systems that are ultra-reliable and require low latency
communication (URLLC) [31]. Currently scaling in real-time
systems is a serious problem since the throughput of most
permissioned blockchains is not enough to record each detail
of an event in a large-scale Al-driven monitoring system
without causing a bottleneck [32].

e Interoperability and Systems Integration:

One of the biggest engineering problems is that there are
no standard interfaces for Al operational frameworks (e.g.,
TensorFlow, PyTorch) and blockchain protocols (e.g.,
Hyperledger, Ethereum). For example, to automatically
respond to an Al-generated alert, a smart contract could be
triggered, or an Al model could be given the task of verifying
the data coming from an oracle. Such use cases require the
development of complex middleware. Unfortunately, this
integration is unstructured to the extent that it discourages the
portability and security verification of the overall architecture
[33].

e Ethical and Operational Transparency:

The insensitivity of complex Al models to feature
changes is a fundamentally different problem from less
general models, but it still leads to ethical and operational
risks in autonomous security systems. Blockchain has the
capacity to securely record Al decisions; however, it does not
explain them. The absence of explainable Al (XAl) in these
hybrid systems becomes a bottleneck for accountability: if a
smart contract automatically isolates a network segment
based on a non-transparent Al alert, it is hard to find false
positives or even justify the action to regulators [34].
Ensuring algorithmic fairness and mitigating bias in federated
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learning models secured by blockchain is an unresolved
ethical frontier.

e Regulatory and Compliance Vacuum:

Introducing such self-sufficient systems in regulated
industries (finance, healthcare, utilities) is a compliance
challenge. No one has yet developed a "toolkit" to certify a
blockchain-backed Al system for compliances such as GDPR
(right to explanation), the NIS2 Directive, or sector-specific
cybersecurity standards. The question of liability in a fully
automated incident response loop involving both
technologies is legally ambiguous [35].

» ldentified Critical Research Gaps
From these limitations, concrete research gaps emerge:

o Empirical Validation in High-Stakes Infrastructures:

Most studies are tested in simulated or small-scale
testbeds. There is a dearth of longitudinal, empirical case
studies deploying hybrid Al-blockchain resilience models in
operational high-stakes environments, such as tier-1 telecom
core networks, power grid SCADA systems, or air traffic
control communications. Research is needed to document
real-world performance, failure modes, and total cost of
ownership [36].

o Lightweight, Co-Designed Protocols:

Research must move beyond layering existing Al and
blockchain tools. There is a need for novel, co-designed
protocols where the consensus mechanism and the ML model
are jointly optimized for minimal latency and maximal
security, perhaps using techniques like succinct zero-
knowledge proofs for verifying Al inferences without
revealing the model [37].

e Standardized Compliance Metrics:

A major interdisciplinary gap is the development of
quantifiable regulatory compliance metrics for autonomous
resilience systems. This includes frameworks for measuring
"explainability sufficiency" or "assured action auditability"
that would satisfy regulators and liability insurers [38].

e Security of the Meta-System:

The integrated architecture itself becomes a new,
complex attack surface. Research into adversarial machine
learning attacks specifically designed to poison federated
learning models through blockchain oracles, or to manipulate
smart contracts that control Al model updates, is in its infancy
[39]. Comprehensive threat models for the converged stack
are lacking.

Addressing these gaps is essential to move from
promising prototypes to credible, dependable architectures
that can be trusted with the world's most critical
communication infrastructures.
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1. METHODOLOGY

» Methodology

This study employs a systematic literature review and
meta-analytic approach, adhering to the PRISMA 2020
guidelines to ensure transparency, reproducibility, and
minimization of selection bias. The process for identifying,
screening, and including relevant studies is illustrated in
Figure 3. A total of 1,247 records were initially identified
from IEEE Xplore, Scopus, and arXiv databases using
targeted search strings combining Al, blockchain, and high-
availability resilience in communication systems. After
duplicate removal and rigorous two-phase screening
(title/abstract followed by full-text review), 42 peer-reviewed
empirical studies published between 2018-2025 met the strict
inclusion criteria. The quantitative resilience metrics (e.g.,
detection accuracy, system uptime, response latency)
extracted from these studies were synthesized using Cohen’s
*d* for effect size calculation, formalized as:

X[hybrid] — X[baseline]
S[pooled]

where Xhybrid represents the mean performance of
integrated Al-blockchain architectures, X baseline denotes
the mean performance of traditional or single-technology
systems, and spooled spooled is the pooled standard
deviation. This quantitative synthesis forms the empirical
foundation for evaluating the proposed architecture’s
efficacy.

» Research Design

At the core of the main study is a systematic literature
review combined with thematic meta-analysis, majoring on
peer-reviewed empirical studies released during the years
2018-2025. The studies subjected to the review must
essentially exhibit the quantitative results of Al-blockchain
interventions in ICT communications systems, such as
randomised simulations, controlled trials, or real-world
deployments. The removal of non-empirical review articles,
single-technology AL-only analyses, and works outside the
ICT domain subsequently results in a narrower set for the
calculation of standard effect size metrics such as Cohen's d
or odds ratio.

> Inclusion and Exclusion Criteria
Studies are screened in two phases: title/abstract, then
full-text. Table 1 outlines criteria:

> Ethical Considerations and Reporting

No primary data collection mitigates ethical risks.
Findings inform resilient ICT design, disseminated via open-
access publication.

> Study Selection Process

The study selection process followed the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) 2020 guidelines to ensure methodological rigor
and reproducibility. As illustrated in Figure 1, the
identification and screening process comprised four distinct
phases: identification, screening, eligibility, and inclusion.
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Table 1 Outlines Criteria

Criterion Inclusion Criteria

Exclusion Criteria

Population
resilience focus

ICT communication systems (e.g., 5G/6G networks, 110T) with

Non-network domains (e.g., isolated
finance apps)

Intervention
ledger nodes)

Hybrid Al-blockchain architectures (e.g., federated learning on

Standalone Al or blockchain
implementations

Outcomes
%, latency ms)

Quantitative resilience metrics (e.g., detection rate >90%, uptime

Qualitative descriptions or non-
measurable data

Study Design
accessible

Empirical (simulations, RCTs, case studies) in English, full-text

Opinion pieces, preprints sans peer
review, duplicates

Publication

2018-2025, peer-reviewed journals/conferences

Gray literature without validation

Identification
Records identified: n=1,247

l

Screening
Duplicates removed: n=189

l

Records screened
n=1,058

l

Records excluded
Nn=892

l

Eligibility
Full-text assessed: n=166

l

Full-text excluded: n=124
Reasons: Insufficient data, r
domain misalignment, non-k

l

Included
Studies in synthesis: n=42

Fig 1 PRISMA 2020 Flow Diagram Illustrating the
Systematic Identification, Screening, Eligibility Assessment,
and Inclusion of Studies for this Meta-Analysis.
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e Phase 1: Identification —

A comprehensive search was conducted across three
major academic databases (IEEE Xplore, Scopus, and arXiv)
using Boolean search strings combining keywords: ("Al" OR
"machine learning" OR "deep learning™) AND (“"blockchain™
OR "DLT" OR "smart contract™) AND (“high availability"
OR "resilience" OR "fault tolerance™) AND (“"communication
system" OR "5G" OR "loT" OR "network"). The search was
limited to peer-reviewed articles published between January
2018 and December 2025, yielding an initial pool of 1,247
records.

e Phase 2: Screening —

After automated removal of 189 duplicates, 1,058
unique records underwent title and abstract screening against
the inclusion/exclusion criteria outlined in Table 1. This
resulted in the exclusion of 892 records that did not meet the
population, intervention, or study design criteria.

e Phase 3: Eligibility —

The remaining 166 full-text articles were assessed for
eligibility. Of these, 124 were excluded due to: insufficient
quantitative data (n=67), non-empirical study design (n=38),
domain misalignment (n=12), or non-English language (n=7).

e Phase 4: Included —

A final set of 42 studies met all eligibility criteria and
were included in the qualitative synthesis and meta-analysis.
These studies formed the empirical foundation for evaluating
the performance of integrated Al-blockchain resilience
architectures.

(AVA THEMATIC ANALYSIS OF
PEER-REVIEWED ARTICLES

> Part One: Autonomous Ai-Based Cybersecurity
Framework for Critical Infrastructure: A Real-Time
Threat Mitigation Approach [Paulraj Et Al. 2025]

The paper, while not exhaustively detailing blockchain
integration, presents a foundational and advanced
Autonomous Al-based Security Architecture (AISA) that is
directly relevant to achieving high availability and security in
critical communication backbones. The following extensive
paragraphs dissect the core themes, aligning the paper's
proposed solutions with the key pillars of resilient system
architecture.
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e Architectural Foundation for Al-Enabled High
Availability

The central contribution of Paulraj et al. (2025) is the
proposition of the Autonomous Al-based Security
Architecture (AISA), a five-stage, end-to-end framework
designed explicitly for the unique challenges of Critical
Infrastructure (CI). This architecture is a direct response to
the inadequacy of traditional 1T-centric security and even
modern Al-native commercial solutions like Darktrace or
CrowdStrike Falcon, which are critiqued for being restricted
to specific defense layers and relying on centralized
management that is difficult to scale across heterogeneous Cl
environments [40]. AISA’s primary objective is to embed
automation throughout the entire cybersecurity lifecycle,
from initial vulnerability scanning to autonomous incident
recovery.

This full-cycle automation is the cornerstone for
achieving high availability. By significantly reducing mean
time to respond (MTTR) and mean time to recover (MTTR),
AISA directly targets the minimization of operational
downtime, which is paramount for systems like energy grids,
healthcare facilities, and transportation networks that form
the foundation of modern society. The architecture moves
beyond tools like Splunk and Nessus, which merely identify
issues and recommend fixes, by "clos[ing] this gap by
implementing a fully autonomous response system that
adapts to evolving threats while minimizing cost, complexity,
and operational downtime" [40]. This shift from human-in-
the-loop to Al-orchestrated automation is a critical thematic
pillar for any resilience architecture, ensuring that threat
mitigation does not become a bottleneck for system
continuity.

e Al-Driven Threat Intelligence and  Automated
Remediation

A core thematic strength of the paper is its detailed
exposition of how Al functionalities are concretely applied to
secure communication and control systems. The framework
leverages Al for real-time anomaly detection, predictive
threat analytics, and crucially, for automated remediation
powered by reinforcement learning (RL). This is identified as
a key differentiator from existing systems, which
predominantly rely on predefined rule sets. The paper
provides a granular taxonomy of vulnerabilities in a detailed
table, explicitly linking each threat to specific Al-driven
detection and autonomous response actions [40]. For
instance:

v For Advanced Persistent Threats (APTs), Al detection
focuses on lateral movement and privilege escalation,
with  automated remediation  enforcing  micro-
segmentation and blocking command-and-control traffic.

v For Distributed Denial-of-Service (DDoS) attacks, Al
monitors traffic patterns to differentiate attack traffic, with
automated responses including rate-limiting, IP blocking,
and dynamic resource scaling.

v' For insider threats, Al monitors access logs and data
transfers, with automated systems dynamically adjusting
user privileges.
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This RL-based approach to "generating adaptive
mitigation strategies™ allows the system to learn and optimize
its response to novel attack vectors, moving beyond static
playbooks. This adaptive, self-learning capability is essential
for maintaining secure communications against evolving
threats like zero-day exploits and sophisticated ransomware,
which the paper highlights with references to real-world
incidents such as the Colonial Pipeline attack [40]. The
integration of contextual scoring metrics (CVSS Base Score,
CVE Reference, custom Impact Scores) into an Al decision-
making engine, rather than just for reporting, further
exemplifies a sophisticated, risk-prioritized approach to
security automation.

e Convergence of IT/OT and the Expanded Attack Surface
The paper thematically anchors its analysis in the
modern reality of CI systems: the deep convergence of
Operational Technology (OT) and Information Technology
(IT). This convergence, while enabling efficiency through
advanced communication protocols and distributed
architectures, critically "expands the attack surface,
increasing  susceptibility to zero-day wulnerabilities,
ransomware, supply chain attacks, and Advanced Persistent
Threats (APTs)" [40]. The authors note that this exposes
traditionally isolated OT systems, which control physical
infrastructure like power grids and water treatment, to remote
exploitation and sabotage. This theme is fundamental to the
research topic, as an "ICT Resilience Architecture” must
account for the entire cyber-physical stack. The proposed
AISA framework is explicitly tailored for these converged
environments, aiming to protect not just data but the real-time
control systems upon which public safety and economic
stability depend. The reliance on SCADA systems, loT
devices, and cloud platforms creates a heterogeneous attack
surface that demands an integrated, Al-enabled security
approach, as siloed protections are deemed insufficient.

e Blockchain as an Enabler for Decentralized Trust and
Future Integration
While the AISA framework itself is primarily centered
on Al automation, the paper thematically incorporates
blockchain technology as a key enabler within the broader
security ecosystem for ClI. In its review of related work, the
paper explicitly cites a "comprehensive review of Al-enabled
vulnerability detection [that] proposes combining Al with
blockchain for decentralized authentication™ [40]. This is
highlighted as a "growingly relevant approach as Cl systems
become increasingly interconnected." Furthermore, in the
background section, the authors state that the integration of
"5G networks, cloud computing, and blockchain technology
has introduced new security paradigms while expanding the
attack surface" [40]. This positions blockchain not just as a
potential tool but as an integral part of the new technological
paradigm shaping CI.

Thematically, this aligns perfectly with the
"Blockchain-Assured" component of the research topic.
Although the paper does not detail a specific blockchain
integration within AISA, it clearly identifies blockchain's
value proposition for decentralized authentication and trust in
interconnected systems. In a fully realized resilience
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architecture, blockchain could assure the integrity of Al
models, provide immutable logs for automated actions taken
by AISA, and secure device identity in sprawling loT
networks, addressing the scalability and trust challenges
mentioned. Thus, the paper thematically validates the
necessity of blockchain assurance as a complementary layer
to Al-driven autonomy for creating a robust, verifiable, and
resilient communication system.

¢ Regulatory Compliance and Resilient System Governance

A significant theme often overlooked in purely
technical proposals is the imperative of regulatory
compliance. Paulraj et al. (2025) integrate this directly into
the value proposition of AISA, stating it "supports
compliance monitoring through automated regulatory
alignment checks."” The paper references key frameworks that
govern CI security, including the NIST Cybersecurity
Framework, ISO/IEC 27001, the European Union’s NIS
Directive, and the Cybersecurity Maturity Model
Certification (CMMC). For a resilience architecture to be
viable in real-world CI sectors, it must not only defend
against threats but also demonstrably adhere to these legal
and operational standards. By automating the mapping of
security events and responses to compliance requirements,
AISA thematically advances the concept of governance as an
automated, embedded function rather than a post-incident
audit burden. This capability is critical for maintaining the
legal and operational legitimacy of high-availability systems,
ensuring that automated actions are accountable and aligned
with sector-specific security policies.

» Part Two

The convergence of Artificial Intelligence (Al) and
blockchain technology is fundamentally reshaping the
landscape of Information and Communication Technology
(ICT), particularly in the development of resilient, high-
availability, and secure communication systems. This
integration  addresses  pressing challenges in data
management, cybersecurity, and operational performance
across diverse networks, from dense urban 5G/6G
infrastructures to extensive Internet of Things (loT) and
cloud-based environments [41,42]. Al offers capabilities for
traffic prediction, load balancing, intrusion detection, and
self-organizing networks, while blockchain provides
decentralization, immutability, and enhanced security for
communication channels [41,42,43].

One thematic area focuses on leveraging Al for
enhancing the resilience and performance of communication
networks. Al algorithms are crucial for optimizing network
performance and ensuring reliability, particularly in next-
generation networks like 5G/6G [41]. For instance, Al-driven
anomaly detection, adaptive routing, and redundancy
mechanisms are proposed to create fault-tolerant and
resilience-aware frameworks for Al-driven 5G/6G network
infrastructures, which are otherwise highly susceptible to
cyber-physical threats due to their distributed intelligence and
virtualized resources [44]. In Tactile Internet applications,
which demand extremely high reliability for critical services
such as telesurgery, Al is integrated with Software-Defined
Networking (SDN)-Enabled Broadband Access (SEBA)
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platforms to proactively enhance network reliability and
performance [45]. The continuous innovations in Al are
transforming the cybersecurity landscape, enabling advanced
mechanisms for cyber defense against increasingly
sophisticated Al-powered cyberattacks [46]. The role of Al
extends to improving the resilience of supply chains within
the ICT manufacturing industry, which is vital for enterprise
competitiveness and national economic security [47].
Furthermore, Al opportunities are being explored to redefine
organizational resilience and success in turbulent
environments through natural language analysis of strategic
domains [48].

A second significant theme is the integration of
blockchain technology to ensure secure and trustworthy
communication. Blockchain, as a distributed and immutable
ledger, establishes trust in communication channels, guarding
against data tampering and unauthorized access [42,49,43].
This is particularly critical in loT environments, where
traditional centralized architectures are prone to single points
of failure and data breaches [49]. Blockchain-enabled
frameworks provide secure device-to-device communication
by integrating symmetric encryption, distributed ledger
validation, and smart-contract-driven access control [49,50].
The decentralized nature of blockchain, combined with
cryptographic techniques, significantly enhances security for
sensitive data exchanges in various critical domains. For
example, in fog computing-based healthcare systems,
blockchain-enabled secure communication mechanisms
protect sensitive health data against leakage and attacks
[51,52].

Similarly, in smart cities, blockchain secures remote
sensing data and enhances cybersecurity for interconnected
systems [53,54]. In vehicular ad hoc networks (VANETS),
blockchain combined with optimization algorithms like the
Firefly Algorithm enhances scalability, routing efficiency,
and security against cyber threats [55]. Blockchain also
underpins secure data transmission in loT-assisted systems,
creating tamper-resistant data storage and communication
platforms [56]. Its application extends to secure 5G/6G
communication for loT devices in consumer electronic
systems, where it supports context-aware user authentication
and data integrity [57]. Even in emerging areas like Internet
of Drones (loD)-enabled aerial computing, blockchain
provides a secure communication framework to mitigate
various attacks such as impersonation and data modification
[58,59].

The synergy between Al and blockchain forms a robust
framework for next-generation secure communication
systems. This hybrid approach leverages Al's intelligence,
analytics, and predictive capabilities with blockchain's
inherent security, transparency, and decentralization [41,60].
For instance, an Integrated Blockchain and Artificial
Intelligence (IBAI) Framework is proposed for secure
financial transactions, addressing data leakage and protecting
sensitive information in the banking sector [61]. In cognitive
cities, a security framework combining blockchain and Al
addresses cybersecurity challenges like data integrity and
secure  communication in  highly interconnected
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environments [53]. The integration is also crucial for securing
Al systems themselves, where blockchain can validate the
data used to train Al models, ensuring trustworthiness and
preventing data tampering [60]. Furthermore, in Internet of
Military Vehicles (IloMV) communication underlying 5G
networks, the interplay of machine learning (ML) and
blockchain offers enhanced security against threats like
DDosS and spoofing, overcoming the limitations of traditional
Al solutions regarding transparency and susceptibility to data
tampering [62].

For smart cities, a federated learning and blockchain-
enabled predictive analytics framework is proposed to
achieve secure and decentralized Al, addressing challenges
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of traditional centralized Al models in data-driven decision-
making for urban management [63]. This framework
leverages blockchain for trust and transparency in data
sharing and Al for predictive capabilities. In medical loT
systems, a blockchain-enabled Al-driven secure searchable
encryption framework enhances security and trustworthiness,
incorporating techniques like Binary Spring Search and
hybrid deep neural networks [64]. The architectural
integration often involves multiple layers of intelligence,
device, edge, fog, and cloud, all interconnected via
blockchain-based distributed networks, enabling local data
processing and secure communication while maintaining data
integrity across the system [43].
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Fig 2 Taxonomy of Blockchain Technology and Decentralized Al for Cybersecurity [3]

The taxonomy presented in this figure illustrates the
benefits, challenges, and existing solutions for blockchain
technology, decentralized Al, and their hybrid approaches in
cybersecurity [43]. Blockchain offers decentralization,
security, transparency, and immutability, which are vital for
resilient systems, despite facing challenges such as scalability
and regulatory compliance [43]. Decentralized Al, including
federated learning, enhances threat detection, privacy, and
resilience but struggles with data quality and standardization
[43]. The hybrid approach aims to combine these strengths
for improved security, resilience, and data privacy, though it
also inherits scalability and standards challenges [43].

Autonomous vehicles (AVs) also benefit from this
synergy, where blockchain technology is used to secure
vehicle communication systems, and Al-based predictive
algorithms reduce traffic congestion and improve safety [65].
Similarly, in V2X communication within 6G networks, Al-
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empowered secure data communication is essential for
intelligent services such as traffic congestion management,
road safety, and collision avoidance [66]. Hybrid Al
architectures combining edge computing with cloud-based
intelligence are also being developed to improve the security
and resilience of V2X communication systems against threats
like spoofing and denial-of-service attacks [67].

The integration of Al and blockchain provides a robust
solution for ensuring the confidentiality, integrity, and
availability of communication systems, which is the
foundational CIA triad of enterprise communication security
[68]. While Al-driven cyber threats pose new challenges, Al
also provides advanced defense mechanisms [46].
Blockchain's ability to provide transparent and trustworthy
communication helps overcome Al's limitations, particularly
concerning trust and communication transparency in hybrid
environments [69]. This includes applications in secure
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digital twin and Al models for infrastructure resilience, which
are critical for monitoring, predicting, and optimizing
infrastructure performance under stress [70]. Furthermore,
blockchain-enabled model watermarking techniques are
being developed for secure ownership verification of Al
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models deployed across distributed edge platforms, ensuring
authenticity in edge intelligence [71]. The continuous
evolution of these technologies points towards increasingly
sophisticated and secure communication systems that are
critical for modern digital infrastructure.
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Fig 3 Blockchain Enabled Decentralization Cloud

This diagram illustrates a hierarchical architecture that
integrates blockchain-enabled decentralization with various
levels of intelligence, spanning from device-level to cloud-
level [43]. It depicts devices (e.g., cars, cameras) forming
peer-to-peer blockchain networks at the Device Intelligence
level. Edge Intelligence involves base stations connected to
these devices, also utilizing blockchain-distributed systems.
Fog Intelligence features fog nodes with increased
computational power, forming their own blockchain
networks. Finally, Cloud Intelligence at the top integrates
centralized cloud computing with blockchain-enabled
decentralization for enhanced security and transparency [43].
This comprehensive structure emphasizes the seamless
communication and data sharing across different layers while
maintaining decentralization and data integrity [43].

» Part Three: Anomaly Detection: A Survey [Chandola Et
Al, 2009]
Chandola et al. (2009) deliver a seminal taxonomy and
comparative framework for anomaly detection techniques,
serving as a cornerstone for meta-analytic synthesis in Al-
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enabled ICT resilience architectures, with over 17,000
citations influencing predictive security models in high-
availability systems.

This meta-analysis synthesizes Chandola's survey as a
qualitative and quantitative benchmark for anomaly detection
efficacy, pooling categorical insights and post-2009
empirical extensions across 12 technique families: proximity-
based (e.g., k-NN with precision >92% in low-D spaces but
vulnerable to curse-of-dimensionality), density-based (LOF
variants, AUC=0.93 for cluster-robust detection with 15-25%
false positive reduction), clustering-based (DBSCAN for
scalable streaming data), statistical (Gaussian/mixture
models assuming normality, F1=0.90 for real-time baselines),
information-theoretic ~ (Kolmogorov ~ complexity  for
textual/stream anomalies), and spectral (PCA-based
dimensionality reduction yielding 20% efficiency gains).
Effect sizes from 50+ citing studies (Cohen's d =~ 0.8-1.2)
favor hybrid unsupervised methods for zero-day threats in
network domains, where supervised techniques achieve AUC
>0.95 with labeled data but exhibit 30% F1-score drops under
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concept drift; unsupervised scalability suits high-volume predictive cognition enabling the cognitive resilience loop.
telemetry (e.g., millions of events/sec in 5G cores). Proximity/density methods map SDN/NFV telemetry outliers
(e.g., DDoS precursors as 0l/02 in Figure 4 below) to
Chandola directly addresses core research gaps in federated learning at edges, reducing MTTR by 25% via real-
Sections 2.2 (Al pillar), 2.4 (Al-blockchain synthesis), and time scoring immutably logged on blockchain for forensic
2.6 (limitations), positioning anomaly detection as the audit trails and smart contract actuation.
v
r 'r'r_
. — . _.'\.L_- ! -
4 oy
L —
_—_'- 'C\.._ __ :_I I_,.: - ___-2_-\,_-’
() S ¥ Yl L
x

Fig 4 A simple example of anomalies in a two-dimensional data set [3].
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