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Abstract: 

 

 Purpose: 

This study synthesizes global forensic accounting research, identifying critical barriers to fraud detection, evaluating 

technological integration, and proposing a unified framework to bridge gaps between academic preparedness, professional 

practice, and regulatory enforcement. 

 

 Design/Methodology/Approach: 

A systematic literature review (SLR) followed PRISMA 2020 guidelines. After screening 485 records, 57 peer-reviewed 

studies (2007–2026) were analyzed using thematic synthesis. Quality was assessed via JBI checklist. 

 

 Findings: 

Four dominant themes emerged: Education & Curriculum (35%), Technology & Cybersecurity (28%), Professional 

Practice (22%), and Regulatory Frameworks (15%). A "Triple Disconnect" is identified: severe educational supply-demand 

mismatch (<3% global program penetration); skills-awareness gap (78% awareness vs. 42% formal training); and 

technology-internal control dependency. The study proposes an Integrated Forensic Accounting Effectiveness Framework 

(FAEF). 

 

 Originality/Value:  

This review integrates Fraud Triangle and Agency Theory, presenting a novel FAEF framework and strategic roadmap 

for building resilient financial ecosystems. 
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I. INTRODUCTION 

 

 The Escalating Threat of Digital Financial Crime 

The global financial system is undergoing an 

unprecedented digital transformation. While this 

transformation has brought efficiency, accessibility, and 

innovation, it has simultaneously created a fertile ground for 
sophisticated financial crimes. The past two decades have 

witnessed a series of high-profile corporate scandals that have 

shaken investor confidence and exposed fundamental 

weaknesses in traditional financial auditing. From the Enron 

and WorldCom scandals in the early 2000s to the Satyam 

fraud in India (2009), the Libor manipulation scandal, and 

more recently the Wirecard collapse in Germany (2020) and 

numerous banking frauds across the globe, the pattern is 

clear: conventional auditing mechanisms are increasingly 

inadequate to detect and prevent complex financial 

irregularities (Sharma, 2025; Dave and Patel, 2023; Ghorai, 

2023). 

 

The scale of financial fraud has reached alarming 

proportions. According to the Association of Certified Fraud 
Examiners (ACFE, 2024), organizations lose approximately 

5% of their annual revenue to fraud, translating to global 

losses exceeding $4.5 trillion annually. These losses are not 

merely financial; they erode public trust, destabilize markets, 

and undermine the fundamental integrity of financial 

systems. The limitations of traditional audits—which are 

designed primarily to express an opinion on financial 

statements rather than to detect fraud—have become 
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increasingly apparent in this environment of escalating 
financial crime (Pearson and Singleton, 2008; Lewis, 2026). 

 

 The Emergence of Forensic Accounting 

Forensic accounting has emerged as a critical response 

to these challenges. As an interdisciplinary field, forensic 

accounting amalgamates accounting expertise, investigative 

skills, legal knowledge, and increasingly, technological 

proficiency. Unlike traditional auditing, which follows 

standardized procedures to provide reasonable assurance 

about financial statements, forensic accounting is specifically 

designed to investigate suspected fraud, gather evidence 
suitable for legal proceedings, and support litigation (Sharma 

and Rani, 2024; Thakur, 2024). 

 

The scope of forensic accounting extends across 

multiple domains. It encompasses fraud detection and 

prevention, financial investigation, dispute resolution, expert 

testimony, and litigation support. Forensic accountants are 

often called upon to trace assets, quantify financial losses, 

identify patterns of fraudulent behavior, and provide expert 

opinions in court (Everhart, 2023; Collins, 2026). Their work 

requires not only technical accounting competence but also 

investigative intuition, legal awareness, and the ability to 
communicate complex financial information clearly to non-

specialists, including judges and juries (DiGabriele, 2007; 

Ciger and Topsakal, 2015). 

 

The demand for forensic accounting services has grown 

exponentially. Corporations, regulatory bodies, law 

enforcement agencies, and legal practitioners increasingly 

recognize the value of specialized investigative expertise in 

uncovering financial misconduct. This demand has been 

further amplified by regulatory reforms following major 

scandals. In India, for instance, the Institute of Chartered 
Accountants of India (ICAI) introduced the Forensic 

Accounting and Investigation Standards (FAIS) in 2023, 

mandating forensic capabilities for certain types of 

assignments (Sharma, 2025; Chetry, 2024). Similar 

regulatory developments have occurred across jurisdictions, 

reflecting a global recognition of the need for enhanced 

investigative capacity in the accounting profession. 

 

 The Convergence of Financial Fraud and Cybersecurity 

The digital era has fundamentally altered the nature of 

financial crime. Cybercriminals exploit technological 

vulnerabilities to perpetrate frauds that transcend 
geographical boundaries and traditional investigative 

approaches (Matar, 2023; Daraojimba, 2023). The 

convergence of financial fraud and cybersecurity has created 

a new paradigm where financial crime is increasingly cyber-

enabled and cybercrime increasingly financially motivated. 

 

This convergence manifests in several ways. 

Cybercriminals use phishing and social engineering to gain 

unauthorized access to financial systems. Ransomware 

attacks demand cryptocurrency payments, creating complex 

money laundering challenges. Identity theft and synthetic 
identity fraud enable criminals to open accounts, obtain 

credit, and commit fraud under false identities. Deepfake 

technology is being used to circumvent biometric 

authentication systems. Automated bot attacks target 
financial platforms, while cryptocurrency mixers and privacy 

coins facilitate money laundering (Ismail AL-Hadi and Al-

Shaibany, 2024; Akinola et al., 2024). 

 

These developments have significant implications for 

forensic accounting practice. Traditional manual examination 

methods are no longer sufficient to detect technology-enabled 

frauds. Forensic accountants must now master digital 

investigative tools, analyze large datasets, investigate 

blockchain transactions, and understand cybersecurity 

vulnerabilities (Alexander and Wang, 2026; AL-Hadi and Al-
Shaibany, 2024). The integration of Artificial Intelligence 

(AI), Machine Learning (ML), and data analytics has become 

essential for keeping pace with increasingly sophisticated 

fraud schemes. 

 

Empirical evidence demonstrates the impact of these 

technological advances. Recent research indicates that AI and 

blockchain integration has increased fraud detection rates 

from approximately 60% in 2020 to 80% in 2024 (Celestin 

and Mishra, 2025; Lită et al., 2025). These improvements 

reflect the ability of AI-powered systems to identify patterns, 

anomalies, and relationships that would be impossible for 
human analysts to detect manually. However, these 

technological advances are not a panacea. Research 

consistently emphasizes that the effectiveness of 

technological interventions depends heavily on the quality of 

organizational internal controls and the competence of 

personnel implementing them (Daud and Patandean, 2025; 

Akinola et al., 2024). 

 

 Theoretical Foundations 

This review is anchored in two established theoretical 

frameworks that provide explanatory power for 
understanding forensic accounting's role in fraud prevention 

and detection. 

 

The Fraud Triangle, originally proposed by 

criminologist Donald R. Cressey (1953), posits that fraud 

occurs when three conditions are present: 

 

 Pressure (or Motivation):  

Financial need, personal debt, lifestyle expectations, 

organizational performance pressures, or addiction issues that 

drive individuals to consider fraudulent behavior. Forensic 
accounting education and awareness help individuals 

recognize and resist these pressures. 

 

 Opportunity:  

Weak internal controls, inadequate oversight, lack of 

segregation of duties, or the ability to override existing 

controls that enable fraud execution. Technology and AI 

systems disrupt opportunity by closing loopholes and 

enabling continuous monitoring. 

 

 Rationalization:  

The psychological justification that fraudsters use to 
reconcile their fraudulent actions with their self-perception as 

ethical individuals. Strong professional ethics, regulatory 
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frameworks, and a culture of accountability reduce 
rationalization opportunities. 

 

The Fraud Triangle has been widely applied in forensic 

accounting research and provides a useful framework for 

understanding the motivations and circumstances that lead to 

fraud (Everhart, 2023; Edward et al., 2025). In the digital 

context, we argue that the Fraud Triangle should be extended 

to include a fourth dimension: Cybersecurity Vulnerability. 

The digital era has introduced new forms of opportunity that 

traditional fraud theories do not fully capture, necessitating 

this theoretical extension. 
 

Agency Theory, developed by Jensen and Meckling 

(1976), explains the conflicts that arise between principals 

(shareholders or owners) and agents (managers or employees) 

in organizational contexts. Key concepts of Agency Theory 

include: 

 

 Information Asymmetry:  

Agents possess more information about organizational 

operations and financial performance than principals, 

creating opportunities for opportunistic behavior. 

 

 Agency Costs:  

The costs incurred by principals to monitor agent 

behavior, align interests, and reduce information asymmetry. 

 

 Moral Hazard:  

The risk that agents may act in their self-interest rather 

than in the interest of principals. 

 

Forensic accounting serves as a monitoring mechanism 

under Agency Theory, reducing information asymmetry and 

agency costs. By detecting and preventing fraud, forensic 
accountants help align agent behavior with principal 

objectives, enhancing corporate governance and transparency 

(Gabriel and Zafer, 2025; Lewis, 2026). This theoretical 

perspective highlights the role of forensic accounting as a 

governance mechanism and underscores the importance of 

regulatory frameworks that mandate independent oversight. 

 

 The "Triple Disconnect" Problem 

Despite the growing importance of forensic accounting 

globally, the field faces significant challenges. These 

challenges can be conceptualized as a "Triple Disconnect" : 
 

First, the disconnect between educational provision and 

industry demand. Academic institutions are not producing 

sufficient graduates with forensic accounting competencies, 

despite high and growing market demand. Evidence from 

multiple countries reveals critically low penetration of 

forensic accounting programs: only 27 out of 1,074 Indian 

universities offer specialized programs (Modi and Shah, 

2024); less than 3% of AACSB-accredited US schools 

provide standalone courses (Meier et al., 2010); and studies 

from Oman, Jordan, and Nigeria similarly highlight 

educational gaps (Rehman et al., 2024; Alkhalalieh et al., 
2024; Agbor, 2023). 

 

Second, the disconnect between professional awareness 
and practical training. While 78% of auditors acknowledge 

the value of forensic auditing, only 42% have received formal 

training in forensic techniques (Devi and Saini, 2023; Mann 

and Kumar, 2025). This skills gap undermines the 

effectiveness of forensic interventions and limits the adoption 

of emerging technologies. 

Third, the disconnect between technological capability 

and operational execution. Advanced forensic tools exist, but 

their effectiveness depends entirely on the strength of 

organizational internal controls (Daud and Patandean, 2025). 

High implementation costs, resource constraints, and limited 
organizational support further impede adoption (Parveezulla 

et al., 2024; Njanike et al., 2009). 

 

These disconnects are not merely operational 

challenges; they represent fundamental structural issues that 

require coordinated action across educational, professional, 

regulatory, and organizational domains. This systematic 

review aims to provide a comprehensive synthesis of existing 

research, identify the critical barriers to effective forensic 

accounting, and propose an integrated framework for 

addressing these challenges. 

 
 Research Questions 

 RQ1:  

What are the dominant thematic areas and geographic 

concentrations in global forensic accounting research? 

 

 RQ2:  

What specific educational, technological, professional, 

and institutional barriers hamper effective fraud detection and 

prevention? 

 

 RQ3: 
How can a unified, integrated framework mitigate these 

barriers to enhance the effectiveness of forensic accounting 

in fraud detection and cybersecurity? 

 

II. METHODOLOGY 

 

 Research Design 

This study employs a systematic literature review 

(SLR) approach, adhering to the Preferred Reporting Items 

for Systematic Reviews and Meta-Analyses (PRISMA) 2020 

guidelines (Page et al., 2021). The PRISMA framework 
provides a structured methodology for identifying, screening, 

and synthesizing relevant literature, ensuring transparency, 

reproducibility, and methodological rigor. Systematic 

literature reviews are particularly appropriate for 

synthesizing research in interdisciplinary fields such as 

forensic accounting, where studies employ diverse 

methodologies and theoretical perspectives (Kaur and Sood, 

2023; Singh and Kumari, 2025). 

 

 Search Strategy and Data Sources 

A comprehensive search was executed in April 2026 

across the following academic databases: 
 

 Scopus 

 Web of Science (WoS) 
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 SSRN (Social Science Research Network) 

 Google Scholar 

 Taylor and Francis Online 

 Emerald Insight 

 ScienceDirect 

 ProQuest Dissertations and Theses 

 

The search strategy employed Boolean operators to 

combine keywords effectively. The primary search string 

was: 

 

("forensic accounting" OR "forensic auditing" OR "forensic 
accountant" OR "fraud examination") 

 

AND 

 

("fraud detection" OR "fraud prevention" OR "financial 

fraud" OR "financial crime" OR "fraud investigation") 

 

AND 

 

("cybersecurity" OR "digital forensics" OR "cybercrime" OR 

"information security") 
 

AND 

 

("education" OR "curriculum" OR "training" OR 

"professional development" OR "competence") 

 

OR 

 

("regulation" OR "governance" OR "legal framework" OR 

"policy" OR "accreditation" OR "standards") 

 
The time period for the search was set from 2007 to 

2026. This 20-year window was selected to capture the 

evolution of forensic accounting from the early digital era to 

the current period of rapid AI integration. 

 

 Inclusion and Exclusion Criteria 

 

 Inclusion Criteria: 

 

 Peer-reviewed journal articles, conference proceedings, or 

high-quality working papers 

 Studies published between 2007 and 2026 
 Studies explicitly focusing on forensic accounting, 

forensic auditing, fraud detection, or cybersecurity 

integration 

 Empirical, conceptual, or mixed-methods research 

 Studies with clear methodological descriptions 

 Studies published in English 

 Studies accessible in full-text 

 

 Exclusion Criteria: 

 

 Non-academic sources (magazines, blogs, opinion pieces, 
book reviews) 

 Studies solely on traditional financial auditing without 

forensic implications 

 Studies focusing on non-financial fraud types without 
reference to forensic accounting 

 Studies without clear methodological rigor 

 Studies not available in English 

 Duplicate publications of the same study 

 

 Study Selection and Screening Process 

 

 Phase 1: Identification 

 

 485 records were initially identified through database 

searching 
 73 additional records were identified through citation 

tracking 

 After removing duplicates, 412 unique records remained 

 

 Phase 2: Screening 

 

 Two independent reviewers screened titles and abstracts 

against inclusion criteria 

 285 records were excluded during this phase 

 Inter-rater agreement was 92%, with disagreements 

resolved through discussion 

 

 Phase 3: Eligibility 

 

 Full-text articles of the remaining 127 records were 

retrieved and assessed 

 70 full-text articles were excluded for reasons including: 

wrong focus (38), weak methodology (22), and 

insufficient data (10) 

 

 Phase 4: Inclusion 

 

 A total of 57 studies were included in the final qualitative 
synthesis 

 The included studies comprise: 36 peer-reviewed journal 

articles, 8 conference proceedings, 9 doctoral theses and 

working papers, and 4 book chapters and monographs 

 

 Quality Assessment 

To ensure the robustness of included studies, the JBI 

(Joanna Briggs Institute) Critical Appraisal Checklist for 

analytical and descriptive studies was employed. 

 

 Each Study was Evaluated on the Following Five 
Criteria: 

 

 Clarity of Research Objectives: Are the research 

objectives clearly stated and justified? 

 Methodological Rigor: Is the methodology appropriate 

and clearly described? 

 Data Sufficiency: Is the sample size adequate to support 

the conclusions? 

 Validity of Findings: Are the findings supported by the 

data presented? 

 Practical Relevance: Does the study have clear 
implications for practice? 
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 Each Criterion was Scored as: 
 

 2 = Adequate/Yes 

 1 = Partial/Unclear 

 0 = Inadequate/No 

 

Studies scoring 8 out of 10 or higher were considered 

high quality and prioritized for thematic synthesis. All 57 

included studies met this threshold. 

 

 Data Extraction and Thematic Synthesis 

A standardized data extraction form was developed and 
piloted on five studies. The form captured: 

 

 Bibliographic details (author, year, title, journal/source) 

 Country/region of study 

 Research objective and research questions 

 Research design and methodology 

 Sample characteristics 

 Key findings and contributions 

 Identified limitations 

 Research gaps identified for future research 

 

Data were synthesized using thematic analysis, 
following a structured six-phase approach: 

 

 Phase 1: Familiarization – All 57 studies were read in 

detail to gain comprehensive understanding 

 Phase 2: Open Coding – Each study was systematically 

coded line-by-line, generating 215 initial codes 

 Phase 3: Theme Generation – Codes were grouped into 

broader thematic categories through an iterative process 

 Phase 4: Theme Review – Themes were reviewed against 

the original data to ensure accurate representation 

 Phase 5: Theme Definition – Each theme was clearly 
defined and named 

 Phase 6: Report Writing – Themes were presented with 

supporting evidence and linked to research questions 

 

III. RESULTS 

 

 Overview of Included Studies 

The systematic review included 57 studies published 

between 2007 and 2026. The distribution of studies reflects 

growing academic interest in forensic accounting, with a 

notable surge in publications after 2020, corresponding with 

digital transformation and the rise of cyber-enabled financial 
crimes. 

 

 Geographical Distribution: 

 

Table 1 Geographical Distribution 

Region Percentage Key Characteristics 

India 25% Rapid economic growth; increasing corporate frauds; ICAI FAIS 2023 reforms 

USA 18% Curriculum development; professional certification; pedagogical innovations 

Southeast Asia 18% Student perceptions; career motivations; internal controls 

Middle East 10% Faculty shortages; multi-stakeholder surveys 

Africa 9% Foundational skills; corruption focus 

UK/Australia 9% Experiential learning; industry-academia ties 

Europe/China 8% Emerging research; cross-cultural insights 

Multi-country 3% Comparative studies 

 

 Methodological Trends: 

 

Table 2 Methodological Trends 

Methodology Percentage 

Survey/Quantitative 35% 

Qualitative/Conceptual 28% 

Mixed-Methods 18% 

Systematic Literature Reviews 12% 

Bibliometric Analysis 7% 

 

 Temporal Trends: 

 
Table 3 Temporal Trends 

Period Studies Key Focus 

2007–2012 6 Foundational issues; digital environment awareness 

2013–2018 14 Educational gaps; curriculum development 

2019–2023 21 AI integration; cybersecurity convergence 

2024–2026 16 Advanced technologies; regulatory reforms 
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 PRISMA Flow Diagram 
 

 
Fig 1 PRISMA Flow Diagram 

 

 Thematic Findings 

 
Table 1 Thematic Distribution of Forensic Accounting Literature 

Theme % Key Focus Areas Key References 

Education & 

Curriculum 

35% Curriculum design; pedagogical 

methods; student perceptions; 

skills gap 

Modi and Shah (2024); Dave and Patel (2023); Nouri (2025); 

Muterera (2024); Chandra and Anitha (2020); Pande (2019); 

Agbor (2023); Alkhalalieh et al. (2024) 

Technology & 

Cybersecurity 

28% AI/ML; digital forensics; 

blockchain; detection rates 

Celestin and Mishra (2025); Alexander and Wang (2026); Lită et 

al. (2025); Daraojimba (2023); AL-Hadi and Al-Shaibany (2024); 

Akinola et al. (2024); Matar (2023); Collins (2026) 

Professional 

Practice 

22% Practitioner perceptions; 

internal controls; audit quality 

Collins (2026); Lewis (2026); Mann and Kumar (2025); Edward 

et al. (2025); Sharma and Rani (2024); Thakur (2024); Daud and 

Patandean (2025) 

Regulatory 

Frameworks 

15% Legal frameworks; governance; 

accreditation; policy 

Najih (2025); Everhart (2023); Issa (2023); DiGabriele (2007); 

Rathnasiri and Bandara (2018); Saxena and Kumar (2021) 

Total 100% 
  

 

 Key Findings by Theme 

 

 Theme 1: Education and Curriculum Development (35%) 
The most extensively researched theme reflects global 

recognition that structured academic training is fundamental 

to professional competence in forensic accounting. 

 Educational Gaps: 

 

 India:  

Only 27 out of 1,074 UGC-approved universities offer 
specialized forensic programs (2.5% penetration) (Modi and 

Shah, 2024). Chandra and Anitha (2020) note that while 
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professional bodies offer certificate courses, formal degrees 
remain nascent. Dave and Patel (2023) highlight that many 

Indian accountants lack expertise for court testimony. Ghorai 

(2023) emphasizes the need to shift from traditional 

"watchdog" to investigative "bloodhound" approach. Gaurav 

and Aman (2022) recommend integrating forensic accounting 

as an elective paper. 

 

 USA:  

Less than 3% of AACSB-accredited programs offer 

separate forensic programs; fewer than 20% provide specific 

fraud examination courses (Meier et al., 2010). Nouri (2025) 
found significant differences between student and 

professional perspectives on 15 out of 21 core forensic topics. 

 

 Middle East:  

Rehman et al. (2024) found forensic accounting only 

indirectly addressed in Omani curricula. Alkhalalieh et al. 

(2024) identified faculty shortages and lack of job clarity as 

primary obstacles in Jordan. Issa (2023) found similar 

barriers in Libya. Elzain (2021) found high faculty awareness 

but institutional challenges in Saudi Arabia. 

 

 Africa:  
Agbor (2023) found that incorporating forensic topics 

significantly enhances fraud detection skills in Nigerian 

universities. Abiola and Adisa (2020) confirmed demand is 

rising but dedicated courses are scarce. 

 

 Southeast Asia:  

Sari et al. (2022) found Indonesian accounting 

education outdated for fraud detection competencies. 

Muterera (2024) advocated for specialized courses across the 

region. 

 
 Pedagogical Approaches: 

Alshurafat et al. (2020) advocate experiential learning 

as the "signature pedagogy" for forensic accounting. Othman 

and Laswad (2019) demonstrated that case-based learning 

significantly improves critical thinking and fraud detection. 

Pande (2019) showed that interactive games and simulations 

develop professional skepticism and investigative flexibility. 

 

 Student Perceptions: 

Turnip et al. (2022) found both intrinsic and extrinsic 

motivation drive career choice in Indonesia. Isahak et al. 

(2025) found Malaysian students show interest but lack 
career guidance. Matejić et al. (2025) found Serbian students 

favor interactive, technology-oriented teaching methods. 

Milojević et al. (2025) found low familiarity with forensic 

accounting as a career option. Samsuri et al. (2016) identified 

attitudes and motivation as primary factors influencing career 

entry. 

 

 Theme 2: Technology Integration and Cybersecurity 

(28%) 

This theme reflects growing recognition that digital 

transformation has fundamentally changed financial crime 
and forensic investigation. 

 

 

 AI and Machine Learning: 
Celestin and Mishra (2025) reported detection rates 

rising from 60% (2020) to 80% (2024) with AI/blockchain 

integration. Lită et al. (2025) found sharp increase in 

academic interest regarding AI and big data. Daraojimba 

(2023) emphasized that as fraud schemes become 

technology-driven, forensic accounting becomes crucial for 

addressing modern threats. 

 

 Digital Forensics: 

Alexander and Wang (2026) emphasized integration of 

forensic accounting with cyber forensics. AL-Hadi and Al-
Shaibany (2024) outlined tools like FTK and Encase for 

analyzing datasets. Ismail AL-Hadi and Al-Shaibany (2024) 

stressed that manual examination is insufficient for 

sophisticated cybercrimes. Gurpreet Kaur (2021) 

demonstrated use of SAP audit trails for fraud detection. 

 

 Critical Caveat – Internal Controls: 

Daud and Patandean (2025) empirically demonstrated 

that technology has no direct impact on fraud detection 

without strong internal controls. Akinola et al. (2024) stressed 

the need for community-centric, ethical AI frameworks. 

 
 Cybersecurity Integration: 

Collins (2026) showed how forensic accounting 

strengthens enterprise risk management. Matar (2023) 

examined the convergence of financial and cybercrime. 

Govar Araz et al. (2025) found forensic auditing significantly 

strengthens internal control mechanisms. 

 

 Theme 3: Professional Practice and Fraud Detection 

(22%) 

This theme focuses on practical applications, detection 

methodologies, and practitioner perceptions. 
 

 Detection Methodologies: 

Lewis (2026) emphasized forensic techniques like ratio 

analysis and Benford's Law for detecting earnings 

manipulation. Sharma and Rani (2024) used the ACFE fraud 

tree to identify motivations and investigative skills. Thakur 

(2024) categorized frauds into corruption, asset 

misappropriation, and financial statement fraud. Edward et al. 

(2025) argued forensic auditing is fundamentally more 

effective than traditional auditing. 

 
 Practitioner Perceptions: 

Mann and Kumar (2025) found high awareness but 

noted it does not guarantee actual adoption. Parveezulla et al. 

(2024) identified high costs, lack of training, and limited 

resources as implementation barriers. Sharma (2025) 

documented India's transformative phase driven by ICAI 

FAIS 2023. Atagan and Kavak (2017) identified internal 

control as the most critical tool in Turkey. Okoye and Okaro 

(2011) found forensic techniques significantly reduce the 

audit expectation gap in Nigeria. 

 

 Sectoral Applications: 
Njanike et al. (2009) found forensic auditing effective 

in Zimbabwean banking but hampered by management 

interference. Osorio-Pina et al. (2022) applied forensic 
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auditing to higher education institutions. Gabriel and Zafer 
(2025) highlighted forensic accounting's role in strengthening 

investor confidence. 

 

 Theme 4: Regulatory Frameworks and Governance (15%) 

This theme examines institutional support, legal 

frameworks, and governance structures. 

 

 Regulatory Landscape: 

Najih (2025) found forensic auditing succeeds only 

with robust regulatory frameworks in emerging economies. 

Saxena and Kumar (2021) noted guidelines exist (RBI, ICAI) 
but consistency and enforcement are lacking. Rathnasiri and 

Bandara (2018) identified legal framework as crucial for Sri 

Lankan development. 

 

 Institutional Barriers: 

Issa (2023) found curriculum flexibility and faculty 

shortages as barriers in Libya. Elzain (2021) identified 

institutional challenges in Saudi Arabia despite faculty 

support. Sofianti et al. (2014) found strong stakeholder 

support but perception differences in Indonesia. Ciger and 

Topsakal (2015) found insufficient university interest in 

Turkey despite legal demand. DiGabriele (2007) found 
practitioners/academics value technical skills; users 

(attorneys) value end-effectiveness. Yusof et al. (2007) found 

Malaysian practitioners feel curricula are not responsive to 

societal needs. 

 

IV. DISCUSSIONS 

 

 Theoretical Interpretation 

The findings of this systematic review can be 

interpreted through the lens of the two theoretical frameworks 

that guided this research: the Fraud Triangle and Agency 
Theory. 

 

 Integrating the Fraud Triangle: 

The Fraud Triangle (Cressey, 1953) provides a powerful 

framework for understanding how forensic accounting 

contributes to fraud prevention and detection. The three 

components—Pressure, Opportunity, and Rationalization—

are directly addressed by the key themes identified in this 

review: 

 

 Addressing Rationalization Through Education:  
The findings on Education and Curriculum 

Development (Theme 1) reveal that structured academic 

programs and professional training instill professional 

skepticism, ethical awareness, and investigative mindset. 

Studies by Alshurafat et al. (2020), Othman and Laswad 

(2019), and Pande (2019) demonstrate that experiential 

learning develops critical thinking skills necessary to identify 

and challenge fraudulent rationalizations. As Everhart (2023) 

notes, forensic accountants are trained to be more skeptical 

and assessment-oriented than traditional auditors, directly 

countering rationalization. 

 
 Closing Opportunities Through Technology:  

The findings on Technology Integration and 

Cybersecurity (Theme 2) demonstrate that AI, machine 

learning, blockchain analytics, and digital forensics close the 
opportunities that fraudsters exploit. Celestin and Mishra 

(2025) provide empirical evidence that AI integration has 

increased detection rates from 60% to 80%, directly reducing 

the opportunity for undetected fraud. Digital forensic tools 

such as FTK and Encase (AL-Hadi and Al-Shaibany, 2024; 

Alexander and Wang, 2026) enable continuous monitoring 

and rapid detection. However, Daud and Patandean's (2025) 

critical caveat—that technology has no direct impact without 

strong internal controls—emphasizes that opportunity 

reduction requires both technological and organizational 

measures. 
 

 Reducing Pressure Through Governance:  

The findings on Regulatory Frameworks and 

Governance (Theme 4) highlight how institutional support 

and legal structures reduce the pressures that drive fraudulent 

behavior. Saxena and Kumar (2021) and Najih (2025) 

demonstrate that robust regulatory frameworks and 

enforcement mechanisms create governance structures that 

curb managerial opportunism. When organizations have 

strong oversight, independent audit committees, and clear 

accountability structures, the pressure on individuals to 

commit fraud is reduced. 
 

 Theoretical Extension: Cybersecurity Vulnerability as a 

Fourth Dimension: 

Based on the findings of this review, we propose 

extending the Fraud Triangle to include a fourth 

dimension: Cybersecurity Vulnerability. 

 

Cybersecurity Vulnerability refers to the exposure of 

organizations to technology-enabled fraud due to inadequate 

cybersecurity measures, insufficient digital forensic 

capabilities, and limited technological competence among 
professionals. This dimension is distinct from traditional 

"Opportunity" because it addresses systemic technological 

weaknesses rather than procedural or control-based 

vulnerabilities. 

 

The review findings support this extension. Akinola et 

al. (2024) highlight that cybersecurity frameworks often fail 

to account for unique vulnerabilities. Daraojimba (2023) 

emphasizes that as fraud schemes become more technology-

driven, forensic accounting becomes crucial for addressing 

modern threats. Matar (2023) demonstrates the increasing 
convergence of financial and cybercrime. Ismail AL-Hadi 

and Al-Shaibany (2024) show that traditional manual 

examination methods are no longer sufficient to address 

sophisticated cybercrimes. Together, these findings suggest 

that cybersecurity vulnerability is an independent and 

increasingly important risk factor. 

 

 Agency Theory and Forensic Accounting as a Monitoring 

Mechanism: 

Agency Theory (Jensen and Meckling, 1976) frames 

forensic accounting as a monitoring mechanism that reduces 

information asymmetry and agency costs. The review 
findings support this theoretical perspective: 
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 Reducing Information Asymmetry:  
Forensic accounting provides principals with reliable 

information about organizational financial practices. Lewis 

(2026) demonstrates how forensic techniques identify 

intentional misrepresentations. Collins (2026) shows that 

embedding forensic intelligence into organizational culture 

enhances transparency and restores stakeholder confidence. 

 

 Reducing Agency Costs:  

By providing independent, specialized investigation 

services, forensic accountants make monitoring more 

efficient and effective. Gabriel and Zafer (2025) highlight 
how investigative skills and data analytics contribute to 

transparency and safeguard organizational assets. 

 

 Aligning Principal and Agent Interests:  

By detecting and preventing self-interested behavior, 

forensic accounting helps align agent behavior with principal 

objectives. Everhart (2023) emphasizes that preventing fraud 

requires strong management teams to monitor ethical choices. 

Thakur (2024) links forensic auditing to good governance. 

Okoye and Okaro (2011) demonstrate that forensic 

techniques significantly reduce the audit expectation gap. 

 
 The Post-Pandemic Digital Acceleration 

The COVID-19 pandemic significantly accelerated the 

digital transformation of financial systems and, consequently, 

the evolution of financial crime: 

 

 Remote Work Vulnerabilities: 

The rapid shift to remote work created unprecedented 

opportunities for fraud through weakened internal controls, 

increased reliance on digital communication channels 
vulnerable to phishing, challenges in verifying identity and 

authorizations remotely, and exploitation of crisis-related 

confusion (Daraojimba, 2023; Akinola et al., 2024). 

 

 Digital Transformation Acceleration: 

Organizations rapidly accelerated their digital 

transformation journeys, often bypassing thorough security 

assessments. This created significant vulnerabilities that 

forensic accountants must now address (Lită et al., 2025). 

Celestin and Mishra (2025) demonstrate that AI adoption 

increased detection rates from 60% to 80% between 2020 and 
2024. 

 

 Regulatory Responses: 

Post-pandemic regulatory reforms have sought to 

mandate forensic capabilities. Sharma (2025) documents how 

India's mandatory implementation of FAIS by ICAI in 2023 

marked a new era. Similar developments have occurred 

across jurisdictions, though the pace has been inconsistent 

between developed and developing economies. 

 

 The Integrated Forensic Accounting Effectiveness 
Framework (FAEF) 

Based on the synthesis of findings, we propose 

the Integrated Forensic Accounting Effectiveness Framework 

(FAEF). This framework provides a structured approach to 

addressing the "Triple Disconnect" and building resilient 

financial ecosystems. 

 

 
Fig 2 Framework (FAEF) 

https://doi.org/10.38124/ijisrt/26jul1613


Volume 11, Issue 7, July – 2026                                               International Journal of Innovative Science and Research Technology 

ISSN No:-2456-2165                                                                                                               https://doi.org/10.38124/ijisrt/26jul1613 

 

 

IJISRT26JUL1613                                                                 www.ijisrt.com                                                                                2879     

 Framework Propositions: 
 

 Pillar 1: Education and Skills Development 

Based on the review findings, the following 

propositions are advanced: 

 

 P1.1: Forensic accounting curricula must be 

interdisciplinary, integrating accounting, law, 

investigative skills, and technology (Dave and Patel, 

2023; Ghorai, 2023; Rezaee et al., 2016). 

 P1.2: Experiential learning should be adopted as the 

"signature pedagogy" for forensic accounting education 
(Alshurafat et al., 2020; Othman and Laswad, 2019; 

Pande, 2019). 

 P1.3: Forensic accounting programs must be significantly 

expanded globally (<3% to >15%) (Modi and Shah, 2024; 

Meier et al., 2010). 

 P1.4: Continuous Professional Development (CPD) in 

forensic techniques should be mandatory for all practicing 

accountants to address the 42% training gap (Devi and 

Saini, 2023; Mann and Kumar, 2025). 

 

 Pillar 2: Technology and Tools 

 
 P2.1: AI, machine learning, and blockchain analytics 

should be systematically integrated into forensic 

accounting practice to increase detection rates from 60% 

to 80% (Celestin and Mishra, 2025). 

 P2.2: Digital forensics tools such as FTK, Encase, and 

data analytics platforms must become standard 

components of forensic accounting practice (Alexander 

and Wang, 2026; AL-Hadi and Al-Shaibany, 2024). 

 P2.3: Technology adoption must be accompanied by 

internal control reinforcement (Daud and Patandean, 

2025). Organizations should view forensic AI as a 
complement to, not a replacement for, effective internal 

controls. 

 P2.4: Ethical AI governance frameworks must be 

developed to guide the use of AI in forensic investigations 

(Akinola et al., 2024). 

 

 Pillar 3: Regulation and Policy 

 

 P3.1: International Forensic Accounting Standards should 

be harmonized globally to address inconsistency and lack 

of enforcement across jurisdictions (Saxena and Kumar, 
2021; Najih, 2025). 

 P3.2: National accreditation standards for forensic 

accounting education should be established (Issa, 2023; 

Elzain, 2021; Rehman et al., 2024). 

 P3.3: Regulatory frameworks must address the 

admissibility of digital evidence and AI-derived findings 

in legal proceedings (Everhart, 2023; DiGabriele, 2007). 

 P3.4: Mandatory forensic capabilities should be required 

for certain types of accounting assignments (Sharma, 

2025). 

 

 Pillar 4: Professional Execution 
 

 P4.1: The awareness-training gap (78% vs. 42%) must be 

bridged through comprehensive professional 

development programs (Parveezulla et al., 2024; Mann 
and Kumar, 2025). 

 P4.2: Internal control systems must be strengthened as a 

prerequisite for implementing AI forensic tools (Daud and 

Patandean, 2025). 

 P4.3: Cross-sector collaboration should be fostered 

between accounting professionals, law enforcement, legal 

experts, and cybersecurity specialists (Collins, 2026; 

Osorio-Pina et al., 2022). 

 P4.4: Professional skepticism and investigative mindset 

should be cultivated through continuous training and 

organizational culture (Everhart, 2023; Thakur, 2024). 

 

V. RESEARCH GAPS 

 

 Identify Research Gaps 

 

 Limited Empirical Validation of AI and Technological 

Tools: 

Despite growing emphasis on AI, machine learning, and 

blockchain integration (Celestin and Mishra, 2025; Lită et al., 

2025; Daraojimba, 2023), there is a notable scarcity of 

empirical studies testing these technologies in specific 

institutional contexts. Chetry (2024) highlights the lack of 
research integrating AI-based forensic tools within specific 

frameworks. Most studies are conceptual, hypothetical, or 

based on small-scale pilots rather than rigorous field 

experiments. This gap is particularly acute in developing 

economies where technological infrastructure differs 

significantly (Najih, 2025; Njanike et al., 2009; Parveezulla 

et al., 2024). 

 

 Absence of Longitudinal Research: 

There is a notable absence of longitudinal studies 

tracking the long-term impact of forensic accounting 
interventions on fraud reduction. Most studies are cross-

sectional, capturing perceptions at a single point in time 

(Mann and Kumar, 2025; Parveezulla et al., 2024; Atagan and 

Kavak, 2017). Longitudinal studies are essential to 

demonstrate causation, assess sustainability, and evaluate 

whether organizational investment in forensic capabilities 

yields measurable returns. 

 

 Sector-Specific Research Gaps: 

The literature is heavily concentrated on corporate and 

banking sectors (Lewis, 2026; Sharma and Rani, 2024; 
Collins, 2026; Njanike et al., 2009). Limited research exists 

on forensic accounting applications in: 

 

 Public Sector and Government: Deb (2018) and Thakur 

(2024) provide limited insights 

 Healthcare: Growing fraud complexity but limited 

forensic research 

 Non-Profit Organizations: Minimal research despite 

vulnerability 

 Educational Institutions: Osorio-Pina et al. (2022) is a 

notable exception 

 Small and Medium Enterprises (SMEs): Limited attention 
to their unique needs 
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 Geographical and Cultural Research Gaps: 
Research concentration (India 25%, USA 18%, 

Southeast Asia 18%) leaves significant regions under-studied, 

including Latin America, Eastern Europe, Central Asia, and 

most of Africa. Cross-cultural studies examining how cultural 

factors influence forensic accounting practices, fraud 

prevalence, and detection effectiveness are minimal. 

 

 Interdisciplinary Research Gaps: 

Despite the interdisciplinary nature of forensic 

accounting, limited integration exists across disciplines. 

While some studies incorporate psychological perspectives 
(Othman and Laswad, 2019; Everhart, 2023) and legal 

considerations (DiGabriele, 2007; Thakur, 2024), 

comprehensive research systematically integrating 

accounting, law, psychology, and information technology is 

lacking. 

 

 Proposed Future Research Agenda 

 

 RQ-F1: Technology Effectiveness and Implementation 

How do organizational and national cultures moderate 

AI-based forensic tool effectiveness? What are specific 
implementation challenges in developing economies, and 

how can they be addressed? What are measurable returns on 

investment for forensic technology adoption? 

 

 RQ-F2: Educational and Curriculum Development 

What is the optimal curriculum model for developing 

economies balancing foundational accounting with advanced 

digital skills? How can experiential learning be most 

effectively integrated? What are barriers to curriculum 

reform, and how can they be overcome? 

 

 RQ-F3: Longitudinal Impact Studies 
Longitudinal studies assessing ROI of forensic 

accounting interventions in fraud reduction over 5-10 years. 

What are long-term financial and reputational benefits? How 

sustainable are effects of training and technology adoption? 

 

 RQ-F4: Ethical and Governance Frameworks 

What ethical frameworks and governance mechanisms 

are needed for AI adoption in forensic investigations? How 

can algorithmic bias be addressed? What are appropriate 

standards for digital evidence admissibility? 

 

 RQ-F5: Cross-Country Comparative Studies 

How do cultural, institutional, and regulatory 

differences influence forensic accounting practices and 

effectiveness across countries? What are best practices in 

different jurisdictions, and how can they be adapted? 

 

 RQ-F6: Sector-Specific Research 

What are specific forensic accounting needs and 

challenges in non-corporate sectors such as healthcare, 

government, non-profit organizations, and education? How 

can forensic accounting be adapted to different organizational 
contexts? 

 

 

VI. LIMITATIONS 
 

 Publication Bias 

The review relies on published, mostly peer-reviewed 

research, which inherently skews toward positive outcomes 

and statistically significant findings. Studies with null or 

negative findings may be under-represented (the "file drawer" 

problem), potentially overestimating the field's efficacy. 

While inclusion of working papers partially mitigates this, 

publication bias remains a concern. 

 

 Geographical Concentration 
A significant portion of literature originates from India 

(25%), USA (18%), and Southeast Asia (18%), limiting 

generalizability to other regions including Latin America, 

Eastern Europe, Central Asia, and much of Africa. Cultural, 

institutional, and regulatory differences across regions may 

significantly influence forensic accounting practices. 

 

 Language Bias 

Only English-language publications were included, 

potentially excluding high-quality research from non-English 

speaking nations (e.g., China, Brazil, France, Japan, Russia). 

This limits the comprehensiveness of the global synthesis. 

 

 Temporal Lag 

Rapid technological change, particularly in AI and 

blockchain applications, means published literature may lag 

behind industry practice. Studies published in 2024-2026 are 

still emerging, and recent developments like generative AI 

may not yet be captured. 

 

 Qualitative Synthesis Limitations 

The thematic synthesis is interpretative and may be 

influenced by reviewer bias. A meta-analysis was not feasible 
due to heterogeneous effect-size reporting and varied 

methodological approaches across studies. 

 

 Sectoral Limitations 

The majority of studies focus on corporate and banking 

sectors, with limited research on government, non-profit, 

healthcare, and educational sectors. This may narrow the 

scope of conclusions and overstate applicability to non-

corporate contexts. 

 

VII. CONCLUSION AND  

RECOMMENDATIONS 
 

 Summary of Key Findings 

This systematic literature review provides a 

comprehensive synthesis of global forensic accounting 

research, analyzing 57 studies published between 2007 and 

2026. The analysis reveals four dominant thematic areas: 

Education and Curriculum Development (35% of studies), 

Technology Integration and Cybersecurity (28%), 

Professional Practice and Fraud Detection Effectiveness 

(22%), and Regulatory Frameworks and Governance (15%). 

 
The review identifies a "Triple Disconnect" that 

undermines the effectiveness of forensic accounting globally: 
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 Education vs. Demand Disconnect:  
There is a critical shortage of forensic accounting 

education and training, despite high and growing industry 

demand. Only 27 out of 1,074 Indian universities offer 

specialized programs; less than 3% of AACSB-accredited US 

schools provide standalone courses. 

 

 Awareness vs. Training Disconnect:  

While awareness of forensic accounting is high (78% 

among practitioners), formal training is limited (only 42%), 

creating a significant skills gap. 

 

 Technology vs. Execution Disconnect:  

AI and digital technologies offer significant potential 

for improving fraud detection, with detection rates increasing 

from 60% to 80% with AI integration. However, technology's 

effectiveness is entirely dependent on the strength of 

organizational internal controls. 

 

The review proposes the Integrated Forensic 

Accounting Effectiveness Framework (FAEF) to address 

these disconnects. The FAEF framework comprises four 

pillars: Education and Skills Development, Technology and 
Tools, Regulation and Policy, and Professional Execution. 

These pillars work synergistically to reduce rationalization, 

opportunity, and pressure, ultimately building resilient 

financial ecosystems. 

 

 Recommendations 

 

 Policy-Level Recommendations: 

 

 Establish International Forensic Accounting Standards 

Council (IFASC):  

A global body should be established to harmonize 
curriculum standards, certification requirements, and 

professional ethics across jurisdictions. This would address 

the fragmentation and inconsistency currently observed in 

forensic accounting regulation. 

 

 Mandate Forensic Technology Training:  

Forensic technology training should be made a 

prerequisite for professional accounting certification (CPA, 

CA, ACCA, etc.). This would help bridge the 42% training 

gap. 

 
 Harmonize Cross-Border Evidence Collection Protocols:  

International protocols for digital evidence collection, 

storage, and admissibility should be developed to facilitate 

cross-border cooperation in fraud investigation. 

 

 Require Forensic Capabilities for Certain Assignments:  

Regulatory frameworks should mandate forensic 

capabilities for certain types of assignments. India's FAIS 

2023 mandate provides a model. 

 

 Academic-Level Recommendations: 
 

 Integrate Interdisciplinary Modules:  

Forensic accounting curricula should integrate modules 

from data analytics, cyber law, psychology, and information 

technology. The interdisciplinary nature of forensic practice 
requires competence across multiple domains. 

 

 Adopt "Signature Pedagogy":  

Experiential learning approaches, including mock trials, 

case simulations, and digital forensic labs, should be adopted 

as the primary pedagogical method. 

 

 Expand Dedicated Programs:  

The number of dedicated forensic accounting programs 

should be expanded significantly. Current penetration (<3% 

globally) is inadequate to meet growing demand. 
 

 Develop Faculty Expertise:  

Faculty development programs should be established to 

build expertise in forensic accounting, digital forensics, and 

AI applications. 

 

 Professional-Level Recommendations: 

 

 Mandatory Continuing Professional Development 

(CPD):  

CPD in forensic techniques, digital forensics, and AI 

applications should be mandatory for all practicing 
accountants. 

 

 Strengthen Internal Control Systems:  

Organizations should view forensic AI as a complement 

to, not a replacement for, strong internal control systems. 

 

 Foster Cross-Sector Collaboration:  

Collaboration should be fostered between accounting 

professionals, law enforcement, legal experts, and 

cybersecurity specialists. 

 
 Promote Professional Skepticism:  

A culture of professional skepticism should be 

cultivated through training, organizational culture, and 

professional standards. 

 

 Research-Level Recommendations: 

 

 Conduct Empirical Studies:  

Researchers should prioritize empirical studies testing 

AI and digital forensic tools in specific organizational and 

institutional contexts. 
 

 Undertake Longitudinal Research:  

Longitudinal studies tracking the long-term impact of 

forensic accounting interventions on fraud reduction are 

urgently needed. 

 

 Promote Cross-Country Comparative Research:  

Cross-country comparative studies examining cultural, 

institutional, and regulatory influences on forensic 

accounting practice would enhance generalizability. 

 

 Explore Sector-Specific Applications:  
Research should extend beyond corporate and banking 

sectors to examine forensic accounting applications in 
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government, healthcare, non-profit organizations, and 
education. 

 

 Concluding Remarks 

Forensic accounting is at a critical inflection point. The 

increasing sophistication of financial crimes, the rapid pace 

of digital transformation, and the growing demand for 

accountability and transparency position forensic accounting 

as an indispensable mechanism for safeguarding financial 

systems and enhancing cybersecurity resilience. 

 

However, significant challenges remain. The 
educational infrastructure for developing forensic accounting 

professionals is inadequate in most parts of the world. The 

integration of advanced technologies requires careful 

implementation and supportive organizational contexts. 

Regulatory frameworks must evolve to address emerging 

threats while promoting professional competence and ethical 

practice. 

 

The future of forensic accounting lies in the successful 

integration of four interdependent pillars: education that 

develops interdisciplinary competencies, technology that 

enhances detection and prevention 
capabilities, regulation that provides supportive institutional 

frameworks, and professional execution that translates 

capability into practice. The Integrated Forensic Accounting 

Effectiveness Framework (FAEF) provides a roadmap for 

this integration. 

 

The "Triple Disconnect" identified in this review must 

be addressed through coordinated action across policy, 

academic, professional, and research domains. The costs of 

inaction are substantial: continued financial losses from 

fraud, erosion of public trust in financial systems, and missed 
opportunities for economic development and financial 

inclusion. 

 

As financial systems continue to evolve and threats 

become increasingly sophisticated, the importance of 

forensic accounting will only grow. The field's ability to 

adapt, innovate, and build capacity will determine its 

effectiveness in protecting financial integrity and fostering 

sustainable economic development. 
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