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Abstract: East Africa has become one of the world’s most significant laboratories for mobile-enabled digital finance. Across 

Kenya, Uganda, and Tanzania, mobile phones have evolved from communication devices into the dominant access layer for 

payments, savings, remittances, merchant transactions, and digital credit. This paper examines how mobile device adoption 

has shaped digital financial transformation in East Africa and analyses the institutional, operational, and cyber risks that 

accompany this transformation. The study adopts a structured qualitative review of peer-reviewed literature, policy 

documents, industry reports, and recent regional datasets from GSMA, the World Bank, FinAccess Kenya, FinScope Uganda, 

FinScope Tanzania, and central-bank payment-system reports. The evidence shows that mobile devices have widened formal 

financial participation, reduced transaction frictions, and enabled financial deepening among low-income and previously 

excluded populations. At the same time, they have shifted important elements of financial risk to user-controlled endpoints 

and agent-mediated ecosystems through SIM-swap fraud, phishing, device insecurity, privacy leakages, and blurred liability 

between telecom operators, fintechs, and financial institutions. The paper argues that mobile-led financial transformation in 

East Africa should be understood as a socio-technical reconfiguration rather than a purely technological upgrade. Sustainable 

progress therefore depends not only on innovation and adoption, but also on stronger endpoint security, coordinated telecom-

finance regulation, consumer protection, and regionally harmonised governance frameworks. 
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I. INTRODUCTION 
 

Over the last two decades, East Africa has emerged as 

one of the most dynamic regions globally in mobile-enabled 

financial innovation. Unlike many advanced economies where 
digital finance expanded on top of dense banking and card 

infrastructures, East Africa’s trajectory has been shaped by the 

rapid diffusion of mobile phones into environments 

historically characterised by low bank-branch density, high 

transaction costs, and large unserved rural populations. Mobile 

devices first basic feature phones using USSD and SIM toolkit 

menus, and increasingly smartphones connected to mobile 

broadband—have become the principal gateway through 

which millions of people store value, transfer funds, pay bills, 

receive wages, access microcredit, and interact with state and 

market institutions (Aker & Mbiti, 2010; Jack & Suri, 2014; 

GSMA, 2024). 

 

The scale of this transformation is substantial. Kenya’s 

2024 FinAccess survey reports that formal financial inclusion 
rose to 84.8%, while only 9.9% of adults remained excluded; 

among the excluded, lack of a mobile phone was one of the 

most cited barriers (Central Bank of Kenya [CBK], Kenya 

National Bureau of Statistics [KNBS], & Financial Sector 

Deepening Kenya [FSD Kenya], 2024). Uganda’s FinScope 

2023 findings show mobile phone ownership at 72% and 

internet access at 26%, highlighting both broad diffusion and 

persistent access inequalities (Financial Sector Deepening 

Uganda [FSD Uganda], 2024). Tanzania’s 2023 FinScope 

reported formal financial inclusion at 76% and mobile money 

uptake at 72%, while the Bank of Tanzania recorded 63.21 
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million active mobile money subscriptions in 2024, up from 

51.72 million in 2023 (Financial Sector Deepening Tanzania 

[FSDT], 2023; Bank of Tanzania, 2025). At the wider regional 

level, GSMA estimated that mobile technologies and services 

contributed about US$140 billion to Sub-Saharan Africa’s 

GDP in 2023 and identified affordability, digital skills, and 

online safety as major barriers to deeper mobile internet use 

(GSMA, 2024). 
 

The benefits of mobile-enabled finance in East Africa are 

well documented. Mobile money platforms such as M-Pesa, 

MTN Mobile Money, and Airtel Money have reduced the cost 

and time of financial transactions, expanded person-to-person 

transfers, supported merchant payments, and enabled a range 

of savings, insurance, and credit products. Empirical work on 

Kenya and the wider region links mobile money to 

consumption smoothing, risk sharing, poverty reduction, and 

women’s economic participation (Jack & Suri, 2014; Suri & 

Jack, 2016; Ouma et al., 2023). Governments and 

development actors have also increasingly used mobile 
channels for taxes, utility payments, school fees, social 

transfers, and humanitarian cash assistance (World Bank, 

2022). 

 

Yet the same process that expands access also 

reconfigures where financial risk sits. When financial services 

are delivered through personal devices, institutions extend 

their service perimeter into environments they do not fully 

control: users’ phones, SIM cards, contact lists, operating 

systems, app permissions, social relationships, agent networks, 

and telecom infrastructures. Banks, mobile money operators, 
fintechs, and regulators increasingly depend on the security of 

endpoints, the integrity of identity processes, and the 

behaviour of users and agents to preserve transaction integrity 

(Mukherjee & Boateng, 2023; Sowon et al., 2023). 

 

Recent evidence from East Africa and the broader 

African cybercrime landscape underscores this tension. 

INTERPOL’s Africa Cyberthreat Assessment reports and 

related fraud assessments point to phishing, scams, business 

email compromise, and other technology-enabled fraud 

schemes as growing threats across African digital ecosystems 

(INTERPOL, 2024, 2025). The rapid growth of digital 
transactions therefore raises a central policy question: how can 

East African economies sustain inclusion gains while 

protecting users and institutions in increasingly complex 

mobile-led financial ecosystems? 

 

The paper addresses this question by analysing mobile 

device adoption as both an enabler of digital financial 

transformation and a source of institutional complexity in East 

Africa. It contributes to the literature by treating the mobile 

device not merely as a delivery channel for mobile money, but 

as the socio-technical interface through which inclusion, risk, 
trust, and governance are negotiated. 

 

II. LITERATURE REVIEW 

 

 Mobile Device Adoption as Financial Infrastructure 

In East Africa, mobile devices have functioned not 

merely as communication tools but as substitute financial 

infrastructure. Early work on mobile phones in Africa 

highlighted the transformative role of low-cost communication 

in reducing information frictions and transaction costs (Aker 
& Mbiti, 2010). Subsequent digital finance scholarship shows 

that the combination of affordable handsets, prepaid mobile 

services, extensive agent networks, and USSD-based 

interfaces enabled financial services to scale without requiring 

customers to own computers or maintain conventional bank 

accounts (Jack & Suri, 2014; Ouma et al., 2023). Feature 

phones played a foundational role by supporting menu-driven 

transactions over GSM networks, while smartphones have 

expanded the ecosystem through banking apps, merchant QR 

payments, digital onboarding, biometric authentication, and 

integration with e-commerce and government platforms 

(Mukherjee & Boateng, 2023). 
 

 Mobile-Driven Digital Financial Transformation 

Digital financial transformation refers to the 

reconfiguration of financial services, processes, and customer 

relationships through digital technologies (Bharadwaj et al., 

2013; Vial, 2019). In East Africa, mobile devices have been 

central to this transformation because they collapse multiple 

financial functions into a single, everyday interface. Through a 

phone, users can transfer funds, receive remittances, pay 

utility bills, save small balances, purchase airtime, access 

nano-credit, pay merchants, and increasingly interact with 
banks and fintech platforms (Ouma et al., 2023). The 

significance of this transformation lies not only in the 

digitisation of existing banking processes, but in the creation 

of hybrid financial ecosystems in which telecom operators, 

payment service providers, banks, fintech firms, agents, and 

merchants all participate in value creation (Bharadwaj et al., 

2013; Vial, 2019). 

 

 Inequality, Affordability, and the Digital Divide 

Despite these gains, the literature cautions against 

treating digital finance as universally accessible. Access to a 

mobile phone does not guarantee access to safe, meaningful, 
or sustained use of financial services. Affordability of devices 

and data, literacy, disability, language barriers, trust, and 

possession of national identification documents all shape the 

degree to which users can benefit from mobile-led finance 

(GSMA, 2024; World Bank, 2022). GSMA’s regional 

reporting points to a persistent mobile internet usage gap in 

Sub-Saharan Africa, meaning that many people live within 

coverage areas but remain offline because of affordability 

constraints, lack of digital skills, or concerns about online 

safety (GSMA, 2024). 
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 Institutional, Operational, and Cyber Risks 

A growing body of research examines the security and 

governance vulnerabilities associated with mobile finance 

(Mukherjee & Boateng, 2023; Sowon et al., 2023). These risks 

include SIM-swap fraud, social engineering, malware, PIN 

theft, identity theft, fake customer-care calls, malicious loan 

apps, privacy leakage at agent level, and transaction disputes 

arising from mistaken transfers or compromised devices 
(INTERPOL, 2024, 2025). Unlike branch banking, mobile-led 

finance depends on distributed endpoints and human 

intermediaries. Users may operate outdated devices, share 

phones within households, store identity documents on the 

phone, reuse weak PINs, or respond to fraudulent prompts. 

Agents may also access or observe personal information 

during cash-in/cash-out transactions, creating opportunities for 

privacy breaches and impersonation (Mukherjee & Boateng, 

2023; Sowon et al., 2023). 

 

 Regulation and Governance in Converging Financial 

Ecosystems 
East African regulation of digital finance has generally 

been adaptive and innovation-friendly. This flexibility helped 

mobile money scale quickly, but it also produced regulatory 

overlap and ambiguity. Mobile-led finance sits at the 

intersection of payments regulation, telecommunications law, 

consumer protection, anti-money-laundering controls, data 

protection, cybersecurity, and competition policy (Vial, 2019; 

World Bank, 2022). Kenya’s licensing of digital credit 

providers illustrates how regulators are trying to respond to 

new forms of digital financial intermediation after concerns 

over predatory lending, abusive debt collection, and misuse of 
personal data (CBK et al., 2024). In Uganda and Tanzania, 

national payment-system reforms and expanding digital 

finance oversight have strengthened formal governance, yet 

the pace of innovation continues to test institutional capacity 

(FSD Uganda, 2024; FSDT, 2023; Bank of Tanzania, 2025). 

 

III. THEORETICAL FOUNDATION 

 

This study is anchored in socio-technical systems theory, 

which views technological outcomes as products of interaction 

between technical artefacts, human behaviour, organisational 

structures, and institutional rules. Applied to East African 
digital finance, the technical subsystem includes mobile 

handsets, SIM cards, USSD channels, smartphone apps, APIs, 

payment switches, agent devices, and telecom networks. The 

social and institutional subsystem includes customers, 

households, agents, banks, mobile network operators, fintech 

firms, merchants, central banks, communications regulators, 

and data-protection authorities (Bharadwaj et al., 2013; Vial, 

2019). 

 

The socio-technical lens is appropriate for three reasons. 

First, it moves the analysis beyond simple adoption metrics by 
recognising that the meaning of a mobile device depends on 

how it is embedded in everyday financial practice. Second, the 

framework explains why financial inclusion gains can coexist 

with insecurity: innovation can outpace the institutional 

arrangements needed to govern it. Third, it foregrounds 

interdependence. A failed authentication process, a social-

engineering attack, or an agent-level privacy breach is not 

merely a user error; it reflects the configuration of the wider 

socio-technical system (Mukherjee & Boateng, 2023; Sowon 

et al., 2023; Vial, 2019). 
 

IV. METHODOLOGICAL ORIENTATION 

 

This article adopts a structured qualitative review design 

combining narrative synthesis with targeted descriptive 

evidence from regional datasets. The goal is not to estimate a 

single causal effect, but to synthesise how mobile device 

adoption has influenced digital financial transformation in 

East Africa and to identify the institutional risks and 

governance implications that recur across the literature and 

policy landscape. 

 
Sources were drawn from four categories: (1) peer-

reviewed academic studies on mobile money, digital finance, 

mobile banking, cybersecurity, and financial inclusion; (2) 

policy and regulatory documents from central banks, 

communications authorities, and regional bodies; (3) industry 

and development reports from organisations such as GSMA, 

the World Bank, and FinScope/FinAccess programmes; and 

(4) recent payment-system and digital-finance statistics for 

Kenya, Uganda, and Tanzania (GSMA, 2024; World Bank, 

2022; CBK et al., 2024; FSD Uganda, 2024; FSDT, 2023; 

Bank of Tanzania, 2025). 
 

Documents were screened against four analytical 

categories: (1) adoption and access pathways; (2) digital 

financial transformation effects; (3) institutional and cyber 

risks; and (4) governance and regulatory responses. The study 

is limited by its reliance on secondary data and by cross-

country differences in indicator definitions and reporting 

periods, but the structured review approach is appropriate for 

clarifying the broader socio-technical and governance 

dynamics of mobile-led digital finance in East Africa. 

 

V. RESULTS AND DISCUSSION 
 

 Mobile Devices as the Primary Access Layer for Digital 

Finance 

The evidence reviewed confirms that mobile devices 

have become the dominant access layer for digital finance in 

East Africa. The region’s financial transformation did not 

occur by first digitising conventional bank branches; rather, it 

emerged by placing financial functions directly onto handsets 

connected to agent networks and telecom rails. This 

architecture lowers access costs, allows financial activity to 

occur in real time and in small denominations, and embeds 
finance into everyday mobile practices such as airtime 

purchase, peer-to-peer communication, and merchant 
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interactions (Aker & Mbiti, 2010; Jack & Suri, 2014; GSMA, 

2024). 

 

 Inclusion Gains, Convenience, and Market Participation 

Mobile-led finance has expanded inclusion by reducing 

the fixed and time costs of financial participation, enabling 

value storage and rapid remittance, increasing the ability of 

households and microenterprises to transact, and creating a 
platform for adjacent financial services such as savings, credit, 

insurance, and merchant payments (Jack & Suri, 2014; Ouma 

et al., 2023). These gains are especially important in settings 

where livelihoods are volatile and cash flow is fragmented. 

Mobile money reduces the minimum efficient scale of 

participation in formal finance and has been associated with 

resilience, poverty reduction, and welfare improvements in 

East Africa (Suri & Jack, 2016; World Bank, 2022). 

 

 The Mobile Device as a New Risk Perimeter 

At the same time, mobile devices create a new risk 

perimeter for finance. In mobile-led finance, the customer’s 
handset becomes part of the transaction environment. 

Authentication, message receipt, app access, PIN entry, and 

transaction authorisation all occur on or through a device that 

may be old, shared, poorly secured, physically stolen, or 

socially compromised. Fraud can exploit not only software 

flaws but also human behaviour and device context: users may 

share a PIN with family members, save ID images on the 

phone, click malicious links, trust fake customer-care calls, or 

hand phones to agents for assistance (Mukherjee & Boateng, 

2023; INTERPOL, 2024, 2025; Sowon et al., 2023). 

 Agent Ecosystems, Privacy Leakages, and Informal 

Workarounds 

Another underappreciated dimension of risk lies in the 

agent ecosystem. Agents are indispensable because they 

convert cash into digital value and vice versa, support 

onboarding, and often serve as the first point of customer 

assistance. However, their role also creates privacy and 

control challenges. During cash-in and cash-out operations, 
agents may view names, phone numbers, identification details, 

or transaction information. In busy environments, customers 

may dictate PINs or transaction amounts aloud, ask agents to 

navigate menus, or rely on social familiarity rather than formal 

verification. Such practices improve convenience but weaken 

confidentiality and non-repudiation (Sowon et al., 2023). 

 

 Regulatory Strain and Institutional Fragmentation 

Mobile-led finance places strain on governance systems 

because responsibility is distributed across multiple 

institutions. A disputed transaction may involve a telecom 

operator, a bank, a fintech interface, a payment switch, an 
agent, and a customer support centre. When funds are lost 

through SIM-replacement fraud, account impersonation, 

malicious lending apps, or mistaken transfers, liability can 

become difficult to assign. Sector-specific regulation is 

therefore often insufficient; consumer protection, identity 

assurance, telecom registration practices, fraud reporting, app 

governance, and digital credit oversight must increasingly be 

treated as connected policy problems (Vial, 2019; World 

Bank, 2022; CBK et al., 2024) 

 

 
Fig 1. Selected Digital Finance and Access Indicators in East Africa 

Source notes: Kenya formal inclusion from FinAccess 2024; Uganda mobile phone ownership from FinScope Uganda 2023; Tanzania 

formal financial inclusion from FinScope Tanzania 2023. 
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Fig 2. Tanzania Active Mobile Money Subscriptions, 2023–2024 

Source: Bank of Tanzania Payment Systems Annual Report 2024. 

VI. INSTITUTIONAL AND POLICY IMPLICATIONS 

 

 
Fig 3. Conceptual Framework of Mobile-Led Financial Transformation, Risk Transfer and Governance Response 

 

First, regulators and providers should adopt a security-

by-design approach to mobile finance. This means building 

transaction systems around realistic threat models that reflect 

SIM-swap risk, shared devices, low digital literacy, and agent-

assisted use. Layered authentication, risk-based transaction 

monitoring, secure device binding, SIM-change alerts, and 

stronger recovery procedures are increasingly necessary for 
high-risk transactions (Mukherjee & Boateng, 2023; 

INTERPOL, 2025). 

 

Second, consumer protection must be treated as a core 

pillar of financial inclusion rather than a secondary add-on. 

Expansion of access without effective redress can produce 

fragile inclusion in which users are formally connected to 

finance but practically unprotected when fraud occurs. Clear 

complaint channels, time-bound dispute resolution, transparent 

liability rules, and public fraud-awareness campaigns are 

therefore essential (World Bank, 2022; CBK et al., 2024). 

 

Third, East African governments and regulators should 
strengthen interoperability between financial, telecom, and 

data-protection oversight. Digital credit regulation, SIM 

registration, fraud reporting, app governance, cyber-incident 

response, and payment supervision increasingly intersect. 

Regional coordination through East African and continental 

policy forums could improve consistency in consumer 
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protection, cross-border remittances, digital identity assurance, 

and anti-fraud intelligence sharing (GSMA, 2024; 

INTERPOL, 2025). 

 

VII. CONCLUSION 

 

Mobile device adoption has fundamentally reshaped 

financial systems in East Africa. In Kenya, Uganda, and 
Tanzania, phones have become the principal interface through 

which millions of citizens participate in formal and semi-

formal finance. This transformation has generated major 

inclusion gains by reducing transaction costs, expanding 

access to payments and savings, and enabling new forms of 

market participation. Yet it has also shifted financial activity 

onto user-controlled endpoints and agent-mediated ecosystems 

that are more difficult for institutions to secure and govern 

(Jack & Suri, 2014; GSMA, 2024; Sowon et al., 2023). 

 

The paper has argued that East Africa’s digital financial 

transformation should be understood as a socio-technical 
reconfiguration of finance rather than a narrow story of 

technological progress. Mobile devices act simultaneously as 

catalysts of inclusion and as conduits of institutional fragility. 

They redistribute risk across users, agents, telecom operators, 

fintechs, banks, and regulators, making governance more 

complex precisely at the moment when finance becomes more 

accessible (Vial, 2019; Mukherjee & Boateng, 2023; Sowon et 

al., 2023). 

 

For this reason, the next phase of digital financial 

transformation in East Africa should prioritise not only scale 
and innovation, but also resilience, accountability, and trust. 

Security-by-design, stronger consumer protection, privacy-

preserving transaction architectures, better agent governance, 

and coordinated telecom-finance regulation are prerequisites 

for sustaining inclusion (World Bank, 2022; INTERPOL, 

2025). 
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