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Abstract: The United States faces a persistent shortage of qualified cybersecurity professionals at a time when digital
transformation is accelerating across critical sectors. As cyber threats grow in sophistication, the demand for skilled
practitioners continues to outpace supply, creating vulnerabilities that affect national security, economic stability, and
organizational resilience. This paper examines the factors contributing to the cybersecurity workforce gap, drawing on
professional experience in digital financial systems and project management to illustrate the importance of integrating
cybersecurity into technology initiatives. The analysis highlights the need for workforce development, interdisciplinary
education, and leadership engagement to strengthen the cybersecurity talent pipeline and support a secure digital economy.
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I INTRODUCTION . THE EXPANDING NEED FOR
CYBERSECURITY TALENT
The rapid growth of digital technologies has

transformed how governments, businesses, and financial
institutions operate. While these innovations have improved
efficiency and expanded access to services, they have also
increased exposure to cyber threats. At the same time, the
United States faces a persistent shortage of cybersecurity
professionals capable of protecting critical systems and
responding to evolving risks. According to CyberSeek
(2024), the U.S. cybersecurity workforce gap exceeds
260,000 unfilled positions, reflecting a national challenge that
affects both public and private sectors.

My own career has reinforced the importance of
investing in people as much as technology. Through project
management, cybersecurity operations, and technology
leadership roles in both the United States and Sierra Leone, |
have seen firsthand how skilled professionals contribute to
secure digital transformation and the successful
implementation of technology initiatives.

Organizations across nearly every sector rely on secure
information systems to protect sensitive data, support
financial transactions, and maintain public trust. As cyber
threats become more sophisticated, demand for professionals
with expertise in cybersecurity, project management,
governance, and risk management continues to grow. The
U.S. Bureau of Labor Statistics (2023) projects a 32% growth
rate for information security analysts between 2022 and
2032—far faster than the average for all occupations.

This demand extends beyond dedicated security teams.
Executives, software developers, project managers, analysts,
and operational staff all play important roles in maintaining
secure and resilient organizations. Modern cybersecurity
requires a multidisciplinary approach that integrates
technical, managerial, and strategic competencies.

Table 1 Cybersecurity Workforce Supply & Demand (2024)

Category Value Source
Total Cybersecurity Job Openings 572,392 CyberSeek (2024)
Total Cybersecurity Workers 882,656 CyberSeek (2024)
Workforce Gap 260,000+ CyberSeek (2024)
National Supply/Demand Ratio 0.85 CyberSeek (2024)
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Fig 1 Cybersecurity Job Growth 2022-2032

Note. Employment index based on U.S. Bureau of
Labor Statistics projections.

11. LESSONS FROM DIGITAL FINANCIAL
PROJECTS

Professional experience in digital financial systems
provides valuable insight into the importance of integrating
cybersecurity into technology initiatives.

» AGROVATE: Securing Government-Supported Digital
Payments

As an IT Project Manager at Niche Technologies Ltd.,

| managed and  supported AGROVATE, a

government-supported platform designed to distribute

financial assistance to farmers through a digital payment
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system. | participated in coordinating the project from
software development through implementation and
operational support, ensuring that technology processes
incorporated appropriate security considerations and reliable
reporting mechanisms. This experience highlighted the
importance of protecting financial data and maintaining
public confidence in digital services.

» ECHIT: Strengthening Governance in Electronic Fuel
Payments

I also managed implementation efforts for ECHIT, an
electronic fuel payment application that enabled customers to
purchase fuel wusing linked banking services. My
responsibilities included gathering business requirements,
coordinating with developers, supporting employee training,
and promoting successful system adoption. The project
reinforced how cybersecurity, governance, and user
education contribute to secure financial transactions.

» SmartPay: Ensuring Trust in Digital Wallet Systems

Similarly, 1 worked on SmartPay, a digital wallet
platform that enabled users to fund accounts, make purchases,
transfer funds, and manage subscriptions electronically.
Supporting the deployment of a financial technology solution
underscored the need for secure system architecture,
operational controls, and ongoing workforce readiness to
reduce cyber risks and protect users.

These experiences demonstrate that cybersecurity must
be embedded into every stage of project planning,
development, and implementation.

Table 2 Digital Financial Projects & Cybersecurity Lessons

Digital Financial Project Description Cybersecurity Lesson Learned
AGROVATE Government-supported digital payment Importance of data protection and secure
system for farmers. reporting.
ECHIT Electronic fuel payment system linked to Strong governance, user training, and secure
banking services. adoption.
SmartPay Digital wallet for payments, transfers, Need for secure architecture and operational
subscriptions. controls.
All Projects Cross-cutting insight from all User education is essential to reduce cyber risks.
implementations.
V. CYBERSECURITY IS ABOUT PEOPLE AS cybersecurity awareness and continuous learning are
WELL AS TECHNOLOGY fundamental components of organizational resilience.

Although technical safeguards such as encryption,
authentication, and monitoring systems are essential,
technology alone cannot eliminate cyber risk. Human error
remains one of the leading causes of cybersecurity incidents.
Verizon’s Data Breach Investigations Report (2023) found
that 74% of breaches involved human factors such as
misconfigurations, social engineering, or misuse of
credentials.

Throughout my career, | have developed training
materials, delivered presentations, and supported workforce
development initiatives to help employees adopt technology
effectively. These experiences strengthened my belief that
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Fig 2 Human Factors in Cybersecurity Breaches (Pie Chart)
Note.  Percentages represent  distribution  of
human-related breach causes.

V. BUILDING A STRONGER TALENT
PIPELINE

The cybersecurity workforce shortage should be viewed
as an opportunity to invest in future professionals through
education, mentorship, certifications, internships, and
practical experience. Academic institutions, employers,
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government agencies, and industry organizations all have
important roles in preparing individuals to address emerging
threats.

Interdisciplinary education is equally important.
Professionals who combine expertise in cybersecurity with
project management, finance, governance, and business
operations can contribute valuable perspectives to complex
technology initiatives. The National Cyber Workforce and
Education Strategy (White House, 2023) emphasizes the need
for broad, skills-based pathways into cybersecurity careers.

Table 3 Cybersecurity Workforce Gap: Factors & Solutions

Workforce Gap Factor Description Recommended Solution
Skills Shortage Insufficient number of trained cybersecurity | National upskilling & reskilling programs.
professionals.
Limited Training Access High cost of certifications and limited entry Scholarships, subsidized training,
pathways. bootcamps.
High Industry Competition Private sector outbids government & Workforce partnerships, talent-sharing
nonprofits for talent. models.
Rapid Technology Changes New threats and technologies outpace Continuous learning, micro-credential
workforce readiness. programs.
Low Diversity in Cyber Roles Underrepresentation reduces talent pool size. Inclusive hiring pipelines, K—12 cyber
exposure.
» Looking Ahead REFERENCES

As digital financial systems and interconnected
technologies continue to evolve, organizations must prioritize
both cybersecurity capabilities and workforce development.
Secure digital transformation depends not only on innovative
technologies but also on qualified professionals capable of
designing, implementing, and managing resilient systems.

My professional experiences managing technology
projects, supporting digital financial platforms, and
participating in cybersecurity initiatives have demonstrated
that investing in people is one of the most effective ways to
strengthen information security and reduce organizational
risk. By expanding the cybersecurity talent pipeline and
promoting collaboration across disciplines, the United States
can better protect its digital infrastructure and support a
secure, innovative, and resilient economy.

VI CONCLUSION

The cybersecurity workforce shortage is one of the
defining challenges of the modern digital era. Addressing it
requires strategic investment in education, professional
development, and practical experience. My experience
leading technology initiatives and supporting secure digital
systems has shown that success depends on combining
technical expertise with effective leadership, governance, and
workforce readiness.

Strengthening the cybersecurity workforce today will
help organizations safeguard information, protect digital
financial services, and build the resilient technology
ecosystems needed for tomorrow’s challenges.
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