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Abstract: Factories with similar machines could build better failure-prediction models by sharing data, but most do not
want to share their raw records with competitors or a central server. Federated learning (FL) solves this problem by allowing
each factory to keep its data locally while training a shared model. However, FL still depends on a central server and does
not clearly track contributions. This paper shows a framework that combines FL with a lightweight permissioned ledger.
Each factory trains a local model, signs its update, and stores only a hash of the update on the ledger. This provides data
integrity, an audit trail, and controlled participation. Using the Al4l 2020 predictive-maintenance dataset across five
simulated factories, the framework achieved a ROC-AUC of 0.949, close to the centralized model’s 0.974 and much better
than a single factory’s 0.790. The ledger added only about 6% extra training time and required very little storage. This helps
identify and remove malicious participants, making industrial data sharing more secure and trustworthy.
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I INTRODUCTION

Modern factories collect a lot of machine data, such as
temperature, torque, rotational speed, and tool wear. This data
can be used for predictive maintenance, where a model warns
operators before a machine fails. However, a single factory
often does not have enough failure examples to train an
accurate model because failures are rare. Combining data from
multiple factories could improve model performance, but
companies are usually unwilling to share raw machine data
because it may reveal sensitive information such as production
levels and operating processes. The growth of Industry 4.0 has
increased the amount of available industrial data and
highlighted the need for efficient and sustainable operations
[53]. Machine learning is already widely used for fault
detection, hazard monitoring, and predictive maintenance in
smart manufacturing environments [55-60]. However, the
effectiveness of these systems depends on reliable data and
trustworthy decision-making processes [54], [61], [62].

Federated learning (FL) helps address this challenge [1].
Instead of sending data to a central server, FL sends the model
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to each participant. Each factory trains the model using its local
data and sends only model updates back to a server, which
combines them into a shared model [1], [5]. This approach
keeps raw data private and has been applied in many industrial
applications [13], [33], [35]. However, FL still has two
important limitations. First, it relies on a central server to
aggregate updates correctly, creating a single point of failure
[6], [66]. Second, FL does not provide a secure record of which
participant submitted each update, which can be a concern
when organizations do not fully trust one another.

Blockchain technology can help solve these problems,
and many studies have combined blockchain with federated
learning [8], [12], [18]. A blockchain ledger can provide a
tamper-resistant record of updates, control who is allowed to
participate, and reduce reliance on a trusted central authority.
However, many existing solutions are complex because they
use expensive consensus mechanisms, store large amounts of
data on-chain, or rely on custom datasets that are difficult to
reproduce [9], [15], [16]. On the other hand, many federated
predictive-maintenance studies do not use any ledger
technology and therefore lack auditability and integrity
guarantees [32], [50]. Asaresult, there is limited understanding
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of the actual benefits and costs of adding a ledger to federated
learning.

This paper aims to provide a practical middle-ground
solution. We combine standard federated averaging with a
lightweight permissioned ledger and evaluate the framework
using a publicly available benchmark dataset. The ledger does
not store raw data or model weights. Instead, it stores only a
signed hash of each model update, providing integrity,
auditability, and access control with minimal overhead.

The main contributions are 3-fold. First, we present a
simple and reproducible framework that integrates federated
predictive maintenance with a lightweight permissioned ledger
and clearly explains what information is recorded and why.
Second, we evaluate the framework using the Al41 2020 dataset
[51], comparing centralized learning, local-only learning, and
federated learning under both balanced and skewed data
distributions while measuring the additional ledger overhead.
Third, we investigate security aspects by showing how the
ledger can detect tampering and prevent unauthorized
participation. We also analyze the impact of a malicious factory
on model performance and demonstrate how simple defense
mechanisms can restore the accuracy of the shared model.

1. RELATED WORK

A. Federated Learning and its Challenges

Federated learning began with federated averaging,
which trains a shared model by averaging locally computed
updates and cuts communication rounds sharply compared
with synchronized training [1]. Later work reduced
communication further through compressed updates [2] and
dealt with the fact that real clients differ in data and compute.
FedProx adds a term that keeps each local model close to the
global one and stabilizes training when clients are uneven [3].
SCAFFOLD corrects the drift between clients caused by
skewed data [4]. Broad surveys set out the main obstacles of
cost, heterogeneity, and privacy [5], catalog open problems
[6], and give a systems view of how federated frameworks are
built [7]. A common thread is that the central server is trusted,
and integrity or audit of the updates is left out of scope.

B. Blockchain-Enabled Federated Learning

A large body of work replaces or supports the central
server with a blockchain. BlockFL exchanges and verifies
updates through a ledger and studies the effect of block timing
on delay [16]. A committee-consensus design stores the model
and updates on chain while resisting bad updates at lower cost
[15]. Other studies push on scaling decentralized aggregation
at the edge [19], on aggregation rules that stay fair and robust
when some participants misbehave [21], and on reputation
with privacy protection to reward honest behavior [47].
Federated anomaly detection has even been used to hunt
threats inside blockchain-based industrial networks [11].
Several surveys map this area, covering the security that
blockchain adds to federated learning [17], taxonomies of
consensus and aggregation [18], [20], and security reviews
across the internet of things [12], [42]. More focused reviews
look at aggregation techniques for industrial loT [43],
intrusion detection at the industrial edge [44], open challenges
such as poisoning and incentives [45], and integration in
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mobile settings such as unmanned aerial vehicles [46]. The
recurring issue is weight. These systems often assume full
consensus, on-chain storage of large updates, or generic
benchmarks, which makes them hard to reproduce and to
adopt as a simple baseline.

C. Security, Privacy, and Integrity of Updates

Secure aggregation lets a server sum client update
without seeing any single one [37]. Differentially private
training bounds what an update can leak [38], and recent
analysis shows clients can take several local steps and still gain
from secure aggregation under a privacy budget [41]. A survey
of poisoning attacks lays out the threat model that any open
system must face [36]. On the blockchain side, schemes add
differential privacy and encryption to on-chain aggregation
[10], survey how such systems handle privacy [40], and add
traceable, tamper-proof storage of parameters [39]. These
methods give strong guarantees, but at a level of compute and
complexity beyond a small ledger whose only job is to protect
the integrity and provenance of update hashes.

D. Secure Industrial Data Sharing and Predictive
Maintenance

The application layer ties these ideas to industry. One-
line fuses federated learning with blockchain for industrial
data sharing and diagnosis. These works build federated
training into the consensus step [8], record updates so they
cannot be altered [9], run decentralized transfer learning and
domain generalization for machinery faults [28], [29], detect
device failures across plants on a shared chain [30], secure
fault diagnosis on skewed data [31], select trusted nodes by
reputation [22], and hold accuracy on non-IID factory data
[23]. A second line uses blockchain on its own for access
control and accountability, through fair data exchange [24],
lightweight sharing for constrained devices [25], attribute-
based encryption [26], token-based authorization [27], trusted
data spaces for siloed partners [14], and transparency, security,
and efficiency for supply-chain management [56], [65]. A
third line applies federated learning to the maintenance
pipeline without any ledger, covering remaining-useful-life
prediction [32], mixed fault diagnosis [33], transfer learning
with prior alignment [34], time-series-aware predictive
maintenance [35], and explainable maintenance for Industry
4.0 [50], [64]. The same privacy idea reaches cross-
organization settings such as credit records [48] and supply-
chain graphs [49]. The ledger-free maintenance works leave
out integrity and provenance, while the blockchain works tend
to be heavy and tied to private data. Our work sits between
them, with plain federated averaging, a small ledger, and a
public dataset.

1. PROPOSED METHODOLOGY

A. Scenario and Threat Model

We consider a set of factories that each run similar
machines and want a shared model that predicts machine
failure. No factory will share raw sensor logs, because those
logs expose production and process details. A coordinating
server runs the training rounds, but the factories do not fully
trust it or each other. We assume most factories are honest
while some may be faulty or malicious and may send bad
updates. We also assume that anyone with access to the stored
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updates might try to alter the record after the fact. The goals are
to train a useful shared model, to keep raw data local, to make
the record of contributions tamper-evident and auditable, and
to control who is allowed to join.

B. Framework

Figure 1 shows the design. A round begins when the
server pushes the current global model to the factories. A
factory then trains on its private data for a few local epochs,
hashes the resulting update, signs the hash with its private key,
and sends both to the server. The server checks the signature
against that factory public key, appends a block carrying the
update hash to the ledger, and averages the updates into a new
global model. Raw data never leaves a factory. Only model
updates are shared, and only their hashes go on the chain.

Factory 1 Factory 2 Factory K
local training local training local training

private data | ‘ private data ‘ private data |

raw data‘tays local

signed
updates

global
model

Federated aggregator
(FedAvg / FedProx)

log update hash

Permissioned Iedg-rer (hash-chained)

hash hash hash
sig —» sig —> sig
prev prev prev

integrity audit trail access control

Only mode! updates are shared.
Only their hashes go on chain.

Fig. 1. System Architecture.

C. Federated Training

We use federated averaging as the base method [1]. With
K factories, where factory k holds n_k samples and n is the
total, the server forms the new global weights as

w(t+1) = Sum over k of (n_k /n) w_k(t+1) Q)

where w_k(t+1) is the model returned by factory k.
Because failures are rare, each factory trains with a class-
weighted loss so the minority failure class is not ignored.

We also test FedProx, which is built for uneven data [3].
Each factory minimizesits local loss F_k plus a term that holds
the local model near the global one,

minimize F_k(w) + Mmu/2) |w-w() I’2  (2)

JISRT26JUN1585

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/26jun1585

where mu controls how strongly the local model is pulled
back. We use a small mu so the effect is gentle.

D. Lightweight Permissioned Ledger

The ledger is a hash-chained list of blocks. Every authorized
factory holds an elliptic-curve key pair, and its public key is
placed in a registry when it joins. For an update U, the factory
computes a SHA-256 hash H(U) and signs it. The server then
forms a block that links to the previous block,

block hash = H(index, time, round, id, H(U), signature, prev
hash) ©)

The ledger gives three guarantees. The chain provides
integrity, since changing any recorded update breaks the hash
links and is caught during validation. For auditability, each
block stores the factory id, round, and signature, which together
form a complete and non-repudiable trail of contributions.
Access control falls out of the registry, because a submission
from an unknown key or a bad signature is rejected before any
block is added. Since the ledger holds hashes rather than data
or weights, it stays small.

E. Defenses Against Malicious Factories

The ledger makes updates tamper-evident and traceable,
but it does not by itself stop a factory from sending a harmful
update. We pair it with two simple defenses. The first is a
robust aggregation rule, the coordinate-wise trimmed mean,
which drops the highest and lowest values for each parameter
before averaging and so limits the effect of extreme updates.
The second uses the ledger directly. Because every update is
signed and attributed, a factory whose contributions are linked
to a sharp drop in validation performance can be identified and
excluded, after which the honest factories aggregate among
themselves.

V. RESULTS

A. Dataset and Preprocessing

We use the Al4l 2020 predictive-maintenance dataset
[51], containing 10,000 records with a 3.39% failure rate.
Features include product type, temperatures, rotational speed,
torque, and tool wear. Two derived features are added:
temperature difference and mechanical power. Failure-mode
indicators are removed to prevent label leakage. After
preprocessing, each record has 10 features. The data is split into
80% training and 20% testing, and features are standardized
using training-set statistics.

B. Federated Setup

We simulate five factories. In the balanced (11D) setting,
data is evenly distributed among factories. In the skewed (non-
IID) setting, failure cases are unevenly distributed, creating
failure rates from 0.3% to 12.6%. A small two-hidden-layer
MLP is trained for 60 federated rounds, and all methods are
evaluated on the same test set.

Table 1. Per-Factory Training Data Under the Two Splits.

Split Factory | Records Failures Rate
11D 1 1600 51 0.032
11D 2 1600 57 0.036
11D 3 1600 62 0.039
11D 4 1600 47 0.029
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11D 5 1600 54 0.034
non-11D 1 1551 5 0.003
non-11D 2 1769 223 0.126
non-11D 3 1552 6 0.004
non-11D 4 1556 10 0.006
non-11D 5 1572 27 0.017

C. Predictive Performance

Table 2 compares all methods on the test set. Because
failuresare rare, we treat ROC-AUC as the main measure, since
it does not depend on a single decision threshold, and we also
report precision, recall, and F1 at the default threshold.
Methods marked with a star are centralized and need all raw
data pooled in one place.

Table 2. Predictive Performance on the Global Test Set. A
Star Marks Centralized Methods that Require Pooled Raw
Data.

Method Acc | Precision | Recall F1 | AUC

Centralized | 0.928 0.302 0.853 | 0.446 | 0.974
MLP*

Random 0.988 0.940 0.691 | 0.797 | 0.964
Forest*

Logistic 0.859 0.178 0.868 | 0.295 | 0.934
Reg.*
Local best | 0.923 0.271 0.750 | 0.398 | 0.905
Local mean | 0.923 0.320 0.406 | 0.217 | 0.790

FedAvg 0.915 0.262 0.824 | 0.397 | 0.949
11D
FedProx | 0.918 0.268 0.824 | 0.404 | 0.950
11D

FedAvg n- | 0.948 0.304 0.412 | 0.350 | 0.888
11D

FedProx n- | 0.946 0.289 0.412 | 0.339 | 0.886
11D

D. Effect of Heterogeneity and Scale

Figure 2 reports two sweeps. In the first, we vary the
Dirichlet parameter that controls skew. Performance falls
smoothly as the data becomes more skewed, with the AUC
dropping from 0.949 at near-balanced data to 0.807 at strong
skew. FedAvg and FedProx stay close across the whole sweep,
and neither holds a consistent edge, with every gap under 0.01
AUC and within the range of run-to-run noise. In the second
sweep, we vary the number of factories from three to ten at a
fixed level of skew. The AUC stays stable near 0.88, while F1
dipsa little as each factory holds less data. The framework does
not collapse as more factories join, which matters for real
deployments.
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Fig. 2. Effect of Data Heterogeneity (Dirichlet Alpha) and of
the Number of Factories.

E. Ledger Overhead

We measured the ledger cost during a full run that logged
300 updates, one per factory per round. Hashing an update took
about 0.007 milliseconds, signing took about 0.40
milliseconds, and verifying a signature took about 1.40
milliseconds. Together the ledger work came to 0.54 seconds,
about 5.9 percent of the 9.11 seconds of training in this single-
process setup. The full chain of 300 blocks used about 103
kilobytes, or roughly 0.34 kilobytes per block, because only
hashes and signatures are stored. The cost is small.

V. CONCLUSION

We presented a simple framework that joins federated
learning with a lightweight permissioned ledger for secure
predictive maintenance across factories. The ledger records
only signed hashes of model updates, which gives integrity,
auditability, and access control without storing data or weights.
On the public Al4l 2020 dataset, federated learning reached an
AUC of 0.949 on balanced data, close to a centralized model
and well above any single factory trained alone, while the
ledger added about 6 percent to training time and only kilobytes
of storage. Security tests confirmed that tampering and
unauthorized access are caught, and a poisoning study showed
that one malicious factory can break plain averaging while a
robust aggregation rule and ledger-based exclusion both
recover the model.
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