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Abstract: This paper presents the design and development of a consent-based Al-driven system for detecting phishing and
social engineering attacks from spam emails. The proposed system integrates official email APIs to access only spam or
phishing-flagged emails with explicit user consent, ensuring privacy protection and ethical compliance. A hybrid detection
model combining Natural Language Processing, metadata analysis, and rule-based techniques is employed to classify
emails and generate a risk score. The system introduces a Phishing Intent Timeline Reconstruction module to identify
attack stages such as lure creation, delivery, exploitation, and credential harvesting, and explains potential consequences
in clear and user-friendly language. Additionally, a Phishing DNA engine extracts structural and behavioral features
including HTML patterns, redirection chains, and hosting attributes to cluster related phishing campaigns and detect
phishing kit reuse. A secure backend honeypot environment safely interacts with suspicious links in an isolated
environment to observe attacker behavior and infrastructure patterns without collecting real credentials. The system also
incorporates an Explain-Before-Click interface and a local- language awareness module to enhance user understanding
and prevention. The proposed solution improves phishing detection accuracy while maintaining ethical standards and
practical feasibility for academic implementation.
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I INTRODUCTION 1. RELATED WORK

Phishing and social engineering attacks exploit human
psychology to steal sensitive information through deceptive
emails and malicious links. Traditional spam filters based
on keyword matching and blacklists are insufficient against
evolving threats. This paper proposes a consent-based Al-
driven phishing detection framework integrating machine
learning, metadata analysis, and honeypot-based monitoring
to provide detection, behavioral analysis, and user
awareness through an Explain-Before-Click mechanism.

1. PROPOSED SYSTEM ARCHITECTURE

The system includes an Email Analysis module, an Al
Detection module, and a Behavioral Monitoring module.
Email metadata is accessed via official APIs with user
consent. NLP and structural feature extraction generate a risk
score, while the Phishing Intent Timeline and Phishing DNA
components analyze attack stages and campaign similarities.
A sandboxed honeypot safely interacts with suspicious links
to capture infrastructure patterns.
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Existing phishing detection systems using ML, NLP, &
URL-based analysis to classify malicious emails. Honeypots
are employed to observe attacker infrasctructure & behaviour.
However, most solutions focus primarily on detection
accuracy & lack integrated behavioral analysis & user-centric
explanation features, which this work addresses.

V. METHODOLOGY

A hybrid detection approach combines rule-based
filtering and machine learning classification. Textual and
metadata features are extracted to compute a weighted risk
score. Suspicious URLs are executed in an isolated
honeypot environment, and similarity-based clustering
groups related phishing campaigns.
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Fig 1 Architecture
V. IMPLEMENTATION & RESULTS ACKNOWLEDGEMENT

The framework is implemented using Python with
read- only APl access to ensure privacy compliance.
Experimental evaluation indicates improved detection
performance through combined linguistic and structural
features. The Phishing DNA and Explain-Before-Click
modules enhance campaign analysis and user awareness.

VI ETHICAL CONSIDERATIONS

The system operates with explicit user consent and
processes only necessary indicators. No credentials are stored,
and the honeypot performs passive observation without
intrusive actions.

VII. CONCLUSION
The proposed Al-driven phishing detection and
behavioral analysis system improves detection accuracy

while maintaining ethical standards and promoting user
awareness, with future enhancements.
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