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Abstract :- Photo sharing is an alluring component which 

enhances Online Convivial Meshing. Dolefully, it may 

release clients' security measure on the off chance that 

they are sanctioned to post, remark, and recording label 

an exposure openly. We study the situation when a client 

shares a photograph containing citizenry other than her 

(termed co-photograph for short). We require to minimize 

he security beach that transpire because posting the photos 

of the great unwashed without the vigilance of people 

involved in photo. For this reasonableness, we require a 

proficient facial recognition(FR) theoretical account that 

can perceive everybody in the photograph. 

Notwithstanding, all the more requesting security context 

may restrain the exposure ' quantity liberatingly accessible 

to prepare the FR model. To manage this taking, our 

instrument effort to utilize clients' private photographs to 

orchestrate a customized FR fabric categorically prepared 

to dissever conceivable photograph co-proprietor without 

relinquishing their bulwark. We factitiously integrate to a 

disseminated accord predicated system to diminish the 

computational many-sided quality and ascertain the 

private preparing set. We demonstrate that our 

framework is better than other conceivable methodology 

as far as acknowledgment proportion and efficacy. Our 

instrument is executed as a proof of design Android 

application on Facebook's degree. OSNs will not 

contaminate to true users and polluted by unauthorized 

users and their posting the photos in unsecure way. Hence 

OSNs will be secure and safest. 

Keyword- Social network, photo privacy, secure multi-party 

computation, support vector machine, collaborative learning 

I. INTRODUCTION 

Social-networking users unknowingly reveal certain kinds of 

personal information that maleficent assailers could profit 

from to perpetrate consequential privacy breaches. The first 

decade of the 21st century visually perceived the 

popularization of the Internet and the magnification of web 

accommodations that facilitate participatory information 

sharing and collaboration. Concretely, Social Network Sites 

(SNS), sanction users to interact with others in an 

unprecedented way. Recently, SNSs, have become a 

component of human culture than just a web application. 

Utilization of SNSs exceeds in virtually every fields as news 

agencies, immensely colossal and minute companies, regimes, 

famous personalities and the general population all utilize 

SNSs to interact with each other. With the popularity of 

sharing, Facebook has stood out as the most popular SNS in 

the world 1 and the website where people spend the most time. 

Most of the time is being spent on Facebook. Sharing of news, 

photos, personal taste and information with friends and family 

has never been so facile, but with the luxury of technology and 

accommodations it becomes facile to apportion any 

information but with this utilizer privacy is to be taken into 

consideration. Privacy-cognate issues with Facebook have 

been perpetually appearing on international press either 

because of the company’s privacy policy or because of user’s 

nescience of content sharing consequences. As a research 

verbalizes, a simple exposure of date and place of birth of a 

profile in Facebook can be habituated to prognosticate the 

Social Security Number (SSN) of a denizen in the U.S. 

Sometimes, just by simply revealing their friends list, users 

might be revealing much more. For example, through the 

utilization of presage algorithms it is possible to infer private 

information that was anteriorly undisclosed. Photo albums 

may withal contain sensitive information about the utilizer, 

like places she conventionally goes to, whether or not she is 

on vacation and who are some of her most proximate friends 

and family members. Sometimes sensitive information even 

comes embedded in the photo as metadata. They may 

additionally be accompanied by more information that could 

be exploited, like captions, comments and photo tags; marked 

regions that identify people on the photo. Even if the 

individuals in a photo are not explicitly identified by photo 

tags, the amalgamation of publicly available data and face 

apperception software can be acclimated to infer someone’s 

identity. These kinds of quandaries are defined as collateral 

damage: users unintentionally put their friends or even their 

own privacy in jeopardy when performing actions on SNSs 

such as Facebook. Online Convivial Networks have become 

integral part of our quotidian life with each other, 

consummating our convivial needs the desiderata for convivial 

interactions, information sharing, appreciation and reverence. 

It is withal this very nature of gregarious media that makes 

people put more content, including photos, over OSNs without 

an exorbitant amount of thought on the content. However, 

once something, such as a photo, is posted online, it becomes 

a perpetual record, which may be utilized for purposes we 

never expect. For example, a posted photo in a party may 

reveal a connection of a celebrity to a mafia world. Because 

OSN users may be careless in posting content while the effect 
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is so far reaching, privacy auspice over OSNs becomes a 

consequential issue. When more functions suchas photo 

sharing and tagging are integrated, the situation becomes more 

perplexed. For instance, nowadays we can apportion any 

photo as we like on OSNs, regardless of whether this photo 

contains other people (is a co-photo) or not. Currently there is 

no restriction with sharing of co photos, on the contrary, 

convivial network accommodation providers like Facebook 

are emboldening users to post co-photos and tag their friends 

in order to get more people involved. Traditionally, privacy is 

regarded as a state of gregarious withdrawal. According to 

Altman’s privacy regulation theory privacy is a dialectic and 

dynamic boundary regulation process where privacy is not 

static but “a selective control of access to the self or to one’s 

group”. In this theory, “dialectic” refers to the openness and 

proximity of self to others and “dynamic” denotes the desired 

privacy level changes with time according to environment. 

During the process of privacy regulation, we strive to match 

the achieved privacy level to the desired one. At the optimum 

privacy level, we can experience the desired confidence when 

we opt ate to obnubilation or relish the desired attention when 

we opt ate to show. However, if the authentic level of privacy 

is more preponderant than the desired one, we will feel 

solitary or isolated; on the other hand, if the genuine level of 

privacy is more minuscule than the desired one, we will feel 

over-exposed and vulnerably susceptible. In this paper, the 

system proposes a novel consensus predicated approach to 

achieve efficiency and privacy concurrently. The conception is 

to let each utilizer only deal with his/her private photo set as 

the local train data and utilize it to learn out the local training 

result. After this,local training results are exchanged among 

users to compose an ecumenical cognizance. In the next 

round, each utilizer learns over his/her local data again and 

takes the ecumenical cognizance as a reference. Conclusively, 

the information is spread over users and consensus can be 

reached. 

II. LITERATURE SURVEY 

A. Title 1: Privacy Attacks in Social Media Using Photo 

Tagging Networks: A Case Study with Facebook. 

Author: João Paulo Pesce 

Year: 2012 

 Social-networking users unknowingly reveal certain 

kinds of personal information that maleficent assailers could 

profit from to perpetrate paramount privacy breaches. This 

paper quantitatively demonstrates how the simple act of 

tagging pictures on the convivial-networking site of Facebook 

could reveal private utilizer attributes that are profoundly 

sensitive. Our results suggest that photo tags can be 

acclimated to avail prognosticating some, but not all, of the 

analyzed attributes. We believe our analysis make users 

vigilant of paramount breaches of their privacy and could 

apprise the design of incipient privacy-preserving ways of 

tagging pictures on gregarious networking sites. With the 

popularization of the Internet and the magnification of web 

accommodations that facilitate participatory information 

sharing and collaboration. Concretely, Social Network Sites 

(SNS), sanction users to interact with others in an 

unprecedented way. Recently, SNSs, more than just web 

applications, have become a component of human culture and 

how society interacts. News agencies, immensely colossal and 

minute companies, regimes, famous personalities and the 

general population all utilize SNSs to interact with each other. 

Facebook has stood out as the most popular SNS in the world 

1 and the website where people spend the mosttime. Sharing 

news, photos, personal taste and information with friends and 

family has never been so facile. This luxury of technology and 

accommodations comes along with concern of utilizer privacy. 

Privacy-cognate issues with Facebook have been perpetually 

appearing on international press either because of the 

company’s privacy policy or because of user’s incognizance 

of content sharing consequences. Researchers verbally 

express, a simple exposure of date and place of birth of a 

profile in Facebook can be habituated to prognosticate the 

Social Security Number (SSN) of a denizen in the U.S. 

Sometimes, by simply revealing their friends list, users might 

be revealing much more. For example, with the utilization of 

prognostication algorithms it is possible to infer private 

information that was antecedently undisclosed. Photo albums 

may additionally contain sensitive information about the 

utilizer, like places she conventionally goes to, whether or not 

she is on vacation and who are some of her most proximate 

friends and family members. Sometimes sensitive information 

even comes embedded in the photo as metadata. They may 

withal be accompanied by more information that could be 

exploited, like captions, comments and photo tags; marked 

regions that identify people on the photo. Even if the 

individuals in a photo are not explicitly identified by photo 

tags, the cumulation of publicly available data and face 

apperception software can be habituated to infer someone’s 

identity. Our objective is to show that the utilization of photo 

tagging can enhance precision of assailers aiming to soothsay 

personal utilizer attributes. Our results may raise vigilance of 

the kinds of information transmitted by photo tags in SNSs, 

thus eschewing collateral damages. One possible explication is 

that, since a Facebook ego-network does not thoroughly 

translate one’s genuine convivial network and is adopted 

mostly by a concrete age group, age is a partial attribute that 

eludes convivial sensitiveness. It is paramount for users to be 

cognizant of this possibility, so they can make apprised 

decisions when exposing information and controlling their 

privacy settings. Additionally, SNSs might benefit from this 

kind of information by incorporating features that evade user’ 

sun intended loss of privacy. For example, there could be a 

“hiding” feature for photo tags. Users would be able to 

obnubilation their tags in lieu of expunging it. Thus, they 

would still keep track of the photos they have online and 

would still keep a high degree of interaction with the album 
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owner (e.g., by receiving updates on comments on the photo), 

but without directly linking the photo to their profiles. 

B. Title 2: Rule-Based Access Control for Social Networks. 

Author: Barbara Carminati, Elena Ferrari, and Andrea Perego 

Year: 2006 

 Web-based social networks (WBSNs) are online 

communities where participants can establish the relationships 

and can be able to share resources across the Web with other 

users. In recent years, many of the WBSNs have been 

adopting Semantic Web technologies, such as FOAF, for 

representing users’ data and relationships, making it possible 

to enforce information interchange across multiple WBSNs. 

Despite its advantages in terms of information diffusion, this 

raised the need of giving content owners more control on the 

distribution of their resources, which may be accessed by a 

community far wider than expected. This paper presents a 

system that has an access control model for WBSNs, where in 

the policies are expressed as constraints on the type, depth, 

and trust level of existing relationships. Relevant features of 

our model are the use of certificates for granting relationships’ 

authenticity, and the client-side enforcement of access control 

according to a rule-based approach, where a subject requesting 

to access an object should demonstrate that it has the rights of 

doing that. Web-based social networks (WBSNs) are online 

communities that allow Web users to publish resources and to 

establish relationships with other users, possibly of different 

type for various purposes that has concerns as entertainment, 

religion, dating, or business. One of the recent trends in 

WBSNs is the adoption of Semantic Web technologies, in 

particular FOAF, to represent users’ personal data and 

relationships. Thanks to this and to the adoption of 

decentralized authentication systems like the OpenID, it has 

been made simpler to access and disseminate information 

across multiple WBSNs. If this has been quite a relevant 

improvement with respect to the previous situation, it is now 

necessary that resource owners have more control over 

information sharing.  In fact, differently from ‘traditional’ 

social networks, where usually each user knows the others, 

WBSNs are quite larger, and each node (i.e., user) has direct 

relationships with only a sub-graph of the network. As a 

consequence, it may be not appropriate to make available any 

information to all the users of one or more WBSNs. So far, 

this issue has been addressed by some of the available Social 

Network Management Systems (SNMSs) by allowing users to 

state whether specific information (e.g., personal data and 

resources) should be public or accessible only by the users 

with whom the owner of such information has a direct 

relationship. Such simple access control strategies have the 

advantage of being straightforward, but, on one hand, they 

may grant access to non-authorized users, and, on the other 

hand, they are not flexible enough in denoting authorized 

users.  In fact, they do not take into account the ‘type’ of 

relationship existing between users and, consequently, it is not 

possible to state that only, say, my “friends” can access given 

information. Moreover, they do not allow granting access to 

users who have an indirect relationship with the resource 

owner (e.g., the “friends of my friends”). We think that more 

sophisticated access control mechanisms can be enforced in 

the current WBSNs, dealing with such issues. Besides 

relationships, some other information can be used for this 

purpose. In fact, the graph of a WBSN allows us to exploit the 

notion of depth of a relationship, which corresponds to the 

length of the shortest path between two nodes.  The depth of a 

relationship may be a useful parameter, which allows us to 

control the propagation of access rules in the network. 

Moreover, in some WBSNs, users can specify how much they 

trust other users, by assigning them a trust level. Such 

information is currently exploited for purposes which 

encompass the primary objectives of a WBSN, e.g., as a basis 

for recommender systems, but it can be used as well to denote 

the subjects authorized to access a resource in terms of their 

trustworthiness. Note that the notion of trust applies also to 

users with an indirect relationship i.e., a relationship with 

depth greater than 1, and thus we can combine the usage of 

depth and trust in access policies. In this paper, a rule-based 

access control model is being proposed for WBSNs, which 

allows the specification of access rules for online resources 

where authorized subjects are denoted in terms of the 

relationship type, depth, and trust level existing between users 

in the network. In this paper, we presented an access control 

model for WBSNs, where policies are specified in terms of 

constraints on the type, depth, and trust level of relationships 

existing between users. Relevant features of our model are the 

use of certificates for granting relationships’ authenticity, and 

the client-side enforcement of access control according to a 

rule-based approach, where a subject requesting to access an 

object must demonstrate that it has the rights of doing that by 

means of a proof. the central node of the network, which 

stores and manages certificates specified by users, and a set of 

peripheral nodes, in charge of storing access rules and 

performing access control.  

C. Title 3: Face Annotation for Personal Photos Using 

Collaborative Face Recognition in Online Social Networks. 

Author: JaeYoung Choi', Wesley De Nevel, Yong Man Ro l, 

and Konstantinos N Plataniotis 

Year: 2009 

 Automatic face annotation (or tagging) facilitates 

improved retrieval and organization of personal photos in 

online social networks. In this paper, we present a new 

collaborative face recognition (FR) method that aims to 

improve face annotation accuracy. The proposed method 

makes efficient use of multiple FR engines and databases that 

are distributed over an online social network. The performance 

of our collaborative face recognition method was successfully 

evaluated using the standard MPEG-7VCE-3 data set and a set 

of real-world personal photos from the web. The efficacy of 
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the proposed method is demonstrated in terms of comparative 

annotation performance against non-collaborative approaches 

utilizing a single FR engine and an only Most online social 

network enable users to share multimedia content within a 

personalized community or to make multimedia content public 

by granting access privileges. Users can see who is online and 

also use other social network functionalities. For example, on 

'Facebook', it is possible that newly uploaded photos can be 

automatically relayed to the users who are tagged on the 

photos in question. In addition, each user's profile typically 

links all tagged photos of that user to other community 

members. Multimedia content posted on current online social 

networks mainly consists of user-generated images and video-

clips. They typically originate from various personal devices, 

such as digital cameras and webcams, cell phone cameras, and 

personal video recorders, and etc. Such personal devices allow 

users to customarily create and store multimedia content. 

Moreover, content management tools tend to be customized 

for individual users. Such personalization will also facilitate 

ease of content annotation and search for individual users' own 

multimedia content Most current online social networks 

allocate independent repositories (or silos) to individual users 

for the purpose of storing and managing their multimedia 

content. It is important to note that assigned repositories are 

dispersed over online social networks with their own resource 

databases and content management tools. Under an online 

social network, however, the information fusion problem at 

the feature extractor or extraction levels is very difficult. Due 

to the nature of inconsistency and ambiguity of the search 

engines on the web, feature extractors built in individual FR 

engines could be very different in theories or methodologies 

(e.g., certain feature extractors are based on holistic matching 

methods, while others are based on local matching methods). 

Such inconsistent FR engines could indeed produce 

incomparable feature representations with diversified forms. 

The system devises a collaborative FR method aiming to 

improve the face annotation accuracy by combining 

annotation results obtained from individual FR engines. 

Specifically, two evidence fusion techniques are devised to 

aggregate results from multiple FR engines into a single result. 

Social relationship among community members and social 

context in personal photographs are employed to collect the 

appropriate FR databases and engines from an online social 

network. To the best of our knowledge, our work is the first 

attempt to utilize distributed FR databases and engines in 

order to annotate faces in a collaborative way. To focus on 

assessing annotation accuracy related to FR, we exclude face 

detection error rate from performance evaluation. In order to 

form the FR databases to be customized for a group of persons 

(e.g., families and friends) of user's interest, among all the 

persons appeared in both photo datasets, we carried out 

manual label ignores than at least 15 most frequently appeared 

individuals, while ignoring other individuals who appeared in 

less than that frequency. The systems carry out a comparative 

evaluation study on demonstrating the effectiveness of our 

collaborative face annotation approach. The effectiveness of 

the proposed method has been successfully tested on both 

standard 1,120 MPEG-7 VCE3 photos and more than 4,000 

real-world web photos collected from currently popular online 

photo-sharing communities. The experimental results show the 

usefulness of the proposed method in terms of both absolute 

and comparative annotation performance against non-

collaborative face annotation solutions only using a single FR 

engine and a single database. Based on the evaluation results 

on two photo datasets, irrespective of the number of collected 

FR engines, the annotation performances of collaborative FR 

are considerably better than the performances achieved on 

independent FR. Particularly, the effect of collaboration 

becomes more significant when the classification capability of 

the individual FR engine is degraded, due to absence of 

training samples for particular community member. We also 

found that the performance of collaborative FR using 

distributed repositories approximates the performance 

obtained from the centralized FR with a single and larger 

training dataset. This is especially a critical advantage for 

web-based face annotation applications, which frequently have 

to deal with large-scale databases. 

III. EXISTING SYSTEM 

 Existing system uses the Conditional random field 

(CRF). This system combines face recognition scores with 

social context in a conditional random field (CRF) model and 

apply this model to label faces in photos from the popular 

online social network Facebook, which is now the top photo-

sharing site on the Web with billions of photos in total. 

Existing metadata from online social networks can 

dramatically improve automatic photo annotation. The 

systems have applied our technique to a portion of the world’s 

largest database of hand-labeled faces, the tagged faces in 

personal photographs posted on the popular social network 

Facebook. In existing system, the system used three realms 

model that identities are entities, and friendship a relation, a 

visual sensory realm, of which faces are entities, and co-

occurrence in images a relation, a physical realm, in which 

bodies belong, with physical proximity being a relation. And 

also, proposed a pair wise conditional random field (CRF) 

model which finds the optimal joint labeling by maximizing 

the conditional density. The existing system used Bayesian 

network to model the prediction problem and developed a 

variety of algorithms to predict private user attributes. Zheleva 

and Getoor took in consideration SNS’s groups and used 

classification algorithms which improved the prediction 

accuracy.  The existing system has looked at the problem from 

two distinct perspectives: globally (given some attributes on 

the network, infer the attributes of the rest of the network) and 

locally (given some people in a certain community, infer who 

else is on that community). It focuses on finding the political 

affiliation of their subjects based on either profile information 

or friendship links. The system concluded that it is best, from 

a privacy stand point, to conceal more profile attributes than 

friendship links. Social network analysis usually works with 
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either: complete networks, e.g., a network containing all ties in 

a defined population or egocentric networks (ego-networks for 

short) e.g., all ties that certain individuals may have. This 

work models the ego-networks from user’s friendship links 

and use photo tags to improve the prediction of private 

attributes (such as nationality, age, city and ideally any 

attribute the SNS might provide), and we do so for the first 

time: there is no prior study that exploits photo tagging feature 

for attribute prediction. 

Disadvantages: 

• It will be impossible for the system to label some 

individuals in newly posted photos.  

• The system will not able to find out how much of our 

volunteers’ actual social network as represented on Facebook 

we have been allowed to access.  

• Its computation cost is very high. 

• When user share images, there is a risk that 

something inappropriate will get posted. An unflattering light 

is easy to post and very hard to delete. The co-owners of a co-

photo cannot be determined automatically. 

IV. PROBLEM DEFINITIONS AND SCOPE 

A. Goals and Objectives 

Photo sharing is an alluring feature which popularizes Online 

Social Networks (OSNs). Lamentably, it may leak users’ 

privacy if they are sanctioned to post, comment, and tag a 

photo liberatingly. In this paper, we endeavor to address this 

issue and study the scenario when a utilizer shares a photo 

containing individual’s other than him/ she (termed co-photo 

for short). To obviate possible privacy leakage of a photo, we 

design a mechanism to enable each individual in a photo be 

cognizant of the posting activity and participate in the decision 

making on the photo posting. For this purport, we require an 

efficient facial recognition (FR) system that can agonize 

everyone in the photo. However, more authoritatively 

mandating privacy setting may limit the number of the photos 

publicly available to train the FR system. To deal with this 

dilemma, our mechanism endeavors to utilize users’ private 

photos to design a personalized FR system concretely trained 

to differentiate possible photo co-owners without leaking their 

privacy. We withal develop a distributed consensus predicated 

method to reduce the computational intricacy and bulwark the 

private training set. 

B. Scope 

• To solve the problem of privacy preserving of photo 

sharing in online convivial network we have utilized FR 

system which will identify every individual in the photo and 

make them vigilant of the photo posting activity.  

• To send friend request to individuals and form a 

relationship.  

• To store every individual photo as a training set 

which can be utilizable for privacy preserving during photo 

sharing which can be done with the avail of FR system. 

C. Software Context 

 Java 

Java is a programming language pristinely developed by 

James Gosling at Sun Microsystems (now a subsidiary of 

Oracle Corporation) and relinquished in 1995 as a core 

component of Sun Microsystems' Java platform. The language 

derives much of its syntax from C and C++ but has a simpler 

object model and fewer low-level facilities. Java applications 

are typically compiled to byte code (class file) that can run on 

any Java Virtual Machine (JVM) regardless of computer 

architecture. Java is a general-purport, concurrent, class-

predicated, object-oriented language that is categorically 

designed to have as few implementation dependencies as 

possible. It is intended to let application developers "invite 

once, run anywhere." Java is currently one of the most popular 

programming languages in utilization, concretely for client-

server web applications. 

 Java Platform 

One characteristic of Java is portability, which betokens that 

computer programs indicted in the Java language must run 

similarly on any hardware/operating-system platform. This is 

achieved by compiling the Java language code to an 

intermediate representation called Java byte code, in lieu of 

directly to platform-categorical machine code. Java byte code 

injunctive authorizations are analogous to machine code, but 

are intended to be interpreted by a virtual machine (VM) 

indicted categorically for the host hardware. End-users 

commonly utilize a Java Runtime Environment (JRE) installed 

on their own machine for standalone Java applications, or in a 

Web browser for Java applets. Standardized libraries provide a 

generic way to access host-concrete features such as graphics, 

threading, and networking. A major benefit of utilizing byte 

code is porting. However, the overhead of interpretation 

denotes that interpreted programs virtually always run more 

gradually than programs compiled to native executable would. 

Just-in-Time compilers were introduced from an early stage 

that compiles byte codes to machine code during runtime. Just 

as application servers such as Glass Fish provide lifecycle 

accommodations to web applications, the Net Beans runtime 

container provides them to Swing applications. All incipient 

shortcuts should be registered in "Key maps/Net Beans" 

folder. Shortcuts installed INS Shortcuts folder will be 

integrated to all key maps, if there is no conflict. It signifies 

that if the same shortcut is mapped to different actions in 

Shortcut folder and current key map folder (like Key map/Net 

Beans), the Shortcuts folder mapping will be ignored. 
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    * Database Explorer Layer API in Database Explorer 

    * Loaders-text-db schema-Actions in Database Explorer 

    * Loaders-text-sql-Actions in Database Explorer 

    * Plug-in Registration in Java EE Server Registry 

The keyword public denotes that a method can be called from 

code in other classes, or that a class may be utilized by classes 

outside the class hierarchy. The class hierarchy is cognate to 

the denomination of the directory in which the .java file is 

located. The keyword static in front of a method betokens a 

static method, which is associated only with the class and not 

with any categorical instance of that class. Only static methods 

can be invoked without a reference to an object. Static 

methods cannot access any class members that are not 

additionally static.  The keyword void denotes that the main 

method does not return any value to the caller. If a Java 

program is to exit with an error code, it must call System. Exit 

() explicitly. The method name "main" is not a keyword in the 

Java language. It is simply the designation of the method the 

Java launcher calls to pass control to the program. Java classes 

that run in managed environments such as applets and 

Enterprise JavaBeans do not utilize or need a main () method. 

A Java program may contain multiple classes that have main 

methods, which designates that the VM needs to be explicitly 

told which class to launch from. The Java launcher launches 

Java by loading a given class (designated on the command line 

or as an attribute in a JAR) and starting its public static void 

main (String []) method. Stand-alone programs must declare 

this method explicitly. The String [] args parameter is an array 

of String objects containing any arguments passed to the class. 

The parameters to main are often passed by betokens of a 

command line. 

V. EVALUATION 

Our system is evaluated with two criteria: network-wide 

performance and facial recognition performance. The former 

is used to capture the real-world performance of our design on 

large-scale OSNs in terms of computation cost, while the latter 

is an important factor for the user experience. In this section, 

we will describe our Android implementation first and then 

the experiments to evaluate these two criteria. 

A.  Implementation 

Our prototype application is implemented on Google Nexus 7 

tablets with Android 4.2 Jelly Bean (API level 17) and 

Facebook SDK. We use OpenCV Library 2.4.6 to carry out 

the face detection and Eigenface method to carry out the FR. 

Fig.4 shows the graphical user interface (GUI). A log in/out 

button could be used for log in/out with Facebook. After 

logging in, a greeting message and the profile picture will be 

shown. Our prototype works in three modes: a setup mode, a 

sleeping mode and a working mode. Running in the setup 

mode, the program is working towards the establishment of 

the decision tree. For this purpose, the private training set Xi 

and neighborhood Bi need to be specified. Xi could be 

specified by the user with the button “Private training set”. 

When it is pressed, photos in the smart phone galleries could 

be selected and added to Xi. To setup the neighborhood Bi, at 

this stage, a user needs to manually specify the set of “close 

friends” among their Facebook friends with the button “Pick 

friends” as their neighborhood. According to the Facebook 

statistics, on average a user has 130 friends, we assume only a 

small portion of them are “close friends”. In our application, 

each user picks up to 30 “close friends”. Notice that all the 

selected friends are required to install our application to carry 

out the collaborative training. With Xi and Bi specified, the 

setup mode could be activated by pressing the button “Start”. 

Key operations and the data flow in this mode are enclosed by 

a yellow dashed box on the system architecture. During the 

training process, a socket is established exchange local 

training results. After the classifiers are obtained, decision tree 

is constructed and the program switches from the setup mode 

to the sleeping mode. Facebook allows us to create a list of 

friends such as “close friends” or “Acquaintances”.  

 

We can share a photo only to friends on list. According to the 

proposed scheme, this friend list should be intersection of 

owner’s privacy policy and co-owners’ exposure policies. 

However, in Facebook API, friend lists are read only items, 

they cannot be created or updated through the current API. 

That means we cannot customize a friend list to share a co-

photo. Currently, when the button “Post Photo” is pressed, co-

owners of x are identified, then notifications along with x are 

send to the co-owners to request permissions. If they all agree 

to post x, x will be shared on the owner’s page like a normal 

photo. In this sense, users could specify their privacy policy 

but their exposure policies are either everybody on earth or 

nobody depending on their attitude toward x. The data flow 

for a photo posting activity is illustrated by the solid red 

arrows. After the requests are sent out, the program will go 

back to the sleeping mode. If Xi or Bi is modified, the 

program will be invoked to the setup mode. In this case, the 

operations in the yellow dashed box will be performed again 

and decision tree will be updated. 
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B. System Architecture 

 

 Steps to Run the Project 

  Friend request 

  Picking close friends 

  Sharing photo 

  Feature extraction 

  Support vector method 

  Encryption method post on policy status 

Implementation of software refers to the final installation of 

the package in its rea environment, to the satisfaction of the 

intended users and the operation of the system. The people are 

not sure that the software is meant to make their job easier.  

• The active user must be aware of the benefits of 

using the system 

• Their confidence in the software built up 

• Proper guidance is impaired to the user so that he is 

comfortable in using the application 

Before going ahead and viewing the system, the user must 

know that for viewing the result, the server program should be 

running in the server. If the server object is not running on the 

server, the actual processes will not take place. 

VI. CONCLUSIONS 

xIn this project, the system has proposed a privacy-preserving 

FR system to identify individuals in a co-photo. The system 

presented the detailed description of our system. Generally 

verbalizing, the consensus result could be achieved by 

iteratively refining the local training result: Photo sharing is 

the process of publishing or transfer of a utilizer's digital 

photos online. Photo-sharing websites offer accommodations 

such as uploading, hosting, managing and sharing of photos 

(publicly or privately). This function is provided through both 

websites and applications that facilitate the upload and exhibit 

of images. The term can additionally be loosely applied to the 

utilization of online photo galleries that are set up and 

managed by individual users, including photo blogs. Sharing 

betokens that other users can view but not obligatorily 

download the photos, users being able to cull different 

copyright options for their photos. Firstly, each utilizer 

performs local supervised learning only with its own training 

set, and then the local results are exchanged among 

collaborators to compose an ecumenical erudition. Then the 

ecumenical erudition issued to regularize the local training 

until convergence. The system utilized a toy system with two 

users to demonstrate the principle of our design. The system 

that is built has proven that shows how to build a general 

personal FR with more than two users. It is very efficient than 

subsisting system. The system can curb the privacy leakage by 

utilizing this design. The proposed system features low 

computation cost and confidentiality of the training set. 
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