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Abstract— Attackers have developed a way to monetize files 

already on a victim’s computer. They accomplish this through en-

crypting select files and then charging for access to the key. This 

type of malware has spawned a new classification, 

cryptoransomware, but is more commonly known by the name of 

most prevalent version, Crypto Locker, or its variants 

TeslaCrypt and CryptoWall. This article will discuss how it 

works, how it happens, and most importantly what enterprises 

can do to protect themselves above and beyond IDS/IPS and 

antivirus systems. Prescriptive guidance for ba-sic prevention, 

detection, mitigation, and recovery controls is offered. 
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I. CRYPTOLOCKER BASICS 

The idea of a ransom attack against computer files is relatively 

new, but attackers are raking in millions doing just that. 

Rather than cracking the perimeter, taking over a system, or 

extracting and selling data, the data at rest is encrypted using 

public key infrastructure.  

The files in each mapped, removable, and locally installed 

drive are enumerated and specific files are encrypted. The 

target is typically common document storage formats like 

Office, PDF, CSV, etc. The private key needed to decrypt the 

data is held by the attacker and must be purchased by the vic-

tim to regain access to the files. The victim is presented with a 

ransom note when logging on to the system and attempting to 

access files.  

Attacks are usually three part. A compromised site or doc-

ument includes an exploit kit like Nuclear or Angler, which 

directs the browser to download the malware from a shadowed 

domain. The malware executes and encrypts the files. As the 

files are encrypted, ransom notes are written in each Directory  

   

Often, a randomly generated registry key is created and keeps 

a record of all encrypted files.  

Once infected, a user has four options:  

  1. Pay the ransom  

  2. Restore from backup  

  3.Lose the files  

  4. Brute force the key  

To brute force the key would require factoring 617-digit 

numbers, which would take about 6.4 quadrillion years on a 

standard desktop computer . This effectively takes brute 

forcing off the menu for most environments. The attack relies 

on public key cryptography, in which the private key needed 

to decrypt the data never actually exists on the victim’s 

machine. The public key used to encrypt is all but worthless as 

it relates to decrypting the files.  

 

 

   

 

 

 

 

 

 

 

 

 

 

 

The cryptographic strength of the RSA algorithm is by design 

and is ordinarily used to secure web communications. For 

purpose of this article, brute forcing the key is not considered 

a legitimate recovery control. 

If the victim decides to pay, the attacker typically requests 

payment using Bitcoin. At the time of this writing, the average 

ransom was between $500-750 USD. The value of the ransom 

will change depending on the number of encrypted files. If the 

victim fails to pay within the allotted time, the ransom will 

double or triple. Some versions offer to decrypt one file for 

free. Most variants offer free technical support if the victim is 

unable to decrypt after paying. Most variants do actually 

return the private key once the ransom is paid. Users can 

access the ransom page from the link in the ransomnote. see 

below screen shot. 

If the victim can restore from backup, this is ideal. But for 

home users, this is not always the case. Many users choose to 

backup to removable media such as a USB hard drive. These, 

if left attached, will ordinarily also be encrypted with the in-

fection. A USB drive attached to the computer but turned off 

or without power is likely safe, provided it is not powered 

over USB. Most users and enterprises will elect to lose the 

files that cannot be recovered from backup. 

No matter what method is used post-infection—paying the 

ransom, restoring the files from backup, or deciding to lose the 
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files—the operating system of the infected computer should 

always be re-installed in order to ensure a clean start. 
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II. HOW IT HAPPENS 

 

 

 

 

 

 

 

 

What is especially impressive is not just that attackers would 

be so bold as to launch the attack, charge for the key, and pro-

vide technical support, but the relative ease with which these 

attacks succeed. This has become a true revenue stream, and 

the attackers are able to develop very sophisticated, clever 

ways to deliver their malware. The most common infection 

mechanisms are malicious Office documents and drive-by 

downloads. 

III.  EMAIL IS STILL A VECTOR 

   

The malicious office documents typically are part of an email 

claiming to be a fax or an invoice. The user opens the docu-

ment and the text of the document claims that the document is 

protected and cannot be viewed. However, the document 

comes to the rescue with instructions on how to enable the 

content: just follow the steps to enable macros - 

 

 

 

 

 

 

 

 

 

 

 

 

 Once the user follows the steps, the macro runs, the payload 

is delivered, and infection will commence. A variant of this is 

to include a zipped copy of the malicious script in hopes the 

user has a file association that will run the script when un-

zipped. Both versions rely heavily on script obfuscation tech-

niques, so a manual or automated code review won’t catch 

these. In some cases, the Office document is zipped; in some 

cases it is attached directly. Usually the filename includes .doc 

to mask the actual extension, .docm. 

It’s not just “bad” sites anymore 

With the advent of content aggregating sites, users are in-

creasingly able to visit a vast array of sites in relatively short 

order. Frequently, this includes personal blogs used to share 

ideas, most of which are built with standard templates and are 

not held to the same rigorous security standards that many 

corporate websites are held to. These sites have legitimate 

content and in and of themselves are not only harmless but 

often useful (see figure 4). Users aren’t typically on guard 

with sites like these because they appear to be totally innocent. 

These, along with ads, are a typical source of drive-by 

downloads. Attackers need only infect a blog and wait for 

users to visit that page. Typically, the compromised site will 

include JavaScript that loads a malicious  

 

Flash movie that runs in the background, takes advantage of 

an exploit within Flash, and downloads the malware.  

   

In both cases, the actual malware is usually delivered from a 

randomly generated sub domain of a legitimate domain. 

Attackers will compromise the DNS account for a domain and 

register different sub domains, then use those for attack. 

Often, these sub domains are only used once. This has been 

dubbed “domain shadowing” by Nick Biasini. 

 

 IV.    DEFENSE STRATEGIES 

Preventing this type of infection is difficult. The attackers go 

to great length to hide the actual malware from analysis. The 

code is obfuscated. Shadowed domains are typically only used 

once for a given victim’s public IP. The infection binary is 

removed when the encryption is complete. Most of the owners 

of sites actually delivering the malware have no idea that an 

infection has even occurred. Typical antivirus suites are 

ineffective until the machine is well beyond the event horizon. 
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Assuming an enterprise already has appropriate, updated email 

security and web browsing mechanisms in place, there are few 

additional protection steps that can be taken. Some 

firewall/IPS/IDS and web proxy solutions can be effective but 

leave an enterprise in the middle of the cat-and-mouse game 

of attacker-vs-vendor, waiting for updated signatures or 

definitions. Rather, it can be useful to employ a more active 

posture against this type of attack, of which there are four 

main protection mechanisms. To this end, I offer the following 

prescriptive guidance. 

 

V.  PREVENTIVE CONTROLS 

1. First, if at all possible, disallow Flash for un trusted 

websites. This has some initial overhead while white listed 

websites are identified, but the ActiveX filtering feature in 

Internet Explorer has proven to be effective. Couple this with 

disabling Flash in Chrome and Firefox. Identify and 

implement a formal help-desk process to add sites to the white 

list. Ensure only knowledgeable personnel can approve adding 

to the white list. 

 

2. Second, filter inbound email for attached ZIP and Microsoft 

Office documents. Consider blocking macro-enabled Office 

documents altogether. Often, the majorities of inbound emails 

that match this filter are malicious and never need to reach a 

user’s inbox. Additionally, continue the message and inform 

the user that the attachment was filtered; identify and imple-

ment a formal help-desk process whereby users can request 

the attachment after it has been screened. An enterprise may 

consider white listing for this as well. 

 

3. Third, disable macros within the Office suite. It may be ap-

propriate to enable with notification or disable altogether. The 

former will give the user the ability to override and execute 

the macro, while the latter requires administrator intervention. 

Both can be installed using Group Policy. 

 

4. Fourth, and most difficult to implement, is application white 

listing. There are several commercial products that can help 

with this. These can be restricted to only allow certain binaries 

to execute. This has the highest level of overhead to 

implement and should be a last line of defense. 

 

VI.  DETECTIVE CONTROLS 

 

Detecting the incident based on a user noticing is not reliable 

and spends precious time. 

The ransom note doesn’t open automatically for the user until 

the encryption process is complete. Depending on the speed of 

the infected machine and the resources to which it has access, 

the actual encryption process can take days. Worse yet, the 

encryption happen in the background and the user might leave 

for vacation. Frequently, IT isn’t notified until the user calls 

because his computer isn’t working properly. Such an 

infection can avoid detection longer than some backups are 

held. Effective detection mechanisms can help stop an attack 

earlier. There are two primary detective mechanisms. 

 

The first mechanism is an enterprise data management solu-

tion. Most CryptoLocker variants will leave small traces be-

hind in each directory where encryption has taken place, usu-

ally a variant of files name “HELP_DECRYPT.” Enterprise 

data management solutions can monitor for the creation of 

these files and even take an action such as disabling the user’s 

Active Directory account if these files are detected.  

 
These systems can also detect substantial data access patterns, 

consistent with CryptoLocker enumerating directories looking 

for files to encrypt. Lastly, they can assist with post-infection 

investigations, including identifying the time and date of the 

infection and which files were encrypted. 

 

VII.  RECOVERY CONTROLS 

Lastly, frequent and reliable backups are key. Once the attack 

is successful, this is the most reliable recovery mechanism. 

Ensure that a recovery point objective has been considered for 

network files and shares. A careful review may show that this 

area has been overlooked and is actually mission critical. 

Consider both the files that could be lost as well as the loss of 

availability of the share, drive, or server. Once the critical file 

resources are identified, implement appropriate backup 

mechanisms. Ensure restore mechanisms are tested and staff 

responsible for restoring data are properly trained. 

 

VIII.   CONCLUSION 

Persistent attackers have created a lucrative and effective 

threat. The right combination of prevention, detection, miti-

gation, and recovery strategies can help ensure that a would-be 

disaster is instead an annoyance. Hopefully, enterprises armed 

with an understanding of CryptoLocker fundamentals and 

practical security measures will be better poised to defend 

against it. 
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