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Abstract:- In this paper various approaches towards 

detection of phishing sites are considered. The various 

phishing detection methods available are list based, image 

based, content based etc. The aim is to detect phishing site 

in an easy way. Here a combined approach of list, image 

and content based method is implemented. If webpage is 

not in list then move towards content based or image based 

method and check contents.  Content based approach can 

be applied if web page contains only text and no images. If 

webpage lacks contents ie webpage contains only images 

then apply image based method. 
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I.    INTRODUCTION 

 

 Phishing is a web based attack. 

 Web based attacks tries to capture personal 

information from users. The main use of this information is in 

fraudulent activities. Most phishing sites are similar to an 

original site in its appearance so it is not easy for a user to 

identify between them. Phishing attacks as well as the victims 

are increasing day-by-day as attackers develop new ways to 

fool users. List based methods are the easiest way to detect 

phishing sites but they are not able to detect phishing sites that 
came into existence within a short span of time.  

 

II.  DETECTION METHODS 

 

 List based method is a phishing detection method. 

List based methods are classified into two. They are black list 

methods and white list methods. List based methods use a 

database to detect phishing site. 

 

 List Based Methods 

 Most of the Internet browsers use blacklist method to 
detect phishing sites. In Blacklist method details  of all known 

phishing sites are stored in a database. But white list method 

maintains a  list of all legitimate sites. The accuracy of list 

based  method depends on how often database is updated. So 

in order to identify phishing sites that came into existence 

within a short span of time heuristic based method is 

used.[3][12] 

 

 Heuristic Based Methods 

 Heuristic-based approaches depends up on certain  

characteristics  to detect phishing. These characteristics can be 

any web page characteristics such as URL, HTML code, 

image or the page content itself.[7] 
 

III.  RELATED WORK 

 

 CATINA a heuristic based approach was proposed by 

Zhang et al. Cantina uses a lexical signature heuristic based on 

the TF-IDF (term frequency/inverse document frequency) 

algorithm to detect phishing sites.[2] 

 

 Dunlop et al. proposed a heuristics-based approach 

called Gold Phish to detect zero day phishing sites. This 

method captures  image of a web page and after removing ads, 
using OCR conversion method image is converted to text. 

Then Google Page Rank is applied to check whether it is a 

phishing site. GoldPhish achieved a phishing detection rate of 

98% [1]. 

 

 Prakash et al. proposed PhishNet a predictive 

blacklist method to detect phishing sites. It uses URL features 

to detect phishing attacks. [3]. 

 

 B-APT a Bayesian Antiphishing Toolbar proposed by 

Likarish et al. for detection of phishing sites uses DOM 

analyzer [4].  
 

 The above mentioned approaches include list, text 

and image based methods. Here the above methods are 

combined in an effective manner. 

 

IV.   DESIGN 

 

 The proposed approach after studying list based, 

image based and content based method uses a combination of 

these three. First use blacklist method to decide whether a site 

is phishing site or not. If it is in blacklist then it is a phishing 
site and the process can be stopped. But the phishing sites that 

are new not necessarily be in blacklist. If the site is not in 

blacklist check webpage contains images/text. 

 

 List based approach can be implemented easily. Only 

a checking is needed. But it is not accurate. Accuracy can be 

maintained by frequently updating database. If list method 

fails and web page contains images only then  image based 

approach is used. Even though it is accurate it is time 

consuming. So when list based method fails try to apply 

content based method as far as possible.  
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 If webpage contains text only then content based 

approach is easy to implement than image based approach. 
Extract text from webpage using javascript code. There is a 

Javascript method document. get Element By Id to gather text 

and store it in a variable. The content stored in the  variable is 

applied to a google search engine. If webpage is legitimate 

then its name appears in first few searches.[10][11] 

 

To extract all contents of a webpage use get Element By Tag 

name method, For example if x is a string use javascript code 

as  

 

 x+=document. get Element By Tag Name(‘*’) 

 This method stores all elements into variable x and 
contents of x are used to decide Google Page Rank. If name of 

webpage is within top 10 sites that are displayed in google 

search then it is a legitimate site. Otherwise it is a phishing 

site.[13] 

 

 If webpage contains links or tables or forms only they 

can also be collected.  For this approach DOM collections 

property such as links collection, images collection etc are 

used.[11] These collections can be stored in a variable and it 

can also be used for google Page Rank search. 

 
 If webpage contains images only then image based 

method is used. First convert image to text using OCR tool. 

Then text can be checked using Google Page Rank 

mechanism. If it is not in phishing site then name of webpage 

will available within first few searches.[9]. 

 

Steps: 

 

1. Obtain URL of a webpage from address bar. 

2. Check URL in phishing site. 

3. If found it is a phishing site. 
4. Otherwise check webpage contains images only. If so 

apply Gold Phish page Rank mechanism. 

5. If webpage contains text then it is extracted and apply 

Google Page Rank mechanism. Same is the case of links, 

form, tables etc. 

 
Fig 1:- Phish Detection System 

V.  CONCLUSION 

 
 In this paper it is tried to overcome the problems of 

blacklist and Gold Phish method to detect phishing sites. In 

blacklist method although it is faster it cannot detect newly 

arrived phishing sites. To overcome this problem we are 

integrating image based method with blacklist method. But if 

a webpage contains only text then image based method also 

fails. Here content based approach can be implemented. [13] 

 

 This combined approach is a good method but some 

problems may arise due to limitations in webpage. Problems 

are mainly due to lack of contents such as  images to verify a 

web site. The probability of such a page is very low.  In 
normal cases the main page contains sufficient data to verify 

the legitimacy of the web site. Despite these limitations this  

method is a faster and powerful tool for detecting zero day 

phishing sites. 
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