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Abstract:- Phishing remains a major security threat in cyber
security. In phishing, attackers steal sensitive information
such as login credentials, credit card numbers from victims
by providing a fake site which looks like the visual clone of a
legitimate site. It can be said that single filter method is not
sufficient to detect different categories of phishing emails.
This paper provides a model combining various filtering
methods to detect phishing. The model incorporates five
layers: Block list layer, white list layer, Spam filtering layer,
URL features layer, hashing layer. A prototype
implementation of the proposed model is built to improve
spam and phishing Email filtering over the existing
techniques.
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Malicious Email.

I INTRODUCTION

Email has made the communication process become
easier, faster and cheaper. It has become increasingly popular.
However, phishing email is one of the major security threats. The
phishing email can lead to financial loss. Attacker always sending
email tends to make user believe that they are communicating
with trusted entity and deceive them into providing personal
credentials in order to access service, such as credit card
numbers, account login credential or identity information.
Phishing email causes a serious threat to information security and
internet privacy. Phishing is often used to gain a foothold in
corporate or governmental networks as a part of a larger attack,
such as an advanced persistent threat (APT) event.

According to APWG Global Phishing Survey for 2016
there were at least 255,065 unique phishing attacks worldwide.
This represents an increase of over 10% from the 230,280 attacks
we identified in 2015. The attacks occurred on 195,475 unique
domain names. Of the 195,475 domains used for phishing, we
identified 95,424 domain names that we believe were registered
maliciously by phishes.

According to Verizon's 2017 Data Breach Investigations
Report, two-thirds of all malware was installed via email
attachments in 2016. 60% of malware was packaged in JavaScript
attachments, while 26% was packaged in malicious macros
embedded in Microsoft Office documents.
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Numerous techniques or methods have been proposed to
detect and filter spam and phishing emails. Existing filters
consume much more memory and time, and are weak in detecting
zero-day attacks.

High changing rate of phishing attack techniques increase
the difficulty of detecting and filtering phishing email attacks.

Phishing email messages, websites, and phone calls are
designed to steal money. Cybercriminals can do this by installing
malicious software on your computer or stealing personal
information off of your computer.

Cybercriminals also use social engineering to convince
you to install malicious software or hand over your personal
information under false pretenses. They might email you, call you
on the phone, or convince you to download something off of a
website.

The most common type of phishing scam, deceptive
phishing refers to any attack by which fraudsters impersonate a
legitimate company and attempt to steal people's personal
information or login credentials. Those emails frequently use
threats and a sense of urgency to scare users into doing the
attackers' bidding.

Spamming remains economically viable because
advertisers have no operating costs beyond the management of
their mailing lists, servers, infrastructures, IP ranges, and domain
names, and it is difficult to hold senders accountable for their mass
mailings. Because the barrier to entry is so low, spammers are
numerous, and the volume of unsolicited mail has become very
high. In the year 2011, the estimated figure for spam messages is
around seven ftrillion. The costs, such as lost productivity and
fraud, are borne by the public and by Internet service providers,
which have been forced to add extra capacity to cope with the
deluge. Spamming has been the subject of legislation in many
jurisdictions.

Spam and Phishing is a big problem in terms of email
communication and data security as they both adversely affect the
comfort and privacy of data. System level integration to prevent
these types of email can lead to improve or prevent various
problems faced due to these unsolicited emails.
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1. RELATED WORK

An earlier suggested model developed by A.K. Jain et al
[10], used white list which updates automatically which helps to
identify legitimate sites and warn the users that the URL is
available on the white list or not. two components were used to
identify the legitimacy of the emails, which are: 1) Domain and
IP address matching module, 2) analyzing the features of the links
from source code. The result from the experiment shows that the
suggested model calculated 86.02% true positive rates, and 1.48%
false negative rates.

One way to filter out spamming emails is to identify a
sender against predesigned lists (white list or blacklist) or rules.

For example, Microsoft Outlook TM interprets some
rules for arrange emails. If an email meets the Junk E-mail
Filter’s interpretation of spam, it will be sent into the junk folder.
Otherwise, if the email does meet the interpretation of a phishing

rules, Outlook ™ keeps the email in the folder Inbox but disables
the hyperlinks in the email and inhibits the user from responding
to the mail, arranges it into Junk E-mail folder otherwise.

Certified e-mail (e.g., Kobe Certified by Kobe Mail,
Certified Email by Good mail Systems) is an e-mail white listing
approach by which an internet provider allows someone to
circumvent spam filters when sending e-mail to its subscribers, in
return for compensating a fee to the certifying service. A sender
can then be rest assure that their messages have reached their
destination without any blocking, or having links or images
denuded out of them, by spam filters. The purpose of certified e-
mail is to enable organizations to a reliable reach to their
customers by e-mail, while giving recipients certainty that a
certified message is legitimate and is not a fraudulent phishing
attempt.

In recent years, numerous content-based filters have
been constructed specifically for phishing emails. In [11] the
authors developed a system to filter phishing emails based on the
architectural properties of phishing emails. It mainly considered
the dialectal properties that differentiate phishing emails from
other emails. The system developed in [6] filters phishing emails
based on the properties of phishing emails such as IP-based URLS
and the era of domain-names. However, to identify a set of
context and architectural properties that can differentiate
legitimate messages from phishing messages is a problem.

A new approach that focused on keyword to identify
phishing emails is overlooked in [17]. The properties represent
the occurrence rate of 43 keywords that can be observed in
phishing and legitimate emails. They examined on a collection of
around 1700 phishing emails and 1700 legitimate emails from
private mailboxes. As phishing emails appear almost similar to
legitimate emails, this approach was not the most reliable
anymore.
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lon Androutsopoulos et al [1] suggested a model which
used naive bayes algorithm to perform deep analysis on the data or
content of the email. The system would test the content of the
email and on the basis of the analysis a decision would be formed
regarding the legitimacy of the email. Upon the end of the analysis
the Email would be considered legitimate or not.

K. Thomas et al [2] proposed a model that would use the
evaluation techniques of analyzing the URLs or Hyperlinks
associated to an email to evaluate the legitimacy of an email, in
this model the system performs analysis on the links that
associated with the email which thereon would lead to a better
understanding of the email’ legitimacy.

The approach was to analyze the domain of which the
link belongs to, thereon the server that is accessed upon when the
link is accessed. If the link belongs to a malicious or spam domain
then the chances of the link being illegitimate is very high and is
considered as an illegitimate email.

M. Gleeson et al [3] derived a model that was different
from all of the previous used model as it didn’t use a learning
mechanism to identify any illegitimate emails. In this model we
used Hash sum of the email content and based on that analysis
would suggest if the email is legitimate or not.

This approach was implemented over the content of the
email, a hash sum is created from the content of the email and then
is used to perform comparisons with previous spam emails which
would lead to establish if the email is legitimate or not. If the hash
sum is similar to hash sum of any previous spam email the chances
of the email being illegitimate is very high.

Andre Bergholz et al [7] suggested a model which
focused on phishing filter than used contest based filtering.
Basically the system identifies the tags and the URLs that are
associated with the email and would base the legitimacy on that
analysis.

The approach suggested that the email is analyzed for
tags and URL features and based on the analysis report a prior
decision is taken which classifies the email as legitimate or
illegitimate.

All these approaches have been prominent for a while but
they all were focused on one aspect of the approach while
collectively they might turn out to be a better filtering mechanism.

The earlier approaches lacked vision of fusing multiple
parameters together to enable a better and more effective filter that
would enable the system to have a better learning and could
perform multiple analysis that would make the identification of a
mail’s legitimacy or illegitimacy more prominent.
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1. PROPOSEDWORK

A.  ModelArchitecture

Layer 1: This layer reduces the number of emails
required for additional filtering. In this layer we have a list of
domains that are considered to be legitimate in the whitelist,
therefore the emails are do not require further verification of the
email saving time and computation cost.

We use this layer to identify domains that are already
listed as legitimate, by using this layer we can easily account an
Email as legitimate on the basis of the domain its comes from, if
the domain is a white list domain then it can easily be said that
the Email is a legitimate one.

Layer 2: This layer deals with the block list filtering i.e.
it matches the sender’s domain of the email with the block list
which provides the list of malicious domains. If the domain is
present in the list, then the email is categorized as malicious and
the email is blocked. We are using this layer as per the norm to
differentiate between what could be a potential legitimate Email
and an easily accountable illegitimate Email.

Layer 3: This layer enables to establish the fact that an
email is spam or not, we use naive Bayes theorem to perform
analysis over the email. Deep analysis of an email is done, where
the contents of the email is compared to previously established
data library using which is made up of combined legitimate and
spam mails based upon the data new email is categorized as spam
or legitimate email.

This layer enables a deep analysis of the Email which
leads the system to establish that the mail is legitimate or not.

Layer 4: In this layer, the phishing URL is compared
with the popular legitimate URLSs to check the similarity between
the two. This process enables to filter any malicious link that
could be a potential threat to the user or organization based on the
system involved in place.

The basic idea behind this layer is to detect any
fraudulent or malicious intentions of a person and prevent any
malicious activities.

Layer 5: This layer deals with the malicious attachment,
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if present, in the email by computing the hash of the attachment
with the list of malicious hashes.

A malicious attachment when downloaded can act in
multiple ways for example, it can work as a monitoring bot which
sends out sensitive data from the user end to the malicious end
without being noticed. To prevent any such activities a system
needs to be in place.

For the above layers to work effectively and efficiently a
basic methodology or a structure needs to be in place so that the
model works. For the structure to work properly, we framed an
architecture which involves the following proposition.

Firstly, the Email is arrived at the system it is scanned
through the list of white list domain this is our first and foremost
layer. This layer helps to identify the domain easily and effectively
which means we can directly identify if the Email is legitimate or
illegitimate.

The Email’s domain is identified and scanned in the
White list domain database for identification. If the domain exists
in the white list database the Email is considered as legitimate, but
if the domain is not available in the white list domain the mail is
moved forward to the next layer.

In the Second layer, the Email’s domain is scanned
through a Blacklist domain database for identification. If the
domain exists in the database, we can be assured that the Email is
fairly a Spam or Phishing Email. So we can directly consider the
Email as Spam, Otherwise the email is moved on to the next layer.

In the third layer, deep analysis of the email is done based
on Naive Bayes algorithm. Here the Email content is analyzed
with a data library which is based on the previous illegitimate
mails. This layer grows stronger with time as the data library is
improved as it detects more Spam mails as it adds the data to the
previous data library refining it and making it even better.

This layer helps to get the best results possible for the
Spam detection and allows the system to identify the spam mails
and help to prevent them from any exposure to the system. But
even in the case that an Email is not a Spam mail, it can possess
the qualities of a phishing mail. So even if the email passes this
layer, we cannot say for sure that it is legitimate so we pass this
email forward onto our next layer.

Layer 1 Eailed Failed
W h_|te||st » Layer 2 g Malicious
Filter Blocklist ) Email
Filter Passed Layer 3 Failed »
] Spam Passed T »
Passed E;Itirr T, Layer 4 Failed
d URL Passed
Features - Layer 5
Legitimate Hashing
Email < Layer
Paszed
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In the Fourth layer, we deal with all the links and URLs
that are mentioned and how it can affect our system. Basically the
email could possess links which are highly malicious and are
illegitimate. So the legitimacy of the links is evaluated based on
the credibility of the link or the domain that is accessed by the
link. Analysis is done over the aspects of the domain and server
links that are related to the URLSs and Hyperlinks which enable to
establish the credibility of the links and enable to identify
illegitimate Email. These types of mails are thereon considered as
Phishing Emails and are directly considered as illegitimate. If the
email passes this layer, it moves to our final layer.

In the Fifth or our final layer, a Hash sum is created for
the received email, if this hash sum matches the hash sum of any
previous spam or phishing mail then that mail is considered as a
spam or a phishing mail. This layer also identifies any malicious
attachments that are involved with the spam or phishing email.

Collectively the above proposed layer architecture
clearly works in a simpler manner and prevents any illegitimate
spam or phishing emails to bypass the system.

This structure is highly stable and covers all the aspects
of the email spectrum and helps to reduce any bypassing of
illegitimate emails. The collection of various levels or layers
enables to establish a strong factual analysis on why an email is
considered illegitimate and also it covers a various aspects of
discomfort experienced in terms of emails as there is a need of a
system that can prevent Spam and Phishing mails together.

V. RESULTS

The proposed algorithm filters both spam and phishing
emails, the combined layers of the algorithm provide better email
filtering and computation time. Figure 2 shows the accuracy of
the spam classifier used i.e. SVM and Naive. It can be seen in the
figure 2, that as the size of the data set increases the accuracy of
the spam classification decreases. Also the accuracy of SVM is
significantly better than the naive classifier for smaller data set
but as the size of the data set increase the difference in the
accuracy of both the algorithms reduces significantly.

Since to create an algorithm that provides high accuracy
for large data set is quite difficult, but it is much easier to reduce
the computation time of the algorithm without compromising the
accuracy of algorithm.
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Fig 2:- Accuracy Graph

Figure 3, shows the results of the proposed method
compared with the AOL email filtering. Out of 99 emails (Spam,
Phishing and Legitimate Emails), AOL correctly identified 72
emails and the proposed method correctly identified 88 emails.
This result gives the accuracy of 72.72% and 88.88% respectively.
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Fig 3:- Correct Email Categorization Count

V.  CONCLUSION AND FUTUREWORK

The proposed method is found to be better than the AOL
email client as the accuracy of the algorithm is better than the
AOL filtering algorithm.

In future, the number of layers can be increased for more
accuracy, to do so the number of features applied in the algorithm
can be increased. Also the URL features can be enhanced by
adding more parameters for checking malicious domains and
URLs.

The algorithm can be optimized to reduce the
computation time required for filtering of the email. Both spam
and phishing algorithms can be swapped with better algorithms for
higher accuracy.
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