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Abstract:- Here we use deduplication techniques in order
to store the files in data center. In deduplication we check
a particular file is duplicate or not. If that file is not
duplicated then only auditor allow file to store on data
center by using different method based file storage. In our
project we face challenges on encrypted data storage and
management with deduplication. The access control
mechanism is also included in this section. Here overall
checking of deduplication with heterogeneous data storage
management process across multiple cloud service
providers with respect to analyzing performance of data
center.
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I INTRODUCTION

Data deduplication works by eliminating the redundant
copies of same data. Data deduplication stores only one of
unique copies. Data center allows storage of data and access
to the computer services . So this data deduplication technique
is used to eliminate duplicatecopies of data . Data storage
service is one of the most widely consumed cloud services.
Deduplication technique in data center is commonly used to
reduce the space and bandwidth requirements of the services.
The benefits of data center are: cost efficient, provides
security, disaster recovery.

1. LITERATURE SURVEY

C. Yang, J. Ren, and J. F. Ma, There is an issue that many
redundant copies of files are stored in the remote storage
servers, which is waste of bandwidth and increases cost.
Solution to this client-side deduplication was introduced to
avoid uploading same files which already exists.

T.-Y.Wu,J.-S. Pan, and C.-F. Lin,we can access any

file which is stored in cloud from any place if we have strong
internet connection. Cloud storage provides offsite backups of
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data. This helps in reduction of cost. Cloud storage has greater
accessibility and reliability and lower overall storage costs.

J. W. Yuan, and S. C. Yu,lIn this paper, we come across
two main issues that is privacy and efficiency. Here we make
use of a private keyword-based file retrieval scheme where
user can get the files from untrusted server without any
leakage of information.

Z. Yan, W. X. Ding, X. X. Yu,H. Q. Zhu, and R.
H. Deng, . Existing solutions of encrypted data deduplication
suffer from weak security issues. Here we use proxy
encryption which integrates cloud data deduplication with
access control. Here we also reduplicate the encrypted data.

J. Li, X. F. Chen, M. Q. Li, J. W. Li, P. P. C. Lee, To
reduce space and bandwidth deduplication technique was
introduced which can eliminate the redundant copies. But here
we face some problems related to security and ownership.
Many schemes have been introduced to sort these issues which
involves sharing of same encryption key for the same data for
each and every user.

M. Wen, K. Ota, H. Li, J. S. Lei,C. H. GU; and Z. Su,
This paper is about secure deduplication. The most
challenging issue of secure deduplication is how to manage
data and convergent key when user updates it again and again.
This problem is solved by using a key method called bilinear
pairing. The implementation of this method costs more.

1. METHODOLOGY

A. Data Deduplication

Data Deduplication works by eliminating redundant
copies of same data and has been widely used to reduce
storage space and bandwidth. Hash value is calculated for the
uploaded data. It is then compared with the existing hash
value. Data is not uploaded if there are any duplicate values. It
is replaced with the pointer to the particular data. If there are
no any duplicate copies then the data is uploaded to the server.
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B. How does deduplication works?

Here the objects are compared in the form of files or
blocks and it removes the copies which are already existed.
Non unique processes are removed in this method. Data
deduplication mainly works by dividing the input data into
blocks and files. For these files and blocks hash values are
calculated. By calculating the hash value we can easily
determine whether another block of same data has been stored
or not. If the same copies are found then replacement is done
for that duplicate data with reference to the object already
present.

C. Hash based algorithm

Certain algorithms are used to determine the chunks of
data for the created hash the data is identified as a duplicate
and is not stored in the database. The algorithm used here is
Secure Hash Algorithm 1[SHA-1].

e SHA-1

Cryptographic signatures are created for security
purpose. The 160-bit value created by SHA-1 is different for
each set of data. Here it breaks the data in to chunks. These
chunks are either fixed or variable in length. This processes
the chunk with the hashing algorithm to create a hash value. If
the hash value already existed then the data is considered as
duplicate and is not stored. If the hash value doesn’t exist then
the data is stored.

D. Advanced Encryption Standard Algorithm

AES is a cryptographic algorithm which is mainly used
to protect the electronic data. AES is symmetric block cipher
which encrypts and decrypts the data. This algorithm is
capable of using the keys of 128,192 and 256 bits to encipher
and decipher the data in the blocks of 128 bits.

E. Data Encryption Standard

DES is a cryptographic algorithm applied to a block of
data simultaneously rather than 1 bit at a time. It will encrypt
the plaintext message by grouping it into 64 bit blocks. Then

these blocks are enciphered using the secret key into a 64 bit
cipher text. Decryption is nothing but inverse of encryption.

Select File —l
Generate Hash Key —J
Encrypt File —l

Check Deduplication l
Send Key to User

Upload i
—J Download and decrvpt

File Download
Request

[

Validate User

l

Forward Request to
Data owner

Fig 1:- Diagrammatic representation of deduplication
technique.
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V. RESULTS
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Enter E-Mail
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Enter Password

LOGIN
Click Here to Sign up
New Registration

Fig 2:- Window to login.
The main window contains two buttons. New Registration

button is used to register the user to the database. Login button
is used tologin the user.

ce of User Service

| |

Upload

,Q‘

Fig 3:- Choice of user service window.

From this window user have to selectupload or download
option.

oy N,

Upload Files To Server

Select the File to be check e\HyoridDeduplication'tag.bit

Get the Hash Key to be send d7a96cd1fd39beedaricds15f

Get key

Send Hash to be Check File

Get Status

Recieve the Status of the File Duplication Check

Fig 4:- Upload file.

In this window we will upload the file and check the
hash value.
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Securely Upload File

Encrypt Hash Key
SkyPGYnxK3D01el+hHignSxUE1NOGR 9YONNSTTyA==

Check File Duplicate f3ffed7a96cd 1fd39bee9a70cdd 15f Check Duplicate

Check Block Duplicate Check Duplicate

Send Status send ack

Fig 5:- Check for duplication. Fig 8:- Upload the file

It will check for file level and block level deduplication. Encrypt the file and secu'rely upload the file by clicking

“UPLOAD” button.
L Te—— 0w

Check File Duplicate fiffed7a9Bcd1fd39beeda70cdd 15 Check Duplicate

Upload

Send Status send ack

[

Downiood

Check Block Duplicate tag15.d Check Duplicate

Send Status send ack

Fig 9:- Selecting the file.

Fig 6:- Check for block level deduplication.
9 ecktor block fevel deduplication Once the file is uploaded we can download it by clicking

on by “DOWNLOAD” icon.
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data1bd ENC
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LICENSE.WLEMNC
seccode td ENC

Hash Key Generation

Generate the Hash Key for File [ttt et e A

tag bt ENC
userbtENC

Generate Tag for File avax oryplo spec SecretkeySpec@19c8h

Fig 7:- Hash key generation. Fig 10:- selecting the file.

Hash key values and tag is generated for the files. We can select the file from uploaded list to
download.The encrypted file can be selected.
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[ Validate User | Send Response |

Fig 11:- CSP

We can receive the request from the user for the file then
it will validate for the user identity and it will send the
response.

F — EE——)

Download File

Send the File Request

Recieve secret key

545538018
ypto.spec.SecretkeySpec@15c8b

5ed4ed217c42227f82d214123530

Get EncryptedKey
Decrypt HashKey

Decrypt File

Jjavax.crypto.spec. SecretkeySpec@
javax.crypto.spec SecretkeySpec@
Javax.crypto.spec. SecretkKeySpec@
javax.crypto.spec. SecretKeySnec@'

Fig 12:- Download the file.

It will validate the user identity and send the file to
download. It will decrypt the file at the last by using the
encrypted, secret keys.

V.  CONCLUSIONS

In this paper we focus on checking duplication of data
and eliminating the redundant data. Here we are using file and
block level deduplication techniques to check the similar data
copies. If there are no any similar copies then the data will be
stored, if not data will be eliminated. Encryption and
decryption algorithms are used to encipher and decipher the
data. By this technique we can efficiently use the storage
space.
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