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Abstract:- Multimedia content is largely visual and has
been prone to copyright infringement. While advocating
for visualization of data and information, there is a need to
ensure that such products are protected. Numerous
watermarking techniques, for the protection of digital
content, exist but still are not able to adequately prevent
compromization of security. To achieve the desired level
of security, an improved watermarking has been
developed that can withstand a spectrum of possible
attacks such as file compression, aspect ratio changes,
filtering, cryptographic and statistical attacks. Many
existing watermarking methods do not perform well
against affine transformation attacks that render the
watermark, to a greater extend irretrievable or
undetectable.

This paper presents the Log-polar mapping approach
that had demonstrated the capacity of building a domain
that is invariant to affine transformation attacks.
Validation of this new approach to watermarking that uses
a new filtering method to find the rotation and translation
parameters is shown and explained. The validation was
performed by simulation using MATLAB software.
Comparison of performance of the Log-polar mapping
approach algorithm with other existing algorithms was
done using PSNR (Peak Signal to Noise Ratio) values and
results presented that were in favour of the newly
developed Log-polar mapping Algorithm.

Keywords:- Multimedia, Log-polar Mapping Algorithm,
MATLAB, Watermarking, Security.

I INTRODUCTION

Progress in digital data processing has resulted in
numerous merits into the data transmission, copying, storage
etc. However, some advantages can be disadvantages in other
ways. The easy processing of digital multimedia has caused
that the illegal digital copy can be made in exactly the same
quality as the original, may be created at low cost and can be
transmitted very easily through the internet [3]. These reasons
have established the question of ownership rights protection of
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multimedia content. Two approaches are used to protect
multimedia data, as stated by Arnold et al [4]. They include
multimedia protection during transmission and multimedia
protection after transmission. Multimedia protection during
transmission employs the use of cryptographic schemes. They
only protect the multimedia only during transmission [1].
After decryption in the receiver, they are not protected any
longer and data may be copied easily without quality
degradation.

Protection after transmission and decryption is achieved
by adding some information into the multimedia content in
which the information about multimedia such as author,
source etc. can be included [5], [6]. The art of hiding
information into multimedia data in a robust and invisible way
is called digital watermarking. Embedded information should
not be detectable to the human visual system but should be
detectable by a detector which is normally used during the
process of watermark extraction [11].

Cryptographic and digital watermarking methods are
basic methods in the field of Digital Rights Management [8].
This is a collection of techniques and technologies which
enable technically enforced licensing of digital information,
secure transmission, authors and ownership rights for all types
of multimedia.

In digital watermarking as a tool to protect ownership
rights and copy prevention, there are lots of processes carried
out by unauthorized persons that aim to corrupt the embedded
information. These processes are referred to as attacks. Kim et
al. [12] categorize attacks into four groups namely:

Removal attacks

Affine transformation attacks
Cryptographic attacks
Protocol attacks

Removal attacks

They completely remove watermark information from
the watermarked data without cracking the security of the
watermarking algorithm. Examples include lossy compression,
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quantization, re-modulation, collusion, de-noising and
averaging attacks [15].

Affine transformation attacks

They do not remove the embedded watermark itself but
intent to distort the watermark detector synchronization with
the embedded information [19]. Examples include scaling,
rotation, translation, and cropping.

Cryptographic attacks

They aim at cracking the security methods in
watermarking schemes thereby finding a way to remove the
embedded watermark information. They are brute force
attacks which aim at finding secret information via exhaustive
search [16].

Protocol attacks

They aim at attacking the whole concept of the
watermarking application. They include copy attack and
attacks made by invertible watermarks [12].

Affine transformation attacks in digital watermarking are
still an open problem for many watermark algorithms used
currently [30]. Most affine transformational attacks can be
uniquely described using the paradigm of affine transforms
that can be represented by four coefficients ti1, tiz, ta1, t22
forming a matrix T for the linear component, plus the two
coefficients th, tv, for the translation part of the transform.
The affine transform maps each point of Cartesian coordinates
from (x,y) to (x’,y’) [30]. This transform can be depicted in
the following form as illustrated by Ahuja & Bedi [2]:

[;:}=Tx {;}H )

t11 21 x
=t &2} {;}“L[;;.} @)

where “x” represents the matrix product. The T component
corresponds to the cropping and the translation. The different
values of the tj components in the matrix T represent the
different types of the affine transforms. According to Ahuja &
Bedi [2], the parameters of the transformation for a rotation
R(0) of a certain angle 0 are:

T0-(ne ) Ul @

For scaling S (p) factors px and py applied, respectively,
to the horizontal and vertical axes, the transformation
parameters are:

x 0 tx i

T(px, py)= [PU py} ; {t:,.}: {n} 4)

The parameters for translation T(h,v) in x and y directs off a
hand v pixels are:

Tov={; 0= ©)
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Fundamental Terminologies
In this section, important terminologies which are
required to understand the thesis are introduced.

e Translation

A translation is applied to the frame of an image or video
by repositioning it along a straight-line path from one
coordinate location to another. We translate a 2-D point by
adding translation distances, Xo and Yo to the original
coordinate position (x, y) to move the point to a new position

x’,y) [27].
X’ =X+X0,y = ytyo (6)

The translation distance pair (x0, y0) is known as a translation
vector.

e Scaling
A scaling transformation changes the size of an image.
Transformation equations are obtained by multiplying the
coordinate values (x, y) by scaling factors ox and oy to produce
the transformed coordinates (x’, y’) as shown below:
X’ = X.Ox

y’ =Yy.0y (7)

Scaling factor ox scales images in the x direction, while
oy scales in the y direction. When oy and oy are assigned the
equal value, a uniform scaling maintains the relative image
proportions [27].

¢ Rotation
A 2-D rotation is applied to an image frame or video
frame by repositioning it along a circular path in the xy plane.
The transformation equations for rotating a point at (x, y) are
obtained through an angle o about the origin counter
clockwise as shown below:
x’=xcoso+ysina,y =-xsino+ycosa (8)

1. THE PROPOSED SCHEME

An efficient video watermarking scheme is presented
based on Log Polar Mapping and a new filtering method. The
raw videos are divided into groups of pictures with a fixed
length. Fourier transform is applied to the frame of each group
of pictures. Then, the log-polar mapping is applied to the
magnitude of the Fourier spectrum. The proposed filter is used
to find the parameters of rotation and scaling for a frame that
has undergone an affine transform attack. This is illustrated in
figure 1.

Image registration method suggested by Wu and Liu [39]
is used with a small template cut from the original frame to
find the watermark locations. The new filtering method is
applied for template matching. Then, the distorted frame is
resynchronized during the watermark detection process. The
method is very robust to MPEG-2 compression and affine
transform attacks.
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Fig 1:-Proposed scheme

1. FILTERS

Phase-only filter offers a better performance compared
to classical matched filter. It has high correlation peaks and
provides a higher discrimination capability. However, this
filter has a low SNR and is more sensitive to distortions [24].

o Filters evaluation
Filters are evaluated based on the following measures:

Assume f(x) is a signal in the object plane and F(u) is its
complex Fourier transform. Also, let n(x) be a sample that has
been realized from a zero-mean stationary random process
with a power spectral density Pn(u). n(x) and f(x) can be used
as inputs to a linear space-invariant system with an impulse
response h(x) and its corresponding transfer function H(u).
g(x) will be the output of the signal while G(u) will be its
complex Fourier representation.

Three measures are used to evaluate the performance of
filters/correlators. They include signal-to-noise ratio (SNR),
correlation peak intensity (CPI) and light efficiency (LE).

A. Signal-to-noise Ratio (SNR)
SNR is the ratio of the strength of an electrical or other
signal carrying information to that of unwanted interference.
It is defined as:
SNR= |g(0)]*/c? 9)

Where g(0) is the output sampled at x=0 and o2 is the variance
of noise.
SNR in the frequency domain is given by:

SNR= |Jr _F'u'}-."'u'du = (10)

T palwl)miul)2du
The integration limits are from -oo to +oo. Filters that
yield a higher SNR have a better detection performance.
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Filters that yield higher SNR values have a better detection
performance.

B. Correlation Peak Intensity (CPI)
It is the light intensity at the origin (x=0) in the output
plane and is given by:
CPI=[g(0)P 11)

CPI in the frequency domain is given by:
CPl  =|fFlw)H ) dul? (12)
The integration limits are from -oo to +oo.

The higher the CPI the better the ability to detect light at
the output plane.

C. Light Efficiency (LE)
It is the amount of visible light emitted for a given
amount of power used.

It is defined as:
LE=nn[(JG()2dx)/([f(x)?dx)] (13)

Where n is the light efficiency and ny the medium or
diffraction efficiency. The limits of integration are from - to
+o0, hence an N,

In frequency domain, the equation can be written as:

_ T eiwl)? du
) LE= nm_l- Flu)|2du

_ T el P du

L e E— (14)
e The Proposed Filter

The proposed filter improves the SNR of the phase-only

filter by limiting its bandwidth. Assume that the reference
signal f(x) is such that the signal Fourier transform’s
magnitude |F(u)| is zero for all |ul, this filter is defined using

the equation below:
H(u)= [Exp {_IJ']‘PF{“]} if [u|< wh; otherwise

(15)
Where the filter bandwidth un is less or equal to the signal
bandwidth us.

Performance measures
SNR

Replacing the expression for H(u) given by equation (15)
in equation (10), SNR for this proposed filter is calculated as
shown below:

]

Fun
1 Priuddu

R -
el dn |2
g Fluddu

SNR =

-2 JnLF'H'du: (16)

_I-;r‘:!mu:du

The even symmetry of |[F(u)| and Pn(u) is used.
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Correlation peak Intensity
The CPI is obtained by substituting equation (15) in
equation (12) as shown below:

CPI = 4| [} |F () |dul? (17)

Light Efficiency
Substituting equation (14) in equation (15), the light
efficiency of the filter is obtained as follows:

J-ur.
LE = 5=

_||.I " |Fw|2du

Fru)|?du

(18)

V. WATERMARK INSERTION

e Insert a watermark sequence into the log-polar mapping
domain of each video frame.

o Divide the target video clips in into groups of 16 frames
each.

e Truncate the frames into smaller squares of size 480 by
480 pixels, to make them more tolerant to rotation and
cropping attacks in log-polar mapping domain, as
compared to rectangular ones [35].

e Calculate the discrete Fourier transform of the truncated
frames.

e Save a block portion of the log-polar mapping spectrum as
the matching template, to be used during extraction of the
watermark and detection of the transformations undergone
by the frame.

e Select the desirable positions in the log-polar magnitude
spectrum to embed the watermark.

e Embed the watermark in the inverse log-polar map
spectrum. If the watermark was to be embedded in the log-
polar mapping domain, inverse log-polar mapping will be
required to transform back the log-polar mapping domain
to the discrete Fourier transform domain [32].

Use the below formula to insert the watermark:

A=A’+B*C (19)

where A is the original image’s DFT amplitude spectrum, A’

is the modified DFT amplitude spectrum of the original image,

B is the watermarking strength that is used to achieve the

tradeoff between the visibility of the watermark and its

robustness, and C is the watermark data.

e Apply inverse DFT to the watermarked frame.

e Select the middle-frequency components as the positions to
insert the watermark data, since the closer the center the
higher the sampling rate [38].

The steps for embedding the watermark are shown in the
figure below:
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Fig 2:-Watermark insertion
V. WATERMARK EXTRACTION

e Apply DFT and log-polar mapping to each truncated
watermarked frame and transform it to the log-polar
domain.

e Calculate the correlation between the matching template
and the watermarked frame using the new proposed filter.

e Find the peak of the calculated correlations together with
the translations.

e Calculate the coordinates of the new watermark position in
the watermarked image that have undergone attacks using
the equations below:

pwi’= pwi+Ap
Owi’= Owi+A0 (20)
where the coordinates of the original watermark w; are
(pwi, Owi).
e Retrieve the watermarked data W’ at the corrected position

using the formula below:
Er
W’? (21)
Where E’ is the DFT magnitude spectrum of the
watermarked frame that has undergone attacks and B is the
watermarking strength that is used to achieve the tradeoff

between the visibility of the watermark and its robustness.

e Calculate the normalized correlation coefficient between
the original watermarked data and the extracted
watermarked data using the equation below:

Walrt
C—F/—— =
J (W sWE)(VaVE)

(22)
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Where W is the vector of the original watermark, V is
the vector of the retrieved watermark, and (.)T is the transpose
operation of a matrix. The watermark extraction procedure is
shown in the figure below:

Watermarked
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¥
Discrete Fourier
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Extract the watermark
in LPM spectrum

Fig 3:-Watermark extraction

VI INTEGRATION OF THE PROPOSED SCHEME
WITH OTHER ALGORITHMS

The proposed scheme based on log-polar mapping and
the new filter is capable of withstanding affine transform
attacks. Embedding and extraction of the watermark were
performed in the log-polar mapping domain. The normalized
cross-correlation was used to detect the existence of a
watermark in the target videos [36]. The scheme can also
detect rotation, translation and scale parameters that the video
has undergone, hence it can work alongside other algorithms
as a parameter detector for rotation, scaling, and translation.
The figure 4 below portrays how the scheme can be integrated
with other algorithms as a parameter detector. The scheme
will work independently from the watermark embedding and
detection of the other watermarking scheme. The proposed
scheme will be integrated into a fragile scheme to enhance its
robustness to affine attacks/distortions.
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Fig 4:-Integration of the proposed scheme with other
algorithms
VII. DETECTION OF AFFINE PARAMETERS

The proposed scheme can  withstand affine
transformation attacks due to its capability to detect and
calculate the exact rotation angle, translation parameters and
the scaling ratio of the target videos. The scheme uses the new
proposed filter that gives the best discrimination for the cross-
correlation between the template and the target video frame.
This feature makes it possible to use this scheme with other
watermarking schemes to detect affine parameters, as
portrayed in the figure 5 below.
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Fig 5:-Detection of affine parameters
VIILI. COMPUTING SCALING AND ROTATION

PARAMETERS

From the diagram above in figure 5, the initial template
is used in the log-polar mapping domain to detect the position
of the current watermark and also to get the parameters for
scaling and rotation. The location of the matching template in
the log-polar domain that has undergone affine transform
attacks Is the peak in the correlation spectrum.

Assuming that the peak coordinate is (p1, 61) and the
original position of the first template is (p0, 00), then the
translations in the log-polar domain will be as shown in
equation (23) below:

Ap= p1-po
Ag= 01-0o (23)
A and Ao represent the number of pixels that are

shifted respectively along the p and 0 axis. These pixels
correspond respectively to the parameters of rotation and
scaling in the spatial domain. These parameters can be
calculated according to the equation (24) below:
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J— 360°A8
o=—
Nr
In(rmax).A
J gee———F (24)
Mr

o [ M N
Where rmax= \Jl (—)F 4+ (—)F

o’ and o’ are the rotation and scaling ratio respectively in
the spatial domain computed from A, and Ag in the log-polar
mapping domain. M’ and N’ are the number of pixels along
the p and 0 axis in log-polar domain respectively, and the size
of the log-polar mapping domain is M’ x N” while M x N is
the size of the magnitude spectrum of the Fourier transform.

IX. COMPUTING TRANSLATION PARAMETERS

Since the magnitude of a video frame’s Fourier
transform is independent of the translation parameters, the
translational parameters in the spatial domain are the ones to
be calculated, not of the Fourier transform domain. Another
block is cut in the spatial domain as the second template and
the cross-correlation between this second template and the
watermarked frame that has undergone affine transform
attacks is calculated using the proposed new filtering method.
Assuming that the peak coordinate is (x1, yl) and the
template’s original position is (x0, y0), the translation
parameters are computed as follows:

AX = x1-x0
Ay=yl1-y0 (25)

It’s so simple to invert the translation transform that has
been applied to the watermarked frame. The detected
translation parameter is precise since the values that have been
detected are to the real parameters of translation.

X. RESULTS AND DISCUSSION

e Performance Evaluation of the proposed filter using 2D
Signals

The proposed filter is synthesized to detect a specific
pattern in the input plane. A rectangular block padded with
zeros to form an image of size 128 by 128 pixels is used as a
reference pattern in the simulations. The pixel values for the
image are coded in binary using two levels. The images that
are input are subjected to several noise levels.
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Classical | Phase- Proposed Filter
Matched | Only
Filter Filter

N(, 0) | 0.061 1.000 0.077

No noise

N(O, 1) 0.050 1.000 0.063

N(O, 0.041 1.000 0.053

2.25)

N(0, 4) 0.031 1.000 0.043

Table 1. Correlation Peak Intensities. All the values have been
normalized to those of the Phase-Only Filter

The noise applied is zero-mean and Gaussian white noise
of 1, 1,2.25 and 4 variances. Correlations were performed 2-D
Fast-Fourier Transforms of 128 by 128 in size. Simulations
were also carried on the classical matched filter and phase-
only filter for comparison. Computation for the correlation
plane was performed and CPIs for the filters at several noise
cases recorded as shown in table 1.

The phase only filter offers the best correlation peak
intensities as shown in table 1. CPI is important in some space
type of applications where the light power is limited.

The signal to noise ratios, SNR was also computed using the
equation below:

X4 R | G2
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Input Classical Phase- Proposed
Signal to | Matched Only Filter
noise Filter Filter
ratio
N(, 0) | - - - -
No
noise
N(0, 1) | 44.09 64.20 54.27 62.63
N(O, 37.05 60.67 50.75 59.11
2.25)
N(0, 4) | 32.05 58.18 48.25 56.61

Table 2. SNR in decibels

From the above results, it’s clear that the classical
matched filter provides the best SNR compared to the other
filters under various noise cases. SNR gain is important in
cases where the likelihood of erroneous detection is probably
in the presence of noise.

e Simulation results for the proposed scheme
The performance of the proposed method is illustrated in

this section. 5 test videos are used.

Rotation

The table 3 below shows results watermarked and
unwatermarked videos that have been rotated up to 45°. From
the table, similarity values for watermarked videos are much
higher than that for unwatermarked videos, suggesting that
this method is robust to the rotation. W stands for
watermarked video while U stands for unwatermarked video.

N Nerzg, 1#0 ) (29)
Rotation Video 1 Video 2 Video 3 Video 4 Video 5
angle in | 704 by 576 704 by 480 704 by 480 704 by 576 704 by 480
degrees
w U w U w U w U w U
PSNR 39.8486 - 39.4480 - 39.1571 - 39.8101 - 40.3352 -
0 0.9547 0.0935 | 0.9976 0.2455 | 0.9706 0.2069 | 0.9957 0.0235 | 0.9806 0.3119
5 0.8801 0.1238 | 0.8752 0.2288 | 0.8490 0.1639 | 0.8940 0.1149 | 0.8059 0.3087
10 0.7995 0.2675 | 0.90470 0.2987 | 0.8643 0.1464 | 0.8659 0.0375 | 0.8227 0.4211
15 0.8668 0.2391 | 0.8636 0.2618 | 0.8126 0.1899 | 0.8626 0.0919 | 0.8621 0.2584
20 0.7886 0.2048 | 0.9207 0.3664 | 0.8178 0.1508 | 0.8461 0.2497 | 0.8072 0.1838
25 0.8346 0.2614 | 0.9246 0.3020 | 0.8430 0.1110 | 0.7874 0.2658 | 0.8522 0.2763
30 0.8125 0.2764 | 0.4543 0.4347 | 0.7300 0.4203 | 0.8649 0.2944 | 0.7607 0.3414
35 0.7804 0.2258 | 0.9174 0.1106 | 0.8727 0.2018 | 0.8469 0.2836 | 0.7235 0.3069
40 0.6880 0.2772 | 0.9022 0.1695 | 0.8080 0.3389 | 0.7977 0.3089 | 0.7038 0.3236
45 0.5452 0.0976 | 0.8994 0.2336 | 0.6722 0.1684 | 0.8159 0.2152 | 0.6054 0.2589
Table 3. Similarity results for rotated videos
The results were plotted on the graph in figure 3 above. watermarked videos. was much higher than for the

Scaling

Scaling rations from 80% to 130% are considered. The
bilinear interpolation method is used to resize each frame of
the target video into a scale size. The results were tabulated in
Table 4.7.2 below. From the table, the similarity values for
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was watermarked or not.

This shows that the proposed method can withstand
scaling attacks.
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Scaling in | Video 1 Video 2 Video 3 Video 4 Video 5
percentage | 704 by 576 704 by 480 704 by 480 704 by 576 704 by 480
W U wW U wW U w U w U

PSNR 39.8486 | - 39.4480 | - 39.1571 | - 39.8101 | - 40.3352 | -

80 0.8894 | 0.2352 | 0.8603 | 0.2619 | 0.8976 | 0.0538 | 0.8528 | 0.1566 | 0.7510 [ 0.2506
90 0.8694 | 0.0548 | 0.9694 | 0.1891 | 0.9140 | 0.0566 | 0.8677 | 0.1213 | 0.8554 [ 0.2014
110 0.8534 | 0.1354 | 0.9746 | 0.2781 | 0.9034 | 0.0458 | 0.9401 | 0.1999 | 0.9313 [ 0.1603
120 0.7959 | 0.1247 | 0.9622 | 0.1936 | 0.9515 | 0.1473 | 0.9322 | 0.1834 | 0.9166 [ 0.1819
130 0.7434 | 0.1494 | 0.9655 | 0.3152 | 0.8921 | 0.1460 | 0.7989 | 0.1756 | 0.7286 [ 0.3522

Table 4. Similarity results for scaled videos
Translation regardless of how many pixels the translations occurred to the

Translation results were tabulated in Table 4.7.3 below.
The table shows that the similarity results are almost the same

watermarked video.

Video 1 Video 2 Video 3 Video 4 Video 5

704 by 576 704 by 480 704 by 480 704 by 576 704 by 480

W U W U W U W U W U
PSNR 39.8486 | - 39.4480 | - 39.1571 | - 39.8101 | - 40.3352 | -
Translation | 0.9470 | 0.1270 | 0.9944 | 0.1232 | 0.9440 | 0.2122 | 0.9834 | 0.1258 | 0.9496 0.1524

Table 5. Similarity results for translated videos

Combined affine transform attacks
The Table 4.7.4 below shows the combined affine
attacks where rotation is by 150, translation by 50 pixels and

scaling by 110%. The results show that the proposed scheme
is robust to affine transform attacks.

Video 1 Video 2 Video 3 Video 4 Video 5

704 by 576 704 by 480 704 by 480 704 by 576 704 by 480

w U w U w U wW U w U
PSNR 39.8486 | - 39.4480 | - 39.1571 | - 39.8101 | - 40.3352 | -
Combined | 0.7568 0.2856 | 0.8886 0.3181 | 0.7362 | 0.2781 | 0.7610 | 0.2322 | 0.7211 0.2397
affine
transform

Table 6. Similarity results for translated, scaled and rotated videos

XI.  CONCLUSION AND FUTURE WORK

In this paper, we propose a video watermarking scheme
based on log-polar mapping and a new filtering technique. The
paper applies the idea that log polar domain is invariant to
rotation, cropping, shearing, translation and scaling
transformations. The template is used to find the location of
the watermark. The new filter proposed is used for template
matching and detecting the parameters of translation, rotation
and scaling which are used by the scheme to be integrated
with other schemes to make them more resistant to attacks.
Test results have clearly shown that the algorithm is very
invariant to affine transformation attacks. The scheme is also
capable of being integrated into other weak schemes to
strengthen their resistance to rotation, translation and scaling
attacks.
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In future, we intend to refine the scheme to make it more
resistance to H.264 which is the most advanced video
compression standard.
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