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Abstract:- The main purpose of this paper is to introduce a
solution for vouching user’s from the security issues while
using mobile phones for online resources, using a user
centric solution without the involvement of provider of the
identity in the execution. This is a three factor
authentication mechanism. In order to generate a
biometric identifier from user’s biometric image, which is
distinctive, changeable and replicable, a classification
technique is used which involves the features extracted
from the user’s biometric image.
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I.  INTRODUCTION

Nowadays biometrics is used as one of the main
authentication solution. Because it has many advantages like
distinctive, unchangeable, etc., But it has disadvantages such
as non-revocability, non redundancy etc., The main aim of this
paper is to generate a distinct biometric id from user’s
biometric images. Since biometric authentication has gained
popularity most of the service providers are made use of this
endorsement solution. The existing biometric endorsement
solution have security and seclusion issues. The authentication
mechanism uses face as the biometric characteristics. The
mechanism needs the wuser to register their biometric
characteristics with the service providers. During the time of
registration, the endorsement system records data’s of the
registered user and is called as biometric template. The data’s
extracted are the stored into a database. This data’s are then
matched with the newly generated one. Seclusion of the
generated template is an important concern. If the template
containing the data’s are hacked, user’s may lose their
seclusion for ever unless an appropriate mechanism is used. It
may include mechanisms like cancelable biometrics [1].

This risk can be managed by an identity provide ( 1dP)
based mechanism for endorsement. This mechanism allows
the user to register with the identity provider. When the user
needs to endorse, the service provider communicate with the
provider of the identity to perform endorsement. So the user
does not have to be registered and disclosed their biometric
features at the third party for endorsement. Thus it better
providing protection for the user’s identity. But this solution
has other seclusion issues. Because the IdP is participating in
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each activity, it can deduce the susceptible information like
transaction patterns of the user.

In order to solve the above mentioned seclusion issues
user based identity solution is used. It does not require the
identity provider to perform endorsement. In this solution,
during the registration process, the service provider can
perform endorsement without the help of identity provider.
For example,[2] during the registration using identities like
email address, passwords etc., the user’s get a token which
helps them to endorse directly with service provider without
disclosing their identities with the IdP. The implementation of
such solution is challenging due to the reasons such as: the
real owner of the identity needs to regenerate the exact feature
during the registration and endorsement, it should be able to
avoid identity stealing in the case of mobile phone robbery, It
is vulnerable to Man in the Middle attack [9].

The main purpose of this paper is to introduce a solution
for vouching user’s from the security issues while using
mobile phones for online resources, using a user centric
solution without the involvement of provider of the identity in
the execution. The proposed solution does not have the
limitations that are mentioned such as: it does not require the
storage of user’s identity with the service provider, it does not
need to store id at identity provider (IdP), it does not require
the participation of identity provider,IdP in the endorsement
process.

It also solves the issues in biometric endorsement
solution by generating a biometric identifier from user’s
biometric image, which is distinctive, changeable and
replicable, a classification technique is used which involves
the features extracted from the user’s biometric image. The
proposed solution includes a key agreement mechanism to
alleviate Man in the Middle attacks.

Il. RELATED WORK

M. Scott [9] proposed an M-Pin protocol which
displaces the existing password based authentication system
which is less secured. The main issue while using the
password based solution is the possibility of password
robbery. The concept of M-Pin is that, it issues large
encrypted secret to the enrolled user. It then verifies the
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authenticity of the user by using this key. It does not need the
users to store their data’s on the database. M-Pin involves the
usage of a third party, who is called the Trusted force. This
approach mainly performs two factor endorsement. During
enrollment, the user directly enrolls with the server, which
maintains an encrypted password. So the server is not only
responsible for daily operations, it is also responsible for user
enrollment.

D. Crouse, H. Han, D. Chandra, B. Barbello, and A. K.
Jain proposed a continuous endorsement mechanism based on
face. This approach uses a mechanism to fuse users mobile
phones with their biometric images. It provides accuracy of
the face identification. This mechanism thoroughly observing
and authenticating the users activity and usage of the device. It
includes a mechanism for discerning the real user.

This paper introduces our work on a face-based
continuous au-thentication system that operates in an
unobtrusive manner. We present a methodology for fusing
mobile device (uncon-strained) face capture with gyroscope,
accelerometer, and magnetometer data to correct for camera
orientation and, by extension, the orientation of the face
image. Experiments demonstrate (i) improvement of face
recognition accuracy from face orientation correction, and (ii)
efficacy of the pro-totype continuous authentication system
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111, EXISTING SYSTEM

The existing biometric endorsement solution have
security and seclusion issues. The authentication mechanism
uses face as the biometric characteristics. The mechanism
needs the user to register their biometric characteristics with
the service providers. During the time of registration, the
endorsement system records data’s of the registered user and
is called as biometric template. The data’s extracted are the
stored into a database. This data’s are then matched with the
newly generated one. Seclusion of the generated template is an
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important concern. If the template containing the data’s are
hacked, user’s may lose their seclusion forever. It also makes
use of a user centric identity based solution.

The use of this solution leads to many security issues for
the user’s identity while performing endorsement through
user’s mobile device. The implementation of such solution is
challenging due to the reasons such as: the real owner of the
identity needs to regenerate the exact feature during the
registration and endorsement, it should be able to avoid
identity stealing in the case of mobile phone robbery, it is
vulnerable to Man in the Middle attack. This solution is not
useful for performing authentication since it does not provide
security against attacks such as Mafia Fraud attack also called
as Man in the Middle attack. In order to overcome the
disadvantages of the existing system, the proposed system is
implemented which uses a user centric endorsement solution.

IV. PROPOSED SYSTEM

The proposed approach involves three components:
User, Service Providers-an organization which provides
services for using internet, ldentity Provider-provides user
endorsement services. The proposed system includes two
phases: Enrollment phase and Authentication phase.

A. Enrollment Phase
During the enrollment phase, a user is enrolled with the
service provider to perform endorsement.

» Generating Biometric Identifier (BID)

The mechanism used to generate a biometric identifier is
to train the biometric features of the user in a machine learning
based classification technique. The main reason for using this
mechanism is to met the requirement of creating distinct label
of the class which is to be associated with the user. This need
would not be met by a binary classifier which results only 0
and 1. The biometric identifier is generated by adding the class
label with a key, K1 of 128 bits long, which is generated using
a key derivation function. The result obtained is a distinct,
changeable and replicable biometric identifier.

» Training Biometric Features

The main thing that take in to account while considering
the selection of mechanism needed to train the data is that the
selected mechanism must be secure and usable. This approach
uses a support vector machine based classification approach to
train the data. Because it protect the privacy and security of
the training data. It provides the assurance for the data stored
in the user’s system. The data selected for training should be
selective to make the artifact strong.

B. Enrollment Protocol

Certain rules are implemented for the user registration
process. The protocol used is an enrollment protocol which is
executed between the user and the identity provider. When the
user makes a request to get enrolled in the system with identity
provider, the identity provider initially performs the feature
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extraction from the user’s biometric images. Then a training
data is built by reserving a class label with the user’s biometric
features. The identity provider then generates a random value
which is used as the input of the key derivation function. In
the next step, a biometric identifier is constructed. Then an
encrypted commitment is created by taking two values such as
the biometric identifier and the next key generated from the
user’s password. At last the identifier is created by adding
commitment, Meta data and signature of the identity provider.

C. Authentication Phase

During this phase the user’s needs to endorse their
identity with the service provider. In order to perform
endorsement (authentication), an extended endorsement
protocol is used instead of basic authentication mechanism.
Because this protocol has a key agreement mechanism which
helps to prevent Man in the Middle attack. This protocol
overcomes the limitations of the basic authentication
mechanism such as: stealing of biometric identifier ie; Man in
the Middle attack. It is accomplished by the service provider
in which the user needs to authenticate. This type of attack is
possible because the basic endorsement solution does not
make sure that the attack is not taken place since it does not
perform verification before the transaction is carried out.

D. Extended Endorsement Mechanism

This is the backbone of the proposed approach. It
includes a key agreement mechanism which has two main
purposes such as: it helps to prevent Mafia Fraud attack or
Man in the Middle attack, it generates a key to initiate safe
communication.The extended authentication protocol has two
separate phases such as identity validation phase and key
agreement phase.

This protocol is same as that of authentication protocol
except, during validating identity, the service provider sends
two parameters along with the challenge created. In the second
phase ie; in the key agreement phase, the user creates secret
using the parameters and service provider creates a secret key
using a random secret, the data in the interrupt dispatch table
(IDT) and the helper data. The derived key is then used to
perform a handshake to verify that the Man in the Middle
attack has not taken place and perform safe communication

V. ARCHITECTURE

This portion describes the architectural implementation
of the authentication solution used in the proposed approach.
Fig.1 shows the constituents in the authentication solution and
it also represents its flow of the execution. It has three main
factors. They are: the software in our device, software of the
identity provider and software of the service provider. The
software present in the user’s device has two sub factors:
client of identity provider and client of the service provider.
The software is fragmented into two because it provides
reusability and confidentiality of the user data.The numbering
on the arrow in the Fig.1 represents the flow of execution
between the user and identity provider. The arrows that
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numbered 1 and 2 represents the user’s registration process
which is done between the user and the provider of the
identity.

During the endorsement through client of the service
provider, it then first make a request to identity provider (IdP)
in the 3" step which produces an identity and data. It is then
provided as input to the service provider’s client. In the next
step, the clients then forward it to the provider. In the 7th step,
the service provider then forwards two parameters back to the
client. Then identity provider allows the user to perform
endorsement by entering user’s biometric identity and to
create a key called as proof to perform handshaking in the next
step. In the 9th step, the derived key is then forwarded to the
service provider. If the proof created is successful, then a
secure communication is established.

)/
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Fig 1:- Architecture of Authentication solution
VI. CONCLUSION

The proposed scheme introduces a solution for vouching
user’s from the security issues while using mobile phones for
online resources, using a user centric solution without the
involvement of provider of the identity in the execution. This
approach focuses on the seclusion of user’s biometric
identities. The main concept behind using this approach is that
it includes a key agreement mechanism which helps the user’s
from the Man in the Middle attack. It also generates a
biometric identifier from user’s biometric image, which is
distinctive, changeable and replicable, a classification
technique is used which involves the features extracted from
the user’s biometric image.

The proposed schemes provide highly feasible and
strong endorsement mechanism and performs execution
efficiently. This scheme uses a user centric solution to perform
authentication.
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