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Abstract:- Currently, Steganography can be majorly 

used for the purpose of communicating the data 

privately. This is the art of hiding all the information in 

between other carrier like videos, images, graphics and 

documents for the purpose of getting the stego objects. 

If we look at the base paper, there are using DWT/IWT 

technique based Steganography which used for the 

purpose of communicating the data secretly among 

receiver and sender. In this research, we are 

introducing a new methodology in which security of 

stego-image increase by DWT-BCH technique. As we 

can see from the results session the value of PSNR is 

getting increase while the value of MSE is getting 

decrease. 
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I. INTRODUCTION 

 
Recently with the development of Internet and other 

forms of Technology hacking has become a common 

process thus requiring people to utilise various techniques 

to protect their data while passing it through a digital 

system. One of the most common taking used is 

steganography which is derived from the Greek word 

steganos meaning hidden and graphos which means 

writing. This technique is mainly used to pass the secret 

data by hiding it within an another image, video, 

documents or graphics without affecting the originals 

image to prevent the person from detecting that there is 
your hidden image available within this data. Only the 

sender and the receiver will know about the secret data 

available in the message and no other person would be able 

to find about it. That's techno graphic technique is of two 

types namely spatial and frequency[1]. In the first type the 

hidden data use embedded within the pixels by altering the 

pixels of the carrier image. In case of frequency domain the 

original image that is obtained from the spatial domain is 

transformed into frequency domain by using various 

methods like domain transformation. Clear the data is 

initially embedded into the transformed coefficients 

available in the career image and from the finalized output 
of stego image[1,2]. This frequency domain is way more 

better than the other technique with various features like 

tolerance to external disturbances like cropping, shrinking, 

manipulation[ et cetera 1,2,3]. There are many options 

available in order to insert the signal within this domain[3]. 

One of the most common method used is DFT or discrete 

fourier transform, DCT or discrete cosine transform, DWT 

or discrete wavelet transform[1,3].  

The efficiency of this method can be calculated by 

using various features like MSE or mean square error, 

PSNR value and structural similarity index also known as 

SSIM. The robustness and the capacity of the image along 

with the safety is also taken into account. Robustness is 

nothing but the ability of the image to protect itself from 

the attack of outside forces and security is nothing but the 

ability of the image to hide the data in such a way that no 
other person other than the sender and receiver would be 

able to know about the presence of image in that particular 

data. At the receiver end by using the technique of 

steganalysis the secret data can be retrieved successfully. 

The images are the carriers can be of any kind of file 

format including a bitmap image or BMP, jPG image and 

sometimes GIF can also be used to hide the secret data[6]. 

For our study we have taken bitmap images for sampling. 

One of the most important. Remember in this method is 

that the data should be embedded in a place or bit which is 

of least amount of importance. There are two types of 

techniques available to insert data. They include and 
randomly method. In case of a sequential there is a major 

disadvantage where the presence of an secret data can be 

easily found by the outsider. In order to improve the quality 

of image the LSB-DCT threshold is used to hide the data 

based upon the quality of the threshold[7]. In case of 

randomly method if the other person finds the particular 

threshold then the data can be easily extracted. So the chief 

aim of this paper is to determine a perfect DWT technique 

that has a higher range of inserting capacity and increase 

the security with the help of generator called piecewise 

linear chaotic map(PWLCM)  
 

In order to hide the secret data within an image there 

are large number of techno graphics methods available, 

while some of the methods are complex there are some 

methods which are considerable easy. All of these methods 

have their own share of pros and cons. Why some methods 

expect the information to be completely hidden while the 

other method requires the information to be of Greater size.  

steganographic technique is mainly based upon the concept 

of analysing the perceptive qualities of the human and 

breaking them to understand their psychology and find a 

method to hide the data in such a way that the human mind 
would not be able to passive the particular information. 

This method is called as steganalysis. Steganography hides 

the data within an another file and the file is encrypted 

along with the password that would be no only to the 

receiver who using the password can de-encrypt the 

message.  
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Even though steganography have certain features that 

are similar to cryptography there is a major difference 

between the both. In case of cryptography the fact that 

there is an object being hidden is known to all the people 

that view the file. But in case of steganography other than 

the person receiving the file no one else would be able to 

find out about the fact that there is a hidden message lying 

within that image. So in case of cryptography anyone can 
decrypt the message which is not possible in case of 

steganography where the data is hidden within an image or 

any other form of data. It is one of the greatest technique 

available to hide the secret message.  

 

Due to the continuous increase in technology and 

various techniques for hacking the date of that are being 

passed through the digital medium or not safer anymore. 

Show the scientist came up with the idea of embedding the 

secret data within an another image to pass the information. 

As a result various technique like cryptography, 
steganography and coding that being discovered. Among 

these techniques steganography is one of the most 

important techniques and the most efficient one.[1] the 

main aim of steganography is to make the presence of 

hidden information unknown to all the persons except the 

receiver. This is one of the major technique in 

steganography that is not available in any other method. 

Even the cryptographic method is an efficient one it does 

not hide the fact of availability of the information. So any 

person can see the information but they won't be able to 

encrypt the information until they have the encryption key 

but with perfect hashing technique they can be easily 
encrypted. In case of steganography the details that had to 

be hidden or embedded within an image, video, text 

messages, music and other forms of sound. Steganography 

techniques is also used for copywriting to prevent forgery.  

 

The word steganography which is taken from greek 

word meaning hiding in plain sight. It is the process of 

hiding a secret information within an another form of data 

and the main aim of steganography is to prevent others 

from detecting the availability of a secret data. Even though 

there are a number of methods to hide data used for several 
years, the new technique of using digital medium to hide 

the information and password is highly valuable since there 

are a lot of information that has been passed through the 

digital media which are not safe nowadays. They make use 

of cover images, videos, text, and other forms of audios to 

hide the information. Initially the data is encrypted and 

hidden into another file before sending. hence both 

techniques of steganography and encryption is required to 

pass the message safely without being identified by other 

persons. Hence they are way more advantages than the 

encryption method.  

 
 

 

 

 

 

 

 

II. DWT-SVD BASED STEGANOGRAPHY 

 

A. DWT Based Steganography  

Steganographic method for concealing several 

pictures within a color picture founded on DWT. The host 

picture is disintegrated into three different color planes, that 

is R, G, and B. Separate planes are disintegrated into 

secondary bands by utilizing DWT. DWT is administered 
in HH element of every plane. Private information are 

distributed among the chosen DWT coefficients by 

utilizing a secret key. Capacity, PSNR, and correlation are 

principal features in steganography. To be more specific, 

PSNR is highly needed, though it varies from function to 

function. PSNR is inversely proportional to capacity, and 

directly proportional to correlation, and the other way 

around. During the research, we discovered an issue which 

is of a correct mixture of PSNR, correlation, and capacity is 

needed in order for the information to be transmitted via 

unprotected tunnel without apprehension about third party 
access. The outcomes in the steganography mostly rely on 

the private information. The greater value of the private 

information, the more is the impact on the quality of the 

stego picture instead of a smaller value of private 

information. 

 

 Embedding Process both cover image & secret data by 

using DWT  

During the suggested insertion procedure, DWT is 

executed on both the host picture and the private 

information by utilizing the fusion procedure, we obtain the 

merged picture. IDWT is administered on the merged 
picture to obtain a stego picture. 1) Calculation for the 

suggested insertion procedure: 

 

 Step 1: Interpret the host picture (that is, Video) as C 

and partition the frame according to the video clip. 

Transform the host picture’s pixel values into a black 

and white picture as CG. 

 Step 2: Administer picture pre-processing and 

rectification procedure to obtain black and white host 

picture. 

 Step 3: Interpret the private information (that is, Text) 
as S. Administer picture pre-processing and rectification 

procedure to obtain a black and white picture as SG. 

 Step 4: Administer transform field method into host 

black and white picture and private black and white 

picture. 

 Step 5: By administering two-dimensional DWT, 

retrieve the estimation coefficients of matrix LL1 and 

detail coefficients matrices LH1, HL1, HH1 of stage 1 

of the host picture as CG1. 

 Step 6: By administering DWT, retrieve the estimation 

coefficients of matrix LA1 and detail coefficient 
matrices LH1, HL1, HH1 of stage 1 of the private 

picture as SG1. 

 Step 7: Administer merging operation on a picture CG1 

and SG1 and obtain the fused picture. Lastly, execute 

merged picture with 2-DWT to generate the stego 

picture as ST. 
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Fig 1:- Block Diagram of Embedding. 

 

 Extraction of Secret Image  

During the suggested retrieval procedure, the 

extracted stego picture and known host picture were rebuilt 

with DWT transform field and then the merging procedure. 

Afterwards, inverse transform IDWT was executed to 

reconstruct the private information. Lastly, the private 
information is obtained and it is identical to the initial 

private picture. 

 

 Step 1: Obtain the stego picture. Execute two-

dimensional DWT at the stage of both stego picture and 

known host picture. 

 Step 2: Administer merging procedure on both stego 

picture and host picture to obtain the merged picture. 

 Step 3: Partition the wavelet coefficients and use the 

inverse IDWT of the merged picture to rebuild the 

private picture. 

 Step 4: Choose the four bit secret key to decode the 

private data. 

 Step 5: Compute the statistical parameters like Mean 

Square Error (MSE), Peak Signal to Noise Ratio 

(PSNR), Entropy Average, and Capacity of the stego 

picture. 

 

 
Fig 2:- Block Diagram of Extraction. 

 

B. DWT – SVD based Image Steganography  

 
 Embedding Process  

 Step1- Employ 1-level Haar-DWT to disintegrate the 

host picture A into four secondary bands (that is, LL, 

LH, HL, and HH). 

 Step 2- Administer SVD to LL secondary bands, that is, 

 Step 3-  A = USVT 

 Step 4- Administer SVD, that is, S +α W = UW SW VW
T,  

 Where, W is concealed picture and α signifies the scale 

factor which is utilized to manage the resilience of the 

concealed picture to be embedded. 

 Step 5 – Receive the concealed picture AW by 

executing the inverse DWT utilizing one group of 

altered DWT coefficients and three groups of 

unchanged DWT coefficients. 

 

 Extraction Process 

 Step 1- Utilize 1-level Haar-DWT to disintegrate the 

concealed (probably contorted) picture A*W into four 

secondary bands: LL, LH, HL and HH. 

 Step 2- Administer SVD to the LL secondary band, that 

is, 

 Step 3- AW = USW VT 

 Step 4- Calculate D* = UW S *V T, 

 Step 5- Recover the concealed picture from LL 

secondary band. 

 Step 6 - W*= (D* – S)/α. 

 Step 7- Finish 
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III. PROPOSED METHODOLOGY 

 

A basic steganographic technique called video 

steganography where a specialised algorithm is being used 

wavelet domain. They depend on KLT tracking technique 

combined with BCH code (15,11,1). This method of 

steganography is divided into 4 stages: 

 
A. Secret Message Preprocessing Phase 

In our study a text file with a huge amount of data is 

being used to hide the secret data. The text file is initially 

processed and then sent into the embedding phase. The 

various types of characters in the file are changed into 

ASCII codes to facilitate the generation of binary codes. 

Later the data is encrypted with a key to increase the 

security. The key makes the size of the encrypted file 

similar to the original one. Encryption prevents the data 

from the hackers.It would be impossible for them to 

decrypt it.  Here the BCH technique is used and as a result 
the whole data array is split into 11 blocks during 

encryption and later during encoding they are divided into 

15 blocks. Later the size of the secret data is being 

increased by providing 4 bits to every block. Also with the 

help of a new key another set of 15 numbers are generated 

and every number is represented by XORed for each block. 

Hence Des algorithm uses two major security keys to 

protect the data and send it in the form of hidden message.  

 

B. Face Detection and Tracking Phase 

As per the previous discussion  in order to insert the 

secret data within the facial portion of the video the first 
step is to separate the facial regions from the video for 

processing. With the help of the Viola-Jones detector 

algorithm the first frame is analysed and the face is 

extracted. Later the KLT tracking algorithm applied for the 

remaining frames to detect the facial features and extract 

them.is applied in order to detect the facial region in the 

first video frame. Then, the KLT tracking algorithm is used 

throughout the remaining video frames in order to track the 

facial regions. 

 

C. Data Embedding Phase 

In each and every single  video frame  the  facial 

region  is being used as the  area for embedding the  secret 

message. They are the cover region and they are removed  

from each and every single video. In each frame a 

particular area is chosen and they are processed using 

the 2D-DWT and they are  embedded into the R, G, and B 

colours of the  face creating a variety of sub-bands like  LL, 
L H, HL, and HH. The hidden data is then inserted into the 

sub bands like LH, HL, and HH available in the face area 

available in every frame. After this the encryption key and 

the edges of the box are being embedded in the other areas 

of the video. The edges are hidden in such a way that they 

are available in the non facial areas so that it would be 

difficult for the hackers to find it. Only the sender and the 

receiver will know the location of the edge box. The face 

box is nearly 80 bits per frame with both X and Y axis. 

Also the keys are also hidden within the frame that doesn't 

involve facial structures. The frames are then reorganised 
and then sent to the receiver. Through a normal 

communication channel. 

 

D. Data Extraction Phase 

The data is encrypted and then they are embedded in 

the video especially in the frames containing the facial 

regions. The keys are hidden in the first frame of the 

database. The edges are placed in the stego box. After 

reaching the receiver the keys are removed from the first 

frame initially. Then using the keys the facial frames in 

which the data is embedded is extracted and then they are 

processed with 2D- DWT in all the R, G, and B color 
components in the box. Then the sub bands where the data 

is hidden is seperated and the data is extracted from the  

LL, LH, HL, and HH sub-bands. The data is in the binary 

form and they divided into 15 block initialy. Each of these 

block are subjected to XORed and processed through the 

random numbers using the key. Later they are divided into 

11 bit blocks again. The removed data is then processed 

again using the key and decrypted providing real message 

in the ASCII format.   

 
Fig 3:- Block diagram for the data embedding phase. 
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Fig 4:- Block diagram for the data extracting phase. 

 

IV. RESULTS & DISCUSSION 

 

In this chapter, discussing for results of Video 

Steganography. For perform the operation of Video 

Steganography, using two methods. These methods are 

DWT-SVD and DWT-BCH. Proposed Methodology is 

DWT-BCH method which is using to improve the 

performance of Video Steganography.    

 

A. Results of DWT-SVD Method 

Figure 5 is showing the base image of the 

steganography process. It is the image in which the stego or 
hidden image will insert.  

 

 
Fig 5:- Base Image 

 

Figure 6 is showing the hidden image. This hidden 

image will be insert into base image by use DWT-SVD 

steganography method. We can use any another image also 

which we want to hide by steganography method. 

  

 
Fig 6:- Hidden Image 

 

Figure 7 is showing the steganography image which 

comes out after apply steganography method. For perform 

steganography method, using DWT-SVD method. In the 

image 5.3, hidden image has been hide and final outcome 

image is figure 5.3.  

 

 
Fig 7:- Steganography Image 

 

Figure 8 is showing the extracted output image which 

is decode by use DWT-SVD method. In the Steganography 

process, we need to follow to process, embedding and 
extraction. Figure 7 is outcome of embedding process while 

figure 5.4 is outcome of extraction process.   
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Fig 8:- Extracted Image 

 

Frame Number MSE PSNR 

1 0.0050 49.46 

20 0.0134 45.31 

30 0.0092 46.89 

40 0.0102 46.47 

50 0.0226 43.12 

Table 1:- Comparison table for MSE and PSNR  

 

B. Results of DWT-BCH Method 

Figure 9 is showing the base image of the 
steganography process. It is the image in which the stego or 

hidden image will insert.  

 

 
Fig 10:- Base Image for DWT-BCH method 

 

Figure 11 is showing the hidden image. This hidden 

image will be insert into base image by use DWT-BCH 

steganography method. We can use any another image also 

which we want to hide by steganography method. 

  

 
Fig 11:- Hidden Image 

Figure 12 is showing the steganography image which 

comes out after apply steganography method. For perform 

steganography method, using DWT-BCH method. In the 

image 11, hidden image has been hide and final outcome 

image is figure 11.  

 

 
Fig 12:- Base Image for DWT-BCH method 

 

Figure 13 is showing the extracted output image 

which is decode by use DWT-BCH method. In the 

Steganography process, we need to follow to process, 

embedding and extraction. Figure 12 is outcome of 

embedding process while figure 13 is outcome of 

extraction process.   

 

 
Fig 13:- Extracted Output image for DWT-BCH method 
 

Frame Number MSE PSNR 

1 0.0027 50.7919 

20 0.0026 50.8163 

30 0.0026 50.8176 

40 0.0026 50.8288 

50 0.0026 50.8323 

Table 2:- Comparison table for DWT-BCH method with 

MSE and PSNR comparison 

 

V. CONCLUSION 

 

Image steganography technique is useful for security 

of confidential data over Internet. In this proposed work a 

new concept of Steganography has been introduce. 

Previous method will create difficulty for an unauthorized 
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person to determine presence of secret massage. Using 

DWT-DCH method, stego image is generated. For improve 

the performance, comparing two parameters which are 

PSNR and MSE. As we can check from results chapter, 

PSNR is getting increase for DWT-BCH method while 

MSE is decreasing for DWT-BCH method.  

 

FUTURE WORK 
 

In the future , we can work for the Research 

Limitation. According to the limitations , we are working 

only for Image Steganography. In the Future we can work 

at Audio and Video based Steganography. According to the 

Second limitation , we are working for PSNR , Correlation 

and Contrast parameters only . In the future we can work 

for the MSE parameter also . According to the third 

limitation , in this Research we are working only at gray 

Scale image. In the Future , we can work for the Color 

images also .  
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